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CodeQL 概述与Java 分析难点

解决CodeQL Java 代码分析难点

CodeQL 数据流分析解析

历史漏洞回溯
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CodeQL 概述

• CodeQL 历史

2019201820??2006

Semmle 成立 微软收购Github

Github 收购Semmle
默认SAST 工具

LGTM

2022

LGTM下线

• 程序分析

• PTA (soot/Tai-e)

• Datalog(Soufflé/Doop)



CodeQL 概述
Demo

import java.lang.Runnable;

public class RunnableDemo implements Runnable {
    private String threadName;

    RunnableDemo(String name){
        threadName = name;
    }

    public void run(){
        System.out.println(threadName);
    }

    public static void main(String[] args) throws Exception {
        String tt = args[0];
        RunnableDemo T1 = new RunnableDemo(tt);
        Thread t = new Thread(T1);
        t.start();
    }
}

class MyTaintTrackingConfig extends TaintTracking::Configuration {
    MyTaintTrackingConfig() { this = "MyTaintTrackingConfig" }
    override predicate isSource(DataFlow::Node source) {
        exists(Method m | 
            m.hasName( "main") 
            and m.getAParameter() = source.asParameter()
        )
    }
    override predicate isSink(DataFlow::Node sink) {
        exists(MethodAccess ma | 
            ma.getCallee().getDeclaringType().hasQualifiedName("java.io", "PrintStream") and
            sink.asExpr() = ma.getAnArgument()
        )
    }
}

from MyTaintTrackingConfig cfg, DataFlow::PathNode source, DataFlow::PathNode sink
where cfg.hasFlowPath(source, sink)
select sink.getNode(), source, sink, "Partial flow from unsanitized user data"

+Source Code QL => Result



CodeQL 概述
架构

- DB 类似DataLog 的facts，有自己的格式

- QL 编译形成dil，dil 类似DataLog的DL



CodeQL 概述
Database

source code .trap .reldbschema



CodeQL 概述
QL

.dil
Datalog intermediate representation

.ql .ra
Relational algebra intermediate representation



Java 程序分析难点



Java 程序分析难点
Runnable

import java.lang.Runnable;

public class RunnableDemo implements Runnable {
    private String threadName;

    RunnableDemo(String name){
        threadName = name;
    }

    public void run(){
        System.out.println(threadName);
    }

    public static void main(String[] args) throws Exception {
        String tt = args[0];
        RunnableDemo T1 = new RunnableDemo(tt);
        Thread t = new Thread(T1);
        t.start();
    }
}

- java.lang.Runnable

- java.lang.Thread

- java.util.concurrent.Callable

- java.util.concurrent.FutureTask

- java.util.concurrent.ExecutorService

- lambda

- …



Java 程序分析难点
Reflection

import java.lang.reflect.Method;

public class InvokeDemo {
    private String name;

    public void setName(String name){
        this.name = name;
    }

    public String getName(){
        return name;
    }

    public static void main(String[] args) throws Exception {
        String content = args[0];
        InvokeDemo tt = new InvokeDemo();
        
        Method method11 = tt.getClass().getMethod("setName", String.class);
        method11.invoke(tt, content);

        String name = tt.getName();
        System.out.println(name);
    }
}

- newInstance

- getMethod

- invoke 

- set/get

- … 



Java 程序分析难点
其他

✓ Lombok: CodeQL v2.14.4 已解决

• https://github.blog/changelog/2023-09-01-code-scanning-with-codeql-
improves-support-for-java-codebases-that-use-project-lombok/

✓ 非源码DB构建: v2.16.5 已解决

• https://github.com/github/codeql-cli-
binaries/blob/HEAD/CHANGELOG.md#release-2165-2024-03-21

？其他未知...
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CodeQL DataFlow分析
DFA



CodeQL DataFlow分析
DataFlow::Node

•TExprNode(Expr e)

•TExplicitParameterNode(Parameter p)

•TImplicitVarargsArray(Call c)

•TInstanceParameterNode(Callable c)

•TImplicitInstanceAccess(InstanceAccessExt ia)

•TMallocNode(ClassInstanceExpr cie)

•TExplicitExprPostUpdate(Expr e)

•TImplicitExprPostUpdate(InstanceAccessExt ia)

•TFlowSummaryNode(FlowSummaryImpl::Private::SummaryNode sn)

•TFieldValueNode(Field f)

•TCaptureNode(CaptureFlow::SynthesizedCaptureNode cn)

•TAdditionalNode(Expr e, string id)



CodeQL DataFlow分析
StageX::fwdFlow

步骤 例子 逻辑

Source 污点分析source 节点

Local Flow
mid = "taint";
node = mid;

程序内分析，如果存在mid 点，能够程序内传播至node，那么认为node 也是流中的一点

Jump Step 为用户提供的自定义 扩展方法，注意无上下文支持

Store
node.filed = mid;
node[x] = mid;

为Field、Array、Collection、Map 等赋值

Load
node = mid.filed;
node = mid[x];

从Field、Array、Collection、Map 等取值

Call In

public void m(param){ 
  this.f=param;
}
o.m(arg);

方法调用时候的传播，从实参arg 传播至形参param；注意包括o 到this

Call Out

public void m(param){
  ret=source;
  return ret;
};
r=o.m(arg);

特指return ret 不是从参数传播而来，而是从例如source 点之类的传播而来，这个时候ret 传播至表达式o.m(arg)

Call Through

public void m(param, o){
  ret=param;
  o.field=param;
  return ret;
}; r=o.m(arg, obj);

特指return ret 是从参数传播而来，这个时候ret 传播至表达式o.m(arg, obj)。注意return 只是一种类型的
ReturnNode，还有一种PostUpdateNode，表示经过Call 之后，其值会变化，比如Callable m 中o 的field已经被改
变了，对应传播关系为：实参arg -> 形参param -> o.field -> o<.field>[post update] -> obj<.field>[post 
update]。



CodeQL DataFlow分析
Stage1::fwdFlow



CodeQL DataFlow分析
Node -> PathNode

Node
AccessPath

Type

• Node: 节点

• AccessPath: 路径

• Type: 类型



CodeQL DataFlow分析
DataFlow::AccessPath

API: Predicate Ap apCons(TypeContent tc, AP tail)

功能：根据TypedContent tc 和上一个节点Node 关联的Ap tail，组合成下一个Ap

参数：

• TypedContent tc

• Ap tail

返回：

• Ap cons



CodeQL DataFlow分析
PathNode

• Node

• AccessPath

• SummaryCtx
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CodeQL Java Optimisation
Runnable Interface

• 方法 1：Patch 源码

• 方法 2：Patch CodeQL DB

• 方法 3：Patch CodeQL DFA

import java.lang.Runnable;

public class RunnableDemo implements Runnable {
    private String threadName;

    RunnableDemo(String name){
        threadName = name;
    }

    public void run(){
        System.out.println(threadName);
    }

    public static void main(String[] args) throws Exception {
        String tt = args[0];
        RunnableDemo T1 = new RunnableDemo(tt);
        Thread t = new Thread(T1);
        t.start();
    }
}



CodeQL Java Optimisation
Adapting Java Runnable Interface Option 1: Patch Source Code

1. Hook com.semmle.extractor.java.JavaExtractor#main

2. Use javaparser ModifierVisitor Dynamic Patch Source 
Code

public static void main(String[] args) throws Exception {
    String tt = args[0];
    RunnableDemo T1 = new RunnableDemo(tt);
    Thread t = new Thread(T1);
    t.start();
    // patch
    t.run();
}



CodeQL Java Optimisation
Adapting Java Runnable Interface Option 2: Patch DB Trap File

Hook 
com.semmle.extractor.java.ClassDeclExtract
or#visitExec

1. Stmts

2. Expr

3. Subexpr

4. Callable

1. Stmt: R1.run();
#10094=*
stmts(#10094,14,#10035,4,#10033)
#10095=*
locations_default(#10095,#10000,10,9,10,17)
hasLocation(#10094,#10095)

2. expr: R1.run();
#10119=*
exprs(#10119,61,#10014,#10092,0)
callableEnclosingExpr(#10119,#10033)
statementEnclosingExpr(#10119,#10092)
#10120=*
locations_default(#10120,#10000,10,9,10,16)
hasLocation(#10119,#10120)

3. subexpr: R1
#10121=*
exprs(#10121,60,#10079,#10119,-1)
callableEnclosingExpr(#10121,#10033)
statementEnclosingExpr(#10121,#10092)
#10122=*
locations_default(#10122,#10000,10,9,10,10)
hasLocation(#10121,#10122)

4.  callable
#10123=@"callable;{#10079}.run(){#10014}"
callableBinding(#10119,#10123)
variableBinding(#10121,#10083)

1. Stmt: R1.start();
#10092=*
stmts(#10092,14,#10035,3,#10033)
#10093=*
locations_default(#10093,#10000,9,9,9,19)
hasLocation(#10092,#10093)

2. Expr: R1.start();
#10114=*
exprs(#10114,61,#10014,#10092,0)
callableEnclosingExpr(#10114,#10033)
statementEnclosingExpr(#10114,#10092)
#10115=*
locations_default(#10115,#10000,9,9,9,18)
hasLocation(#10114,#10115)

3. subexpr: R1
#10116=*
exprs(#10116,60,#10079,#10114,-1)
callableEnclosingExpr(#10116,#10033)
statementEnclosingExpr(#10116,#10092)
#10117=*
locations_default(#10117,#10000,9,9,9,10)
hasLocation(#10116,#10117)

4.  callable
#10118=@"callable;{#10079}.start(){#10014}"
callableBinding(#10114,#10118)
variableBinding(#10116,#10083)



CodeQL Java Optimisation
Adapting Java Runnable Interface Option 3: Patch DFA

• JumpStep API: AdditionalValueStep

/**
 * Holds if data can flow from `node1` to `node2` through a field or
 * variable capture.
 */
predicate jumpStep(Node node1, Node node2) {
  fieldStep(node1, node2)
  or
  any(AdditionalValueStep a).step(node1, node2) and
  node1.getEnclosingCallable() != node2.getEnclosingCallable()
  or
  FlowSummaryImpl::Private::Steps::summaryJumpStep(node1.(FlowSummaryNode).getSummaryNode(),
    node2.(FlowSummaryNode).getSummaryNode())
}



CodeQL Java Optimisation
Adapting Java Runnable Interface Option 3: Patch DFA

/** Value step from the constructor call of a `Runnable` to the instance parameter (this) of `run`. */
private class RunnableStartToRunStep extends AdditionalValueStep {
  override predicate step(Node pred, Node succ) {
    exists(ConstructorCall cc, Method m |
      m.getDeclaringType() = cc.getConstructedType().getSourceDeclaration() and
      cc.getConstructedType().getAnAncestor().hasQualifiedName("java.lang", "Runnable") and
      m.hasName("run")
    |
      pred.asExpr() = cc and
      succ.(InstanceParameterNode).getEnclosingCallable() = m
    )
  }
}

• 放在DataFlowImpl.qll，或者更底层的依赖，例如DataFlowPrivate.qll



CodeQL Java Optimisation
Adapting Java Runnable Interface Option 3: Patch DFA



CodeQL Java Optimisation
多线程进阶

import java.lang.Thread;

public class ThreadDemo extends Thread {
    private String threadName;

    ThreadDemo() {}

    public void setThreadName(String name){threadName=name;}

    public void run() {
        System.out.println(threadName);
    }

    public static void main(String[] args) throws Exception {
        String tt = args[0];
        ThreadDemo T1 = new ThreadDemo();
        T1.setThreadName(tt);
        T1.start();
    }
}

import java.lang.Thread;

public class ThreadDemoWhile extends Thread {
    private String threadName;

    ThreadDemoWhile() {}

    public void setThreadName(String name){threadName=name;}

    public void run(){
        while(true){
            System.out.println(threadName);
       }
    }

    public static void main(String[] args) throws Exception {
        String tt = args[0];
        ThreadDemoWhile T1 = new ThreadDemoWhile();
        T1.start();
        T1.setThreadName(tt);
    }
}

如何应对？ 阁下又该如何应对？



CodeQL Java Optimisation
Debug DFA

- 在DataFlowImpl 中加入一个DataFlow::Configuration 实现类

- isAdditionalFlowStep 实现了args -> args[0]

- 在DataFlowImpl 中通过“Quick Evaluation” 实现Debug

class MyTaintTrackingConfig extends Configuration {
  MyTaintTrackingConfig() { this = "MyTaintTrackingConfig" }

  override predicate isSource(Node source) {
    exists(Method m | 
      m.hasName("main") 
      and m.getAParameter() = source.asParameter()
  }

  override predicate isSink(Node sink) {
    exists(MethodAccess ma | 
      ma.getMethod().hasName("println") and
      sink.asExpr() = ma.getAnArgument()
    )
  }

  override predicate isAdditionalFlowStep(Node src, Node sink) {
    // defaultAdditionalTaintStep(node1, node2)
    // 来自TaintTrackingUtil，但是不能直接import，存在依赖关系
    exists(Content f |
      readStep(src, f, sink) and
      not sink.getTypeBound() instanceof PrimitiveType and
      not sink.getTypeBound() instanceof BoxedType and
      not sink.getTypeBound() instanceof NumberType and
      (
        containerContent(f)
        or
        f instanceof TaintInheritingContent
      )
    )
  }
}



CodeQL Java Optimisation
Adapting Java Reflection Step 1: Reflection Analysis

method.invoke(obj, args…)

class.getMethod(name, …)

class.getMethods()

class.getDeclaredMethod(name, …)

class.getDeclaredMethods()

obj.Class

obj.getClass()

Class.forName(className)

ClassLoader.loadClass(name, …)

Method(…)



CodeQL Java Optimisation
Adapting Java Reflection Step 2: Inclusion reflection analyses result into DFA

一种Patch DataFlowImpl 的方案：

•Stage1

• fwdFlow

•viableParamArgEx

• fwdFlowOut

• fwdFlowIsEntered

• revFlow

•viableReturnPosOutEx

•pathStep

•pathIntoCallable

•pathThroughCallable

•Subpaths

•subpaths02

r = method.invoke(obj, arg1, …)

Method(param1, …){ this …; return ret;}

‣ Call In

• arg 传播至parma

• obj 传播至Method 的this

‣ Call Through

• RetNode 要传播至r

• Method 里如果有PostUpdateNode，也要传播至对应的obj/arg
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历史漏洞回溯
ActiveMQ CVE-2023-46604 RCE

1. source -> start
socket.getInputStream

TcpTransport#initializeStreams
TcpTransport#connect

TcpTransport#doStart
TransportThreadSupport#doStart

2. run -> sink
TcpTransport#run

TcpTransport#doRun
TcpTransport#readCommand

OpenWireFormat#unmarshal
OpenWireFormat#doUnmarshal

ExceptionResponseMarshaller#tightUnmarshal
ConnectionErrorMarshaller#tightUnmarshal
MessageAckMarshaller#tightUnmarshal
BaseDataStreamMarshaller#looseUnmarsalThrowable
BaseDataStreamMarshaller#tightUnmarsalThrowable

BaseDataStreamMarshaller#createThrowable



历史漏洞回溯
ActiveMQ CVE-2023-46604 RCE



历史漏洞回溯
ActiveMQ CVE-2023-46604 RCE



历史漏洞回溯
RocketMQ CVE-2023-33246 RCE

挑战1: 跨3个线程
1. Netty server 到NettyRequestProcessor processRequest 处理请求
2. AdminBrokerProcessor 线程，更新brokerController.brokerConfig，其中有个属性rocketmqHome
3. 周期线程FilterServerManager，会用rocketmqHome 拼接成命令执行，触发漏洞

挑战2: MixAll#properties2Object Invoke

public static void properties2Object(final Properties p, final Object object) {
    Method[] methods = object.getClass().getMethods();
    for (Method method : methods) {
        String mn = method.getName();
        if (mn.startsWith("set")) {
            try {
                String tmp = mn.substring(4);
                String first = mn.substring(3, 4);
                String key = first.toLowerCase() + tmp;
                String property = p.getProperty(key);
                if (property != null) {
                    Class<?>[] pt = method.getParameterTypes();
                    if (pt != null && pt.length > 0) {
                        String cn = pt[0].getSimpleName();
                        Object arg = null;
                        if (cn.equals("int") || cn.equals("Integer")) {
                        … 
                        method.invoke(object, arg);

挑战3: 内部类调用外部类方法

public class FilterServerManager {
    …
   public void start() {

        this.scheduledExecutorService.scheduleAtFixedRate(new 
AbstractBrokerRunnable(brokerController.getBrokerConfig()) {
            @Override
            public void run0() {
                try {
                    FilterServerManager.this.createFilterServer();
                } catch (Exception e) {
                    log.error("", e);
                }
            }
        }, 1000 * 5, 1000 * 30, TimeUnit.MILLISECONDS);
    }

    public void createFilterServer() {



历史漏洞回溯
RocketMQ CVE-2023-33246 RCE



历史漏洞回溯
RocketMQ CVE-2023-33246 RCE



历史漏洞回溯
RocketMQ CVE-2023-37582 新发现

-BrokerContainer 方式启动的Broker 可绕过属性过滤补丁，5.2.0 后已修复
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