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Impersonation

A mechanism that allows a server process to run by using the security credentials of

the client or some other user using the credentials. When the server is impersonating

the client, any operations performed by the server are performed by using the client's

(impersonating user's) credentials. Impersonation does not allow the server to access

remote resources on behalf of the client. This requires delegation.

KCon
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Server Client

Normal User

nt authority\system

RPC call

AccessResource(...)

Resource
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Server Client

Normal User

nt authority\system

RPC call

AccessCheck(...)
AccessResource(...)

Resource
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% allirs

nt! EPROCESS

nt! ETHREAD

+0x4b8 Token : EX FAST_ REF

+0x608 AdjustedClientToken : Ptr64 Void
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RpclmpersonateClient function
(rpcdce.h)

Article = 02/23/2024 ¢y Feedback

A server thread that is processing client remote procedure calls can call the

RpclmpersonateClient function to impersonate the active client.

Syntax

C++

RPC_STATUS RpcImpersonateClient(
RPC_BINDING HANDLE BindingHandle

)5
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RpcRevertToSelf function
(rpcdce.h)

Article « 02/23/2024 % Feedback

After calling RpclmpersonateClient and completing any tasks that require client
impersonation, the server calls RpcRevertToSelf to end impersonation and to

reestablish its own security identity.

Syntax

Ct++

RPC_STATUS RpcRevertToSelf();
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Server

Client

nt authority\system ‘ Normal User

RPC call
Normal User ‘

RpcimpersonateClient(...)
AccessResource(...)
RpcRevertToSelf()
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Server Client

Normal User

nt authority\system

RPC call
Normal User ‘

RpclmpersonateClient(...)
AccessResource(...)
RpcRevertToSelf()

Resource
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Server

Client

Normal User

nt authority\system

RPC call

RpclmpersonateClient(...)
AccessResource(...)
RpcRevertToSelf()

Resource
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® Windows B{ERGRANREIEE RSB ZIXENES

< WinObj - nternals: www.sysinternals.com (Administrator)

File Edit Find View ions Help

D /O Quick Find: harddisk

MName ype mbeolic Link

fJHarddiskVolumel

Device
Http

cimfs
' 78942d6-44dd-... SymbolicLink \Device\HarddiskVolumeShadowCopyl

Types
ontrol

curity

UMDFCommunicationPorts

Windows
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® J DOS iRFEHITMEIKIRIFRE

< WinObj - nternals: www.sysinternals.com (Administrator)

File Edit Find View ions Help

D /O Quick Find:

nbolicLink Jevi rddiskV =3
ymbaolicLink
ymbolicLink
yrmbaolicLink
yrmbaolicLink
ymbolicLink y \RaidPortl
Symboliclink \D aidPortl

fpes

ontrol

UMDFCommunicationPorts

Windows
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o BNERIEHEHBEB CSHIAM DosDevices E X

< nObj - Sysinternals: www.sysinternals.com (Administrator)

File Edit Find - ions Help
Quick Find:
MName nbolic Link T

SoE: ymbolicLink W st

@& Global ymbolicLink

KnownC

KnownC

Ap ntainerMamed

DosDevices

Interva
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é} Event Properties ﬁ} Event Properties

g’ Event 4Gk Process £ Stack é} Event {6k Process & Stack

Date: 2024/7/22 15:13:04.8817619
Thread: 1844

Module Location Address

,,'
I
i
it

FLTMER. Flteet3treamContext + Ox: Oxffff b

Class: File System FLIMER FltéetStreamContext + Ox OxfEff

FLTMGR FltRequestFileInfolnCreateCompletion + Oxd Oxffff bec

f
f
i i £
Operation: CreateFile £
Result: SUCCESS

ntoskrnl. ex IofcallDriver + Oxi5 Oxffff 853075
efd7de
ef81f1

ef?

[

ntoskrnl. ex FsDereferencefri Token + (xdlae OxfEFFE
1 0bOpenlbjectByNameEx + OxfZl OxfEEEE
Oxfffff

Fs@etFroces 1 0xf85 OxfEFFE

setjmpex + Ox OxfEEFER

Ox7ffad3

0x7ffad3dds

Path: CAWindows\System32\netprofrm.dil
Duration: 0.0000556

36
36
36
36
36
36
36
36
38

£
£
£
£
£
fo:

Desired Access: Read Attributes
Disposition: Open

Options: Open Reparse Point
Attributes: n/a

ShareMode: Read, Write, Delete
Allocation5ize: n/a

Impersonating; WINT1-23H2\test
OpenResult: Opened

n
i
0
i
n
i
0
i
n
i
i
3

L -

=1

LdrLoadDll + (x2a7

RtlQueryFerformanceCounter + Oxbo2

RtlQuervFerformanceCounter + OxBff

Y TS

geRvaTofection + Oxled

ntdll. d11 RtlUnicodeToCustomCFN + (x3fe
ntdll. d1 LdrLoadill + Oxfa

m

CCCCCCCoRmAARAARARAAR

Ox7ffadlla:

combase. dll Cok i x34 0x7ffadlla43%

D om @

combaze. dll Cot ifier x31d] OxTffadlla:
combase. dll Cok i x38 Ox7ffadlla:
combase. dll : catl 0x7ffad10b48

combaze. dll CobetFr ifi Oxld2 Ox7ffadlfalchd

[ TSI I

combase. C 0x7ffad10a3830
combase. dll CobetProd ifier 0x7ffadllaldde
combaze. dll CotetFroce i Oxlfle OxTffadllaleac

cCCC oo CcCcCoCC

3o-a oo

combase. dll 0rdinal 0x7ffadll

Properties... Search...

i ¥ ] Next Highlighted Copy All . . i % [ MextHighlighted Copy All
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¢ Starred by 4 users Issue 240: Windows: DosDevices Impersonation Elevation of Privilege 1of 11
forshaw@google.com Reported by forshaw@google.com on Wed, Jan 28, 2015, 9:57 AM GMT+8  [iadiuls Back to list

ce: proje...@google.com Windows: DosDevices Impersonation Elevation of Privilege
Platform: Windows 8.1 Update, Windows 7
Class: Elevation of Privilege
Status: Fixed (Closed)
Summary:
When an application impersonates another user all file accesses are performed using the current DOS device map under that token. This allows a user to force a system
Modified: Jul 29,2015 service to load DLLs or start processes at higher privileges leading to EoP.

Components:

Finder-forshaw Description:

CVE-2015-1644

Deadline-90 Each login session has a DosDevices mapping under \Sessions\O\DosDevices\X-Y where X-Y is the login session ID. This object directory is writeable by the user. When a

Product-Windows-Kernel \?7\ path is looked up the kernel first checks the per-login session mapping for a symlink to the drive mapping, if not found it will fallback to looking up in \GLOBAL??. This

Reported-2015-Jan-27 mapping is also done when impersonating another user, which is typical of system services when performing actions on behalf of another user.

CCProjectZeroMembers

Severity-High The vulnerability occurs because a user can place symlinks for the system drives in the per-login session device map and the kernel will follow them during

MSRC-21430 impersonation. If for example a system service when impersonating calls LoadLibrary for a system DLL it's possible for the file open to be redirected to an arbitrary

Vendor-Microsoft location. So for example if the service tries to load c:\windows\system32\some.dll a user can create a dos device mapping for c: to somewhere else and get a DLL
loaded into a system service.

I've fully tested this on Windows 8.1 update 32 bit, but basic testing on Windows 7 x64 indicates the vulnerability is also on that platform. It isn't a bug in the
implementation of the services, but a kernel issue.

Proof of Concept:
I've provided a PoC which causes the uses the spooler service to load an arbitrary DLL. As the spooler service runs as local system this is a complete EoP. I've only
chosen the spooler service because it was a convenient one to do so and | knew it does a lot of work while impersonating the user. The PoC is only designed for 32 hit

Windows 8.1 update. It might work on x64 version, but it doesn't by default on Windows 7 possibility due to differences in the printer driver I'm relying on for execution.

1) Extract the PoC to a location on a local harddisk which is writable by a normal user
2) Execute the Poc_DosDeviceSymlink_EoP.exe file
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o HEXIIDLLINEHITTIES

ntdll!LdrpMapDIINtFileName

if ( !'LdrpUselmpersonatedDeviceMap
= @x348;

NtOpenFile(&

LAttributes
ObjectName H
SecurityDescriptor = Bibd;
SecurityQualityOfService =

.Length = 8x38;

.RootDirectory = Bibd;

3

, Bx188e2lu, &

y A

, 5u, Bx68u);

OBJ_IGNORE_IMPERSONATED_DEVICEMAP A device map is a mapping between DOS device

names and devices in the system, and is used when
resolving DOS names. Separate device maps exists

for each user in the system, and users can manage

their own device maps. Typically during

impersonation, the impersonated user's device
map would be used. However, when this flag is set,

the process user's device map is used instead.

KCon
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é} Event Properties ﬁ} Event Properties

g’ Event 4Gk Process £ Stack é} Event {6k Process & Stack

Date: 2024/7/22 15:57:53.8937207
Thread: 6476

Module Location Address

,,'
I
i
it

FLTMER. Flteet3treamContext + Ox: Oxffff b

Class: File System FLIMER FltéetStreamContext + Ox OxfEff

FLTMGR FltRequestFileInfoOnCreatefompletion + Oxdef Oxffff bec

f
f
i i £
Operation: CreateFile £
Result: SUCCESS

233073
efd7de
ef81f1
ef?

ntoskrnl. ex IofcallDriver + Oxi5 Oxffff £
f
£
£
fefd4fsl
£
£
f

[

a
0
q
0
ntoskrnl. ex FsDereferencefri Token + (xdlae OxfEFFERO
q
0
a
0
0

Path: CAWindows\System32\cleanmgr.exe Ob0pendbjectByNameEx + Oxf21 OxfEEEE

ObO ObjectByNameEx + Ox1f2 Oxfffff
Duration: 0.0000923 ipenlbjectBy cEx x1f2 X

NtCresteFile + Ox781 OxfEFFE
fol7dd
fbla?b

cZbie
as

IoCreateFileEx + (xlld OxfEfff
Desired Access: Read Data/List Directory, Execute/Traverse, Read Attributes, Synchronize
Disposition: Open

Options: Synchronous |0 Non-Alert, Non-Directory File

Attributes: N

ShareMode: Read, Delete

Allocation5ize: n/a

Impersonating; WINT1-23H2\test

OpenResult: Opened

3
o
3
-
3
3
o
3
-
3
3
o
3
3
ntoskrnl. ex FsRtlFrecsExtralreateFarameter =+ (xieb OxfEFFERO3
"

&
8
g
&
8
g
&
8
g
&
8

L -

ntoskrnl. ex setjmpex + (x 0xfE£FFR03
ntdll. d11 Ntlrestelser Ox14 OxTffad3dbld4d
EERNELBASE. d11 ¢ T rnalW + 0x23 Ox7ffad0alZZeb
KERNELBAS 1

CCCARARARARARARARAARAARR

0x17dde

Oxce28

0x7ffab20f83d5
0x7ffad2dE7edd
OxTffad2dé6bbe
OxTffadZddlefs
0xTffad2d0ffes
I_RpcExceptionFilter + Oxd2 0xTffad2d0ThE2

reste = Jxadd 0x7ffad?d32bB4

D om @ - O

[ TSI I

TuidCreate + 0x728 0x7ffad2d327d8
I_RpcBCacheFree + (x4l OxTffad2d3=80c
I_RpcBCacheFree = Ox 0x7ffad?d3dfB6

CCcC oo Cc o CcCcoCoCC

3o-a oo

Properties... Search...

i ¥ ] Next Highlighted Copy All . . i % [ MextHighlighted Copy All
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NTSTATUS _ fastcall PspReferenceTokenForNewProcess(
_EPROCESS *ParentProcess,
HANDLE TokenHandle,
KPROCESSOR_MODE AccessMode,
_TOKEN **ppToken)

NTSTATUS Status; //
_TOKEN *Token; //

if
r
L
= Bied,
= ObReferenceObjectByHandle( . SeTokenObjectType,
if ( <e)

return 3

lse if ( )

PsReferencePrimaryTokenWithTag(

PspBootA Token;
ObfReferenceObject(PspBootAccessToken);
1
J

return 8;
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% allirs

Windows $g§ixiR SRS I5HUREIEH
CVE-2023-36874
Security Vulnerability

£1ThR: 2023%F7H118
Assigning CNA: Microsoft

CVE-2025-36874 [7

= FHIEH =2ttt BE

Weakness: CWE-59: Improper Link Resolution Before File Access (‘Link Following')

CVSS Source: Microsoft

CVsSS:3178/6.8 ©
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® @7 Activation Context Ry RigE OBJ IGNORE_IMPERSONATED DEVICEMAP

kernel32!BasepCreateActCtx

.RootDirectory = Bi64;
Length = 8x38,;

Objectlame = &
Attributes =
SecurityDescriptor = B8i6d,
SecurityQualityOfService = 8164,
= NtOpenFile( , Bx12004%u, & A , 5u, Bx68u);
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Windows $JEN e 8L EBIEFISHURHRE

CVE-2022-29104
Security Vulnerability

EiThR: 2022858510
REEH: 202266838

Assigning CNA: Microsoft

CVE-2022-29104 3

=i FHUEA &2ttt BE

CVSS Source: Microsoft
CVsS:3178/68 ©

N#; DLL Z80JAF RpcRevertToSelf
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Windows ERIRlRSSsREITHIFRE(CSRSS) BRIEH IR

CVE-2022-22047
Security Vulnerability

BiThR: 2022£7H12H
Assigning CNA: Microsoft

CVE-2022-22047 [Z

= FHIER = =2tt BE

CVSS Source: Microsoft
CVss:3178/6.8 ©
= Manifest F0Y loadFrom [EB14%
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Windows ERIRlRSSsEITHIF R (CSRSS)RIZH IR

CVE-2022-37989
Security Vulnerability

KiThR: 20228108118
Assigning CNA: Microsoft

CVE-2022-37989 [&

=i IR & =2t BE

CVSS Source: Microsoft

CVsS:3.178/6.8 ©

(& Manifest H2 name [E4RIE R
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Windows $JENfe S IBIEFISHURFH R

CVE-2022-41073
Security Vulnerability

BiThR: 2022£E1188H
Assigning CNA: Microsoft

CVE-2022-41073 [@

= IR =2t BE

CVSS Source: Microsoft

CVvsS:3178/6.8 ©

0 DLL ZEBujEF RpcRevertToSelf
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Windows PI#Z4SBUEH R

CVE-2023-35359
Security Vulnerability

AZ1ThR: 202358H8H
=EEH: 20238248

Assighing CNA: Microsoft

CVE-2025-35359 [@

= FIEH Soratt 58
Weakness: CWE-23: Relative Path Traversal

CVSS Source: Microsoft

Cvss:3178/6.8 ©

KA EE
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® Windows V4 $TEDHIKzNHE S JavaScript X4

amdb4_microsoft-windows-pr

amdied_microsoft-wing -printing-printte
T HEF == E (B HEER

O

R == & MPDW devmode map.xml

DW-constraints.s
@ Onelirive ol

=] MPDW-manifest.ini
& MPDW-PDCxml
& MPDW-pipelineconfig.xml

= prnms009.cat

| prnms008.inf

O EfE

ol P
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7 5} :
{} Event

Date:
Thread:
Class:
Operation:
Result:
Path:

Duration:

Generic Read
pen
ynchronous 10 Non-Alert, Mon-Directory File
N
Read
Allecation

Impersonating: {IN11-23H2\test
It:

Open Opened

it Highlighted
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® LoadTypelib HY4SFKIEE

The function LoadTypelLib loads a type library (usually created with MkTypLib) that is
stored in the specified file. If szFile specifies only a file name without any path,

LoadTypelib searches for the file and proceeds as follows:

e If the file is a stand-alone type library implemented by Typelib.dll, the library is
loaded directly.
If the file is a DLL or an executable file, it is loaded. By default, the type library is
extracted from the first resource of type ITypelib. To load a different type of

library resource, append an integer index to szFile. For example:
I Copy
ITypelLib *ptlib;

LoadTypeLib("C:\\MONTANA\\EXE\\MFA.EXE\\3", &ptlib)

This statement loads the type library resource 3 from the file Mfa.exe file.
If the file is none of the above, the file name is parsed into a moniker (an object

that represents a file-based link source), and then bound to the moniker. This

approach allows LoadTypelLib to be used on foreign type libraries, including in-

memory type libraries. Foreign type libraries cannot reside in a DLL or an

executable file. For more information on monikers, see the COM Programmer's

Reference.
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ﬁ Event 45k Process £ Stack

Date:
Thread:

Class:

Operation:

Result:
Path:

Duration

Alloca

Impers

PATH MOT FOUND

ChaWindows\System 32\ win32spl.dil1

tead Attributes
Open

pen Reparse Point
fa

on

onating: WINT1-23H2\test

it Highlighted
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BOOLEAN _ fastcall ObpUseSystemDeviceMap(UNICODE STRING *ObjectName)

i
L

WCHAR *SystemRoot; //
WCHAR SystemRootDriver; //
WCHAR ObjectMNameDriver; //
WCHAR *Buffer; //

BOOLEAN bRet; //

( .5 ) ! -»Length

= RtlGetNtSystemRoot();
RtlUpcaselUnicodeChar(* s
RtlUpcasellnicodeChar( -»Buffer[4]);
if ( Feature 3566457158  private IsEnabled() )

I
L

-»Buffer;
i-F { [5] == I:I E{E{ [6] J— II"..I".II E{E{

return 1;

return




R
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® HIR{E2023F8AXIAIMHIT TIEE

= ' KCon

nt!ObpLookupObjectName

== ToFileObjectType && ObplseSystemDeviceMap(
|= Bx880u;
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