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USB Function
Power

5 <. s 4 Management
Device Driver/Application £

1S0H J0 321A3Q

USB Systern Software
USB Device
i i ——— Power
MNotifications Transactions | | Transactions Management
A ]  — 3
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End-to-End
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Part-to-Port

Packet r / Packet R Packet

| Delimiters Delimiters : | Delimiters _
\ \ : . A N Localized Link

Power
Management

Data Da Scramble/ s || Scramble/
ata R Descramble _ Descramble

Encoding & | Y—— Encoding &
scoding _
¥ ® ) Lrps/1BPM
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Spread asticity Spread Elasticity
| Clock CDR Clock CDR Buffer/Skips
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eXtensible Host Controller

Interface for Universal Serial

Bus (xHCI)
1| xHCI,
VAN

X1 AN RE (R RO RAK

Application Application Application
Software Software Software

Software

Scope of

eXtensible Host
Controller (xHC)

Hardware
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PCI Config Space

PCI Class
Code, efc.

Base Address
Registers

PCl Power
Management
Interface

PCI Extended
Capabilities

PCI Extended
Capabilities

MMIO Space

Doorbell
Array

Runtime
Registers

xHCI
Extended
Capabilities

Operational
Registers

Capability
Registers

Memory Address Space

Event Ring

| Segment

Table Device
Contexis

Context
Base

Array

| Data :
|" Buffer
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xHCI

USBHUB

USBER xR USBHE& USBHUB  USB#E{&k USBZ=X USBE# USBI&oF USB7Efigse ...
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ﬁ’a’ 5. init slot \
3. enable slot 6. set address
RIERS = IR xHCI LRl USBi& &

\ 4. return slot /

/. setup USB device
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interface0 interface1

default control

pipe endpointO endpoint1 endpoint2

interface descriptor—'" device descriptor endpoint-descriptor
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USB Device Request Setup Packet

0] 1 2 4 6 8
(bytes)

| | |- wLength
oMHREIEX.
D7 Data [transfer dire¢tion: O Host—to—oleyice.,_’l..De.v.Lc.e_t.onh.gsi_ _______________________
D\%/\?él’ﬁ% 0 Standard, 1 Class, 2 Vendor, 3 Reserved
D4...0 Rgcipient: O Dgvice, 1 Interface, 2 Endpoint, 3 Other, 4...30 Reserved, 31 Vendor Specific

——— bmRequestType
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evice Request

bmRequestType | bRequest wValue winex wlLength Data

10000000B GET _CONFIGUR Zero Zero Configuration
ATION Value

10000000B GET_DESCRIPT  Descriptor Type Interface Alternate
OR and Descriptor Interface

Index
00000000B SET_ADDRESS Device Address None

00000000B SET_CONFIGUR Configuration None
ATION Value

B GET_DESCRIPTORYEIR &F1E K A] LAFK18Device DescriptorflConfiguration Descriptor,
Configuration DescriptorigHInterface Descriptor, Endpoint DescriptorZ £ >DescriptorHak,
Interface DescriptorfEndpoint Descriptoro/ AR IRIREY, REeEIGET_DESCRIPTORMTEIR G K
TNV



MRBBESHRLIE
\MANT EUM E

S
I8 B

interfaceO

default control

. endpointO
pipe

endpoint1

USBi&& T @0 e a2 T T g0t WG ie
/ e S EETE

endpoint2

setup. device

transfer data
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PNP

xHCI
v @ Intel(R) USB 3.1 B[ B8 - 1.10 (Microsoft)
W ' USE HREEE=R(USE 3.0)
v § USB Composite Device
v ) USB BihaE : 18
E= HID Keyboard Device device tree
> g USB BiaaEE
v ey USB BAEE

A
g\_‘_rl\'

] HID-compliant mouse

B A BE
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xHCI

IREXNR

IREXNR

~

[ ipmme )

IREXNR

-

IREXR

J

\ _/

BN

IREXNR

IREXNR

~

N\

R

IREXNR

IREXNR

PYANY

KCon



\MANT EUM E

s PNP
AT ( mmms )
xHCl.sys FDO FDO usbhub3.sys
PCl.sys PDO PDO xHCl.sys
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_T* MextDevice;
"CT* AttachedDevice;
ISTON* DeviceObjectExtension;

Sibling;

Child;

Parent;
PhysicalDeviceObject;

InstancePath; str - C JECT* NextDevice;

AEERECE o ; str f ( CT* AttachedDevice;

NSTION* DeviceObjectExtension;

OBJECT DeviceObject;
) DeviceNode;
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WER _DEV
UPPER_DEVI(

odeStartPending (

FIG_RESERVED,
_NO_LOWER CLA

FILTERS,
 FILTERS

NTPNP_PCIBE45L

a877A15ADRREV_BE"
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nsion;

‘H FastIoDispatch;
'E DriverInit;
0 DriverStartIo;
DriverUnload;
CH MajorFunction[IRP_MJ_ MAXIMUM_FUNCTION + 1];

IoCreateDev

_In_
_In_
_In_
_In_

[ i e |
_ struct _DEVIC
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udio

nt64 _ fastcall USBDeviceStart(PKSDEVICE al)

tor(al, vi13, &Item); // get Configuration Descriptor

bLength;

bDescriptorType;
wTotallength;
bNumInterfaces;
bConfigurationValue;
iConfiguration;
bmAttributes;
MaxPower;

EWInterface DescriptorflEndpoint
Descriptore X IR7E
USB_CONFIGURATION_DESCRIPTO
RIEE.

! out of bound write 11110011111

. some code unnecessar Y
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ag-+blLength = @igd;
e;
riptor(al, 2u, @, 3, PoolWithTag);// US FIGURATION DESCRIPTOR_TYPE
if {
goto LA

if { x
goto LABEL
L8 = BxCEREEE :

wTotallength;

i ]

return (u

USBHwGetAudioConfigurationDescriptor
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int v1@; // edi
struct URB *PoolWithTag; //
struct URB *v12; // rk

>UrbControlDescriptorRequest.TransferBufferMDL = @1i64;
->*UrbControlDescriptorRequest.UrbLink = 8i64;

ag->»UrbControlDescriptorRequest.Hdr.Length
>UrbControlDescriptorRequest.DescriptorType =
>UrbControlDescriptorRequest.Index = &
*UrbControlDescriptorRequest.TransferBufferLength = *1
*UrbControlDescriptorRequest.TransferBuffer = f
-hTag-»UrbControlDescriptorRequest.Llanguageld =
USBHwSubmitUrbToUsbdSynch(al->NextDeviceObject,

2 -»UrbControlTransfer.TransferBufferLength;

USBHwGetDescriptor
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A Micro-USB!
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_ ALIGN BEGIN static uint® t USBD HID CfgFSDesc[USB HID POC CONFIG DESC SIZ]  ALIGN END =

{

1. HE—30 bytes  BRECEEMEEEHE R
E’\]Conﬂguration USB_HID POC CONFIG DESC S

Descriptor,
2. A AAudio
ClassHVInterface
Descriptor,
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bDescriptorType;
bcdUSB;

bDeviceClass;
vl3, &Item); // get Configuration

bDeviceSubClass;
bDeviceProtocol;
bMaxPacketSize®;
idVendor;
idProduct;
bcdDevice;
iManufacturer;
iProduct;
iSerialNumber;
bNumConfiguration:

idVendori; X% F2321HidProduct
F9490

#define USBD VID

#define USBD PID FS
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E#8ICVE-2023-3530312 &,

-

. JRD *}{al +

52[3] . bmAttributes
if { *{ WORD *)(al +
[6].bLength = 1;

»wlotallength :

-,

o n ca
5

|| ‘==

>wTotallLength

if ( *({ WORC 'al + 8) 2706 && *{ WORD *)(a 18} 12 2-»wTotallLength >
: bConfigurationValue = 16!

L

+ B) == 2675 && *{ WORD *)(al 18) ' a2-»wTotallength > 8x2Au )
.bConfigurationValue =
return
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USBHUB.sys
IOCTL_USB_GET_DESCRIPTOR_FROM_NODE_CONNECTION
HUBFDO_loctlGetDescriptorFromNodeConnection

descriptorSize = min(stri

L ULONG )OutputBu

(descriptorSize <= setupPacket-»wlLength) -
PUSE_STRING _DESCRIPTOR serialNumberDesc;
serialNumberDesc = PU:E_?TFIHG DESCRIPTOR )descriptorRequest-
Ser 1d1H|mbHrE__L—*thnﬂf} EULHHHJ{'dE_EFIpTﬁrﬁl_EW & B8xff));
U:E STRING DESCRIPTOR TYPE;

»Seria l-Jmu:rIi Eu+r~ + (decorationSize / sizeof(WCHAR)
—}EEPIEIHUNUEPId.LEﬂEthIﬂE”tEE - decoratjonSjize - 51:eu+'H{HﬂHT
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1UB

Simbs : vk iManufacturer - Index of string descriptor describing manufacturer
et = .. i o £ 1 AL
2 iProduct - Index of string descriptor describing product
bDescriptorType;

bcdUSBE ; RY: : Index Index of string descriptor describing the device's
bDE\.’iCe—EClEISS_; serial number

bDeviceSubClass;
bDeviceProtocol;
bMaxPacketS5ized;
idvendor;
idProduct;
bcdDevice;
iManufacturer; se Deseription

iProduct; Size of this descriptor in bytes

iSeriallumber; Constant STRING Descriptor Type

bNumConfigurations;
: : . LANGID code zero
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uintci t©

r
L

B S5IZ STRING SERIAL;

for (int 1 2; i < USB 51IZ STRING SERIAL; i +
!

H5BD S5tringSerialfi] = "A';
US5ED StringSerialfi + 1]

retorn (uintd t© *) USBD StringSerial:
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Iﬁafﬂfiwe

E: ._.. 3sts
rGlobals,

-

S&GUID DEVINTERFACE_USB_DEVICE,
eigd);
=55

<89 )
Cif ( WPP_RECORDER INITIALIZED

goto LABEL_ -
= B3;

goto LABEL_29;
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HKEY_LOCAL_MACHINE\SYSTEM\Current
ControlSet\Control\DeviceClasses

{f13a0e88-c30c-11d0-8815-00a0c806bedd}
ZETESEEROOT HUBZ3 8289
#£7#|JSEERO0T HUB20#58:36a4b5d6 R 02! f

Z272SEERO0T_HUB30#53811106705808:0%

FE1#USBEVID_OEOF&PID_O002268:35d1f30b.
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typedef struct _ :
ULONG Ccnnectlonlndﬂ~;

bmReguest

i bRequest;
T wValue;
I wlndex;
wLﬂngthj

se »bmRec Type.s.Dir

setup pd-\—,-meq
tlp pack- ‘bFaqle
tup_pack

tlp pack-»u

etup_pack-r»wIndex

tup pack-» ulﬂrgth

=2

= BMREQUEST DEVICE TO HO5T;

USE Compasite Device Properties

General Drver Detals Events

e USB Composite Device

Device type: IUniversal Serial Bus controllers
Manufacturer: (Standard USE Host Controller)

Location: Port_#0005. Hub_#0003

Device status

This device is working propery.

Cancel
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1. B FWindows Device Stack, USBi%%% A Al gExlnFStack AT filterdX
o], FEULEXEWBE eI AR,

2. fRZEDefault Control Pipe, USBig&EitHE HithgPipe A FFIIRmN3H,
XEB ot Rl EE R [a)RR,

3. Network USB?

a
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