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Top 10 Web Application Security Risks

11. Injection.|Injection flaws, such as SQL, NoSQL, OS, and
when untrusted data is sent to an interpreter as part of a c
attacker’s hostile data can trick the interpreter into executit
commands or accessing data without proper authorization~r a\

. Broken Authentication. Application functions related to a
session management are often implemented incorrectly, af\'"% s
compromise passwords, keys, or session tokens, or to exy r
implementation flaws to assume other users’ identities tem
permanently.

3. Sensitive Data Exposure.|Many web applications and AR

2013-2019F B SE R RS IR
* Injection errors (No. 1), 11821, 4.6/day
* Information leaks (No. 4), 5086, 2.0/day

[1] The Open Web Application Security Project (OWASP),
[2] National Vulnerability Database,



https://owasp.org/
https://nvd.nist.gov/
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¢ EEHR* (Information Flow)

- EER: UREFFREXFTFENERBERIZE Y, NFE
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- —EERRBHIF M -

* Dorothy E. Denning and Peter J. Denning, “ Certification of Programs for
Secure Information Flow’. Communication of ACM 1977.
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¢ EEMEZE (Information Flow Security) \
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o Z2FL (Security Level) \
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1. H: EREE é& WRBEE

2. L: ZRERBLE, UAHER

* h = getPassword(); //h AEEL

* broadcast(l); /] 1 KR




o T2HKEE (Security Policy)
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¢ ERMEZE (Information Flow Security) \
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RE (Confidentiality) M (Integrity)
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o EEME (Integrity)

. R AT EME RS R RS readInput(); // untrusted

1] 1] + X;

execute(cmd); // critical

e SEAIT (2013-2019F B SRR RZ NEERE?)
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1. Ken Bibaq, “/ntegrity Considerations for Secure Computer Systems’. Technical
Report, ESD-TR-76-372, USAF Electronic Systems Division, Bed-ford, MA, 1977.
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- Bir: WEERE
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» RBIRZ (type system)
- EEFDM (program analysis)
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// Alice &£l x BIE R

int {Alice->Bob} x; // x X Bobo] I,

int {Alice->Bob, Chuck} y; //y X Bob. Chuck o] &}
y; // OK: Xt x BURHEELE v 88 4%
x; // BAD: & x XJ Chucka] I
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- Java information flow.


https://www.cs.cornell.edu/jif/
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o TRAMH (Taint Analysis) \
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¢ Tai-e: i BAE Java BEFESHIESS

— Q pascal-lab / Tai-e ; :ﬂ,ﬁm}ﬁ _E Q + ~ || O] 1Y @. g

<> Code () Issues 2  I7 Pullrequests () Actions [OJ wiki @ Security [~ Insights

& Tai-e Public Q Edit Pins « ® Unwatch 15 ~ Y Fork 93 Starred 688

¥ master ~ Go to file Add file <> Code ~ About §03

%9 Branches © Tags An easy-to-learn/use static analysis
framework for Java

zhangt2333 Fix key duplication wh... .. v lastweek £ 1,879 java security static-analysis
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input output

void foo() { Variable Object

Aa = new AQ); 2 | newa

X e B0

a.setB(x); :

5y = a.getB();
b | news

Field Object

¥

class A {
B b;
void setB(B b) { this.b = b; }
B getB() { return this.b; }
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execute(y); // sink

readInput(); // source

executey); // sink
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BRBNLE, MADFEERSA (Analysis Plugin System)
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* Tian Tan and Yue Li, “ 7ari-e: A Developer-Friendly Static Analysis Framework
: \ for Java by Harnessing the Good Designs of Classics'. ISSTA 2023. —
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Notify analysis plugin by calling
plugin analysis’s interfaces

Analysis Plugin

« addPointsTo(Pointer, PointsToSet) * onStart()

« addCallEdge (Edge)
« addPFGEdge (Pointer, Pointer)
+ addStmts(Collection<Stmt>)

e onFinish()

*» onNewPointsToSet (Var, PointsToSet)
*» onNewCallEdge (Edge)

» onNewMethod (JMethod)

Update solver by calling
solver’s interfaces
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¢ LM — Log4Shell
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