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¢ EvilParcel

Evilparcel imiE—3XFET Android REPEYERE, E1IRIRAT
Parcelable F2£E FHEF Kk 242 P SCE AR PLES AY o) @

20714, 2017 2022 2023
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¢ EvilParcel

Evilparcel i@ T LASEX o

5 LAW Bk, STLASEIIARIRF, FEXNRRLZE

tings

AR N

< Ak

$&evilparcel
MEEBundle
com.android.bluetooth.pbapsink th4&458 Z % iy B
(settings)

. 4 MismatchParcel

Bundle

HEAPK, HANESER KEEN: E—RFEFMLIEL KEEN2: BREFILEL
system server# A Fintent settingsal##intent



¢ EvilParcel

parcel key parcel value other key other value
A " V_Mr >
-
? ﬁ U ’fJC Parcel_key_namg Siglple] string other_key value
other_key value
}i}? ﬁ U 196 Parcel_key_namg string string string
v\ E— N_A —_—— —
parcel key parcel value another key another value
parcel key parcel value other key other value
/_/Rk A M i
-
¥ A4k, Parcel_key_namq  string string string string other_key value
parcel key parcel value another key another value
A N, A —
N
}i }? ﬁ U /f)@ Parcel_key_namg string string string string other_key value

Parcelable 2& T
CREATOR.createFromParcel ToiE——X N




¢ EvilParcel 992
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¢ EvilParcel Type#1

A SHEINFE, BEEMEHINFNERER
—

public class ModelOne implements Parcelable {
private int mDatalnt;
@Override

public void writeToParcel(Parcel parcel, int i) {
parcel.writeLong(mDatalnt);
}

public void readFromParcel(Parcel in) {
mDatalnt = in.readInt();

}
}

class ModelOne implements Pafce/ab/e{
Integer mRotation;
Boolean mlsShared;

protected ModelOne(Parcel in) {
mRotation = in.readint();
¥
public static final Creator<ModelOne> CREATOR = new
Creator<ModelOne>() {
@Override

public Demo createFromParcel(Parcel in) {
return new ModelOne(in);

h

@Override
public void writeToParcel(Parcel parcel, int i) {
parcel.writelnt(mRotation);
parcel.writelnt(mlsShared?1:0);




¢ EviParcel Type#2

class ModelTwo extends Parcelbalef

. . private File mFile;

SR{EPEFERE trycatch BEARESERER public ModelTwo createFromParcel(Parcel source) {
ModelTwo m = new ModelTwo();

m.mFile = new File(source.readString());
1 _ return m;

}
@Override

public void writeToParcel(Parcel dest, int flags) {

. this.mFile.getCanonicalPath
} catch (Exception e) {

Log.e(TAG, "Exception in writeToParcel: " + ¢e);

}
}
}




¢ EvilParcel Type#3

-
EIRMEDEIRZEARIE, BFE try-catch 13k
FEANY class ModelThree extends Parcelbale{
L public ModelThree createFromParcel(Parcel source) {
try {

ModelThree m = new ModelThree();

m.t1 = Class.forName(source.readString

m.t2 = source.readInt();

return m;
} catch (Exception e) {

Log.e(TAG, "Exception in createFromParcel: " + e);
system_server target app return null;

parcel key parcel value

"

-

Parcel_key_name| " PackageManagerException "

}




. EVI I Pq rcel Type#4 class ModelFour extends Parcelbalée{
private Integer mNum;
private ArrayList<> mChains;
4 N WorkSource(Parcel in) {
'EEBZ—IEJI Eljﬁ?j_:ﬁj\iﬁ:ﬂ_"@ . Eﬁiiﬂ = EF'@/E\ read *D this.mNum = in.readInt():
. int numChains = in.readInt();
write if (numChains > 0) {
EEET A createByteArray. readByteArroy A0 Ar.rayList<.VVorkChain>. arrayList = new ArrayList<>(numChains);
this.mChains = arrayList;
readXXXXList XA Boiw EKEERE, B in.readParcelableList(arrayList,WorkChain.class.getClassLoader());
return;
| RIERAIRER \
this.mChains = null;
private <T> List<T> readParcelableListInternal() { }
public void writeToParcel(Parcel dest, int flags) {
f(n==-1){ dest.writelnt(this.mNum);
list.clear(); ArrayList<WorkChain> arrayList = this.mChains;
return list; i (arrayList == null) {
¥ dest.writelnt(-1);
} return:
private <T> List<T> readParcelableListinternal() { }
int N = val.size(); dest.writelnt(arrayList.size());
int i=0: dest.writeParcelableList(this.mChains, flags);
writelnt(N); }
} }




4 EVi I Pq rcel Type# 5 class ModelFive extends Father {

CREATOR({
public Client createFromParcel(Parcel source){
return new ModelFive(source);

d }
}
FRMISHIF T REMMWIE, AERXEMIEREE

H— public ModelFive(Parcel source) {
BTE5R __ super(source); <:|:|

readFromParcel(source); : 2

) e =

\.

class Father implements Parcelable {

public Father (Parcel source){ ,@Ot‘;‘;jrride d readFromParcel(Parcel '
readFromParcel(source); - public void readFromParcel(Parcel source
) <:3:| this.mProcessName = source.readInt();
this.mPkgName = source.readint();
public void readFromParcel(Parcel source){ }
this.mEvent = source.readInt(); _ _ _ .
} public void writeToParcel(Parcel dest, int flag) {
super.writeToParcel(source);
public void writeToParcel(Parcel dest, int flags){ dest.Writelnt(this.mProcessName);

dest.writelnt(this.mEvent); dest.Writelnt(this.mPkgName);

}
}} }




¢ EvilParcel Type#6

-
class ModelSix implements Parcelable {
: s | o BN Ny public void readFromParcel(Parcel source){
XNRFHENE R FH BRI R parcel TS this.mEvent = source.readInt();
XN EBRE }
public void writeToParcel(Parcel dest, int flags){
Q dest.setDataPosition(0);
dest.writelnt(this.mEvent);
}
}




¢ CodeQL
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¢ CodeQLMEZIJAVAEIEEIZIE

RZE ROM &2 FIREY, FAILEREU AR
“For compiled languages, extraction works by monitoring the
normal build process. ”

codeqgl database create java-database --language=java --
command="gradle --no-daemon clean test'

exec "${CODEQL JAVA HOME}/binfjava" \  # $4TiIz
$jvmArgs \
--add-modules jdk.unsupported \
-cp "$CODEQL DIST/tools/codeql.jar" \
"com.semmle.cli2.CodeQL" "$@"




¢ CodeQLHAZIJAVAEIEEZIE

codeql.jor FALEHREEZE, LA log 0 yml 3T, P IE S RTIRES T B A codeq e
FEH —ERIB R E Wi5EE

1. % codegl-java-agent.jar FEFAZI maven javac iIEfTHED

2. hook javac 4iEA OIKENSEALE semmle-extractor-java.jar

3. IERIET jovac fmiF1ie, FmBFIEAMMEAN, BERFERAMCR

4 FREMY jovac wiETIE, RBERERE, FiREUITESE(AST,CFG,DFG)




2 JAVASGRETE

&N

¢ CodeQL#s

MRV
Interceptor #=#iss ST v AR E
HiZextractorEi® BSEHEY java fRiFEs
3REY javac mIFSE B3 javac Gz
javaagent FEA
SEAX javac REMIE 4pa 332 S 30 (2= B
S extractor E e
MR X T Pk IR
B A extractor
IR RIE
codeql.jar codeql-java-agent.jar semmle-extractor-java.jar

codeql H- P FHEH b LIERIEHI T, R 7 BB E L FE A BT IEAE AR

N



¢ CodeQLMZJAVASUREZIE

v java.exe 21252 BN AT o
i LeXE v . 324 5. M
B conhost.exe PN agent.Jar 532 6.28 MB

v tracer.exe 9732 1.2 MB

e

. ‘\
codqu.JarJ——

B conhost.exe 21780 6.31 MB
Vv & runner.exe 21488 1.09 MB
maven v [l cmd.exe 22520 4.98 MB

v java.exe 9568 0.99 GB

v cmd.exe 18660 458 MB
B conhost.exe 24100 6.32 MB

v [®] javac.exe 16656 0.08 128B/s 433.98...

v P java.exe 22988 26.05 85MB/s 413.95..

Ml conhost.exe 21076 4508B/s 6.32MB

-Xprefer:source

-source

1.8

-target

1.8

-extdirs

C:\Program Files\Java\jdk1.8.0 311\jre\lib\ext;C:\WINDOWS\Sun\Java\lib\ext
— -endorseddirs

C:\Program Files\Java\jdk1.8.0 311\jre\lib\endorsed

-bootclasspath

C:\Program Files\Java\jdk1.8.0 311\jre\lib\resources.jar;.......

"-sourcepath”
"D:/Projects/analyzeCodeql/src/main/java;D:/Projects/analyzeCodeqgl/target/generated-
sources/annotations;"
"D:/Projects/analyzeCodeql/src/main/java/Hearmen/Hello.java"




¢ TiRBMEJavoEEE

- .
| =

I E ?E EE Framew

ork.jar

1. RmZFBER

#> jadx -d test-src -r app-debug.apk JADX
2K HiZE| bootclasspath 2 (android.jar, core-lambda-stubs.jar)
3 37 fi# codeql 1352 codeql.jar
\_
4 . e extractor.jar
CodeQL#E I EEM
-
1. YIa L EIRE codeql.jar
#> codegl database init db-name -1 java —--source-root source
2. B extractor EARIRIESE (RED, HKiL) codeq|-
#> java -Xmx1024M -Xms256M -cp semmle-extractor-java.jar db
com.semmle.extractor.java.JavaExtractor --javac-args javac.args .
3 BAfinalize £MEIRE mAZE

K#> codeql database finalize db-name

Source.java

Android.jar
lambda.jar



¢ QL EiiEa#1

4 class ParcelableClass extends Class{
ParcelableClass() {
7'<\ 't\_l 3Z \ A . . g =
- EWFAESEH Parcelable & OBIZE this.getAnAncestor*().hasQualifiedName("android.os", "Parcelable")
Y
¥

«  RIEXRESRINIRGEES

from ParcelableClass type1
where type1.fromSource()
select type1




¢ CodeQlL EifiET

#2

-
- BHEAMEREDN try-catch 1B
- BHEREPAWEEED Parcelable
s
\

class NoThrowMethod extends Callable {

NoThrowMethod() {

exists(TryStmt try |
exists(CatchClause ct | iry.getACatchClause() = ct)

and not exists(ThrowStmt te|te.getEnclosingStmt*() =
try.getACatchClause().getBasicBlock()) |
try.getEnclosingCallable() = this)

}
}

class RWParcelableMethod extends Callable {
RWParcelableMethod() {
// Parcelable deserialize method. // F polyCalls* 27 1R £ %1k

N

exists(NoThrowMethod nMethod |
this.polyCalls(nMethod) or nMethod = this )

Y
}
class WriteToParcelNoCatchMethod extends RWParcelableMethod {
WriteToParcelNoCatchMethod() {

// Parcelable deserialize method.

(this.getName() = "writeToParcel"
and this.getDeclaringType().getASourceSupertype*() instanceof

ParcelableClass)

}

}




¢ CodeQlL EifiET

# 3 class CreateFromParcelNoCatchMethod extends RWParcelableMe
CreateFromParcelNoCatchMethod() {
/| Parcelable deserialize method.

/ X W } /| createFromParcel — % & Parcelable 251N & 251 /512
- BHFIEASMEREDN try-catch B4 (this.getName() = "createFromParcel"
A Q — \HI:I: )/ sMs P El'u"' N _ and
WEMSHH P AN LR E L try-catch (this.getDeclaringType().getASourceSupertype*().getEnclosingType()
- ScreateFromParcel P RSHEREN instanceof ParcelableClass
or this.getDeclaringType() instanceof ParcelableClass)
try-catch )
}
}
class ContructorWithParcel extends Constructor
. BSEE 2 BS AP kEH ContructorWithParcel(){
EHODERERERERIREL this.getAParamType().toString().matches("%Parcel")
- SROMREE, BiERRS and this.getDeclaringType() instanceof ParcelableClass
i o e TN }
« IRFARRIMKERERS }
Il B 4% A 1 FH 3] NoThrowMethod 14438 51 %
\ from ContructorWithParcel constructor
where exists(NoThrowMethod nMethod |

constructor.polyCalls(nMethod)
or nMethod = constructor )
select constructor




¢ CodeQlL &G
#4

/

- BEEEHENEFEESXES, BoxX
BSPEE Parcel.readxxx 0

Parcel.writexxx HY

- BTEEKREEGEXLWMParcelable #0O/B
=, EEM parcelable R D E
SNEED)

class BranchRWCalss extends ParcelableClass {
BranchRWCalss() {
/[ Parcelable deserialize method.

exists(Callable m |

((m.getName()= "writeToParcel"
or m.getName()= "createFromParcel"

or m instanceof Constructor)
and m.getDeclaringType() = this)

or (m.getName()= "createFromParcel"
and m.getDeclaringType().getASourceSupertype*().getEnclosingType() = this)

| exists(IfStmt ifs, Call c |
c.getCallee().getName().regexpMatch("readByteArray|read.*List|create.*Array") |

ifs.getEnclosingCallable() = m

and (ifs.getElse() = c.getEnclosingStmt().getBasicBlock()

or ifs.getThen() = c.getEnclosingStmt().getBasicBlock())
)

or exists(DangerousRead dr | m.polyCalls(dr)) )

Y
class DangerousRead extends Callable {
DangerousRead(){
exists(IfStmt ifs, Call c |
c.getCallee().getName().regexpMatch("readByteArray|read.*List|create.*Array")
| ifs.getEnclosingCallable() = this and c.getCaller() = this)
} —_—

}




¢ CodeQlL EifiET
#5

/

. THFFEXEEERKERSIENES) class InheritParcelableMethod extends Callablef
InheritParcelableMethod(){

exists(ContructorWithParcel con|

- ERFEERRM, LWRHEQLEMES Ny calshe)
WiERE BZ&ECH Parcel 2(E Parcel 9 this.getAnAnnotation().toString() = "Override"
i ' and this.getAParamType().toString().matches("%Parcel")
FH and not

this.getName().regexpMatch("onTransact|write ToParcel|createFromParcel|
parcellunparcel") } }

- TiRE—EBHERER

\_




¢ CodeQlL EifiET
#6

class SetDataPositionCalss extends ParcelableClass {

i 1R _ R SetDataPositionCalss() {
- THREE read/write T EERER exists(Callable m |
i /= A4 £ 4o \ m.getName()= "writeToParcel"
setDataPosition 17 % E2R/ELS) g(r mgfg i amg()= voreateFromParcel”
3 or m instanceof Constructor)

and m.getDeclaringType() = this)
or (m.getName()= "createFromParcel"
and m.getDeclaringType().getASourceSupertype*().getEnclosingType() = this)
| exists(MethodAccess ma |
ma.getCallee().getName()="setDataPosition"
and ma.getAnArgument().isCompileTimeConstant()
| ma.getCaller()=m )

)
}

}




¢ CodeQlL EifiET
#7

4 DecompileFailedMethod extends Method {

- JADX REmENEURESEM (B goto) DecompileFailedMethod() {

exists( StringLiteral s|
s.getValue().matches("Method not decompiled%")

. FEEEEOERPENER THRERE |s.getAnEnclosingStmt().getEnclosingCallable()=this )
TR and exists(Method m|
AW, BHIEEREREPRIE) m.getName() = "writeToParcel"

or m.getName() = "createFromParcel*
| m.polyCalls(this)
\_ or m=this)

N



¢ QL &4

evilParcel.ql on
framework.jgr=clr=firrisired
in 1 second$ (1081 results)
[2023/8/4 1T:35:TT]

ntent

ilityServi

evilParcel.gl on framewo

db - finished in 0 second
results) [2023/8/4 13:4

db - finished in 0 seconds|(3
results) [2023/8/4 11:49:18]

Configuration
createFromParce

NanoAppBinary

AudioFormat

evilParcel.ql on frameworkg
db - finished in 0 seconds|(
results) [2023/8/4 14:42:34

cis
(62

PicturelnPictureParams

PicturelnPictureArg

Joblnfo

StackInfo

ClientTransaction

Packagelnfo
or

Notification

NotificationCha

NotificationCh

nstantAppReso

annel

annelGroup

velnfo

Quick evaluation counts of
evilParcel.ql:183 on framework.jar-
db - finished in 1 seconds|(5
results) [2023/8/4 16:12:11]

nheritParcelableMethod Vv

Quick evaluation counts of
on framework.jar-

evilParcel.ql:207
db - finished in 3 seconds

results) [2023

NetworkRegistrationInfo
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¢ ChatGPT for EvilParcel

@0Override

public void writeToParcel(Parcel parcel, int i) {

parcelwriteLong(mDatalnt);

J

public void readFromParcel(Parcel in) {
mDatalnt = in.readint();

1OXEREBF, REBBN evilparcel J&id., IXERCHBSLHL 7 Android [ Parcelable ##

I:IRE_/\r—‘ﬂ A r—‘—|, B AATIICR , S 3R \\#,_ Yl-- B R
O, TR s, MEBE—TRELREER, BE—TREMRE, BERHATABFIT

"1BEIFE 4R EvilParcel @R, HALREKE'}
"evilparcel" JEiRhEE HIEBENVAJ "writeToParcel" #[] “createFromParcel j5ix+, H
PSRN FERAESIFAIE, NitSEEIEEIRSEZERE, HEXERE+,
“writeToParcel" #[] “readFromParcel” J7;%Zl{#F 7 "mDataInt X NFE2, HEEAINIR
PRt 20CHEAT,

'‘1['content’
EHilt, RIBRENAES, BREAIBEEN "evilparcel” i, age'] ['content'])

Pytho

ilParceURRe—MEZENBAERPNAERTE, EFA TAndroiddBinderilHFI— &2

B, Binderg2
3

FATERR,

13
droid BF#ZEEFENVLE, MEvilParce URAAITFEEN BiEFBEIWEERNParce IR
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¢ Chain Of Thought
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¢ Prompt for EvilParcel

Prompt

ROLE

CONTEXT

EXAMPLE

QUESTION

CODE

Ca)() ()8

MERRENAE

R S

AKEB G NSE
O ADIR

SINBAETER
IR RE
EIPNSPN i

MERIRBHIES
DYSE: ifusti=5

BMAZRTREN
el

<ROLE>
RE—TRERELR, HBREIAVAES., 2
— N RERZERRE, WEBRNNEHETLZE
HORESER T, AR PHIZEIFE, </ROLE>

<CONTEXT>

EvilParcel @f8%F1E2E ClassA, ENR R
writeToParcel EARMEERES
ClassA$CREATOR B9 & BRI%L
createFromParcel B EYEARIUEL ,
</CONTEXT>

<EXAMPLE>
TERELS L —ELAIFBBR ISR EFIERE
EvilParcel
<EXAMPLE1></EXAMPLE1>
<EXAMPLE2></EXAMPLE2>
</[EXAMPLE>

<QUESTION>

B—S oM TENRBRSEE
EvilParcel, MIREFE, @RS, HFLtEH
¥ridiz

</QUESTION>

<CODE>
<CODE1>
</CODE1>

</CODE>




¢ Prompt for EvilParcel

BEIRIEERVIRER (try-catch. readXXXList)
writeToParcel

createFromparcel

writeToParcel VS createFromparcel

<EXAMPLET>

class Demo implements Parcelable {
/...
5

writeToParcel: 2 Demo B R REL writeToParcel EARBANT 41 Int BEEE: mRotation.
mSurfaceGroupld, mSurfaceType PARARHE misShared EABI 0 & 1;

createFromParcel: 2 Demo BIREZRBIA R EE Demo$CREATOR. createFromParcel SEENEE B
EEEUT =1 Int 228 mRotation, mSurfaceGroupld, mSurfaceType;

. SHIESRTE, Bt R HTEE EvilParcel 26 DemocreateFromParcel 1 writeToParcel
M MET — int 228

</[EXAMPLE1>




¢ Prompt for EvilParcel

call gpt check(c

13 /> EvilParcel

return

dFromParce

mDataInt = in.readInt();
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EvilParcel ¥ RIFEHE, BRZSBR TN RE—TEAHEMET ST ETER
CodeQL A LLM fEs X B ER B RV DI ERIFE T

RIFR P ARNX AT AR ERRZ R R FEDZHE EvilParcel , Ral AN BEIEAM Jovo s EMmRRE
AEBLEERBI T A EMBEEE, B8 EHIBIM NI F B TR
oJLASE#H—F, A LLM 5 exploit

LLM HHEENRAEZEREEASRENRM L TXER, token FRHl —— LangChain /&S ITIZE
LLM 2B LInBERET (RIR) —— &L prompt, X188
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