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158 Linux SesfesiE, BORZKTGE. BIINRIEFIEE S,
RTEERBEEEUACSSNZIER . sidecar Fm=1EME Plan B; lsolation betwesn Linux containers
\
When designing services with multiple containers, it is crucial to be precise
(

%:: Iz)iji in determining how they should work together—if at all—and what the

security implications of such interaction might be. In both ApsaraDB RDS
[BRIEAZLEE. Oday REFRNZEXK: and AnalyticDB our database container shared different Linux namespaces

ERERESER, BIINGEESSPETREFNAE, BEBIHIK with other operational containers in the K8s pod. Specifically, they shared
FHOMEF RN the PID namespace, which allowed our container to access other processes

in the operational containers and the filesystem. This mistake was fatal: it

enabled us to perform lateral movement to the operational containers and

therefore escape our container!

#BrokenSesame
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ERERESER, BIINGEESSPETREFNAE, BEBIHIK
HHIMER AR ;

CVE-2021-22555 is a 15 years old heap out-of-bounds write vulnerability
in Linux Netfilter that is powerful enough to bypass all modern security
mitigations and achieve kernel code execution. It was used to break the
kubernetes pod isolation of the kCTF cluster and won 10000$ for charity
(where Google will match and double the donation to 20000$%).

Laurent Cheylus @lcheylus - 2022%3H17H
Linux Netfilter firewall Vulnerability : exploitable to achieve kernel code

execution (via ROP), giving full local privilege escalation or container
escape - Discovery and Exploitation of CVE-2022-25636 by @kallsyms
nickgregory.me/linux/security...

Towards Cybersecurity @TowardsCybersec - 2022356 H

Details have emerged about a now-patched high-severity flaw -
CVE-2022-0492 (CVSS score: 7.0) in the Linux kernel that could
potentially be abused to escape a container in order to execute arbitrary
commands on the container host.

fattire @fat__tire - 5H15H .
PoC code for CVE-2023-32233 drops tomorrow. Why hasn't @ubuntu_sec
updated its kernels to patch this local user->root exploit, which | think
might even affect users in containers? ubuntu.com/security/CVE-2...
openwall.com/lists/oss-secu...



¢ NS BR

Traffic

p ,
BB |

1852 Linux Besfest, BORNZER. EBINREANEESHKA;

NTEEREHEMHNSSNZHE, . sidecar ER=1RM Plan B;

Load Balancer

-
&Ll
(FRREAZ2EE. Oday REHROLZEXM;

ERERESER, BIINGEESSPETREFNAE, BEBIHIK
HHIMEE AR ;

—— B4
BRER
JHBRTBERE Kubernetes Z2INEERFERI M. A,

B FMEREDRE AR, ITE" TEARRSNEHRE". "WE Dtigloyr_me)n'r
replicas
5%£"2ZE8 Gap;

MAER: U5 vs. B2




KCon _El *" LY

Returning to the source - Intelligent transformation

E 3% | CONTENTS

silS B

MOTIVATION & PURPOSE 0

I PhSCRE

CYBER BLUE TEAMING

MRS

USE CASES & NEXT STEPS




o M 0 Z13TiE vArmor

a Y
KEEIgITHRE ZEIRE
l:R EEATL API & —EME DENY OR ALLOW ‘ﬁ—E—&’
FF 68D £ BY DEFAULT?
~ J
4 A
hiB) sl 25 D SRR
= FIEEE TPk (K8S & i#iz) REEIEE & WERBS g

ENFORCER B9SLIL /53




o XHEIQITHRE

o
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Allow bx Default
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- PIEEHRNER, YRR - (ELEAEHEEHTA
- RMEWENBRAETA « NIEEHEIRERE, L9RES

- MRERFEENRK

Deny by Default
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vArmor FJF Linux Security Modules (LSM) 4828, 7£ Linux Kernel BB e #ENT A TIADES], NMSLIMBESE,

Sandboxed User Level Process

Linux OS Component

Desktop Application

‘ Server Application

system call & lookup inode User Space

» Kernel Space
e Error Check e
l ok Application
Profiles
ok I
access allowed? oud Modii
ppArmor Module or
A e BPF Program

return system call result

(Profile Decision Point)

yes/no
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e

ApPpPArmor LSM

+ Kubernetes B v1.4 5| AX AppArmor B3z

« Runtime ABIREHELZT S ETX [proc/self/attr/current
* Runtime & —1"BUIABERER Profile

- EETREHEEBEN AppArmor Profile, ERIIMKRS

The scheduled Pod has
an annotation to use

|
Q l the AppArmor profile
C P d" "
528—' reate Pod N APT Server name Kubelet

Container Runtime

— The profile must

apiVersion: v1
kind: Pod
metadata:
annotations:
container.apparmor.security.beta.kubernetes.io/c1: localhost/
name: test
spec:

Container Process | be pre-loaded into
I the kernel

User Space
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g
BPF LSM

* Linux B v5.7 5| AXS BPF LSM B9 #F

- RET—RENERARENESIEREG A
- TAFER#EZS LT [proc/self/attr/current
- DNEEFIMERERIR

The scheduled Pod has
an annotation to use

— the BPF profile named
8 Q Create Pod ! x
28

. R What is BPF
Container Runtime profile?
apiVersion: v1 .
kind: Pod Container Procgss
metadata: UearYorae
annotations: e o
container.bpf.security.beta.varmor.org/cO: localhost/ il .
name: test BPF Program | Which *_ras‘l; to
spec: L ) confine:
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¢ BPF Verifier PRl

PASZ A48 12 T BT A

Hebk
REE[F1E R N X e i& 2 VLB Al @ Bo ~F PUED
Linux B34S 1E 4096 Byte, &I+ 256 Byte, RABRAELLAR
BPF Xfiitk==iE], 5. EITREFIIFE
N e e =l

L
BPF LSM &£ Linux 5.7+, 72 #IF BPF B9#451%: CORE. tail call. helper functions. bounded loop &
Allow By Default B9 TR R

N



¢ BPF Verifier BR#l

DA A4 812 LB A )
BRAO=
= B RIRIURE
R R IR IR AN
=2l Pattern PEVBECRTEE (SRMXSET * # **, BARREHIAZIX)
DL A6, iRBRE X EEREE, BUARERTE

/proc/1/net/arp

/proc/**/net/arp | /proc/42/net/arp
I

l ,
l l /proc/14/task/14/net/arp
Prefix  Suffix —

N
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LA Capability =269

$ kubectl exec -n demo demo-2-56cdc47fc-v68f9 —c cO -it —— /bin/bash
root@demo-2-56cdc47fc-v68f9:/# echo 1 > /tmp/1
bash: /tmp/1l: Operation not permitted

request cap: 0Ox15
current cap_effective: Ox1fffeffffff
return: 0x0

Returning from:

Oxffffffff81094fed
Oxffffffff812fd8co

: ns_capable_common+0x0/0x50 [k

Returning to

oxffffffff8l2feab7 :

oxffffffff812febd9
oxffffffffco8d2224
oxffffffffco8d2224
oxffffffffcO8da77f
oxffffffffcO8da8as
oxffffffffco8dad47
oxffffffffcO8db9bb
oxffffffffco8d73f1

gixattr_permissiongSRLYLISElY

__vfs_setxattr_locked+0x37/0xf0 [kernell
: vfs_setxattr+0x69/0x110 [kernel]

(inexact) ov1l_check_setxattr
(inexact) ovl_set_origin
(inexact) ov1_copy_up_inode
(inexact) ovl_copy_up_one
(inexact) ovl_copy_up_flags
(inexact) ovl_create_or_link

oxffffffffc08d7b54 (inexact) ovl_create_object
oxffffffff812e2954 : path_openat+0xe24/0x1070 [kernel] (inexact)
Oxffffffff812e4783 : do_filp_open+0x93/0x100 [kernell (inexact)
oxffffffff812cd568 : do_sys_openat2+0x228/0x2d0 [kernel] (inexact)
oxffffffff81l2ceb9b : do_sys_open+0x4b/0x80 [kernel] (inexact)
Oxffffffff8185c65d : do_syscall_64+0x2d/0x70 [kernell (inexact)
oxffffffff81a000a9 : entry_SYSCALL_64_after_hwframe+0x61/0xc6 [ker

A N

static int
xattr_permission(struct inode *inode, const char *name, int mask)

/~k

* The trusted.* namespace can only be accessed by privileged users.

*|

if (Istrncmp(name, XATTR TRUSTED _PREFIX, XATTR TRUSTED _PREFIX_LEN)){

if (lcapable( )
return (mask & MAY WRITE) ? -EPERM : -ENODATA;
return O;
}
}




¢ BPF Enforcer &4 Hkbk

LA Capability =269

« RE
. BB AP SYS ADMIN WIBA LS /tmp =B ;fcoticint ovl_copy_up flags(struct dentry *dentry, int flags)
trusted.* BFRBUZREY xattr old cred = (dentry->d.sb):
« overlayfs AT T IR, IHENZ ovl_copy_up_one() > ovl.copy up_inode()
2 ETFXpE oL chedksebatt
+ BPF Enforcer RAEBSOEIIGETIRINTA, M Vs ssmart{denty, “rusted.overlay.origi’, value, ize
SHT RN ; gLl

const struct cred *ovl_override_creds(struct super_block *sb)

{
struct ovl fs *ofs = sb->s fs info;
/[ creator cred is initialized as Ox1fffeffffff in overlayfs module.
return (ofs->creator _cred);

}

$ getfattr -m '' -d var/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapshots/9724/fs/tmp
# file: var/lib/containerd/io.containerd.snapshotter.vl.overlayfs/snapshots/9724/fs/tmp

(VA =Te MY A AT g Ko iy =0 SAP sdAAHVS+YgD/hGgbtun 1167 qwdvRZOACDz rnk=




¢ BPF Enforcer &4 Hkbk

LA Capability =941
« BRAR
HEME—RHHERZS E T XHREASHZND

struct user_ namespace *current_user ns = get_task_user_ns(current);

if (current_user_ns == init_user_ns && current_effective mask == Ox1fffeffffff) {
returnret;
}




o ViERES

«  AppArmor Enforcer KEE[RIE
« IHEEHEINEES AZARAEX (FEL )

$ ls /sys/kernel/security/apparmor/features
capability caps domain file mount namespaces network_v8 policy ptrace query rlimit signal

- REEERERE (FL )

« BPF Enforcer KE&[RIE
« IR I0EE
« capability
- Xfpin, BEHAT (ZEBELE. BREERR)
- MZEINE (IP, CIDR, Port)

« 1R#E CRD API F1iEBZRmERE (FNL )



https://gitlab.com/apparmor/apparmor/-/wikis/Kernel_Feature_Matrix
https://manpages.ubuntu.com/manpages/jammy/en/man5/apparmor.d.5.html
https://code.byted.org/security/vArmor/blob/dev/docs/policy_manual.zh_CN.md

DFERER

- FFERA
- RNERE
- HERE (TEEXFEELERBIRIRT, BSBEEEIRSSHMHIPERE)

B &8 5 o B A XS E e 042 4aT PR
Always Allow

FER S B SBETHAMERNBAREHTEMPT, BiFRERS,
(70 containerd B9 cri-containerd.apparmor.d)

NBEHTIE, BOWEEIRE, S1F:
- IRBTRA S 2RO B k& ) 2

ZXF capabilities
- [R¥TER S AZREF AaE

%FXTEE?%&)\&%E%ﬁ THIPRIRES, BRRENRENEEMRA, HTHRME, S1E:

. 'é‘ﬁ%’{nlu Iﬁﬂ%—rgﬁﬁ
Attack Protection o B2 FHITEURITH

o XIFEAHRITXERTOERS (YR AppArmor enforcer)

Lo | 8% Workloads RREBRE. Oday RS, REVERFEESIETIPIEE, BIRENRD
Vulnerability Mitigation | xymaoxeer (% BUATRBARSRRAAEDE) .

Runtime Default

Hardening
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B Q VarmorPolicy
—& me API Server

8_' Workloads

Agent

AppArmor Enforcer

BPF Enforcer

Runtime Monitor

Behavior Modeller* l

classifier-svc*

Classifier™

Admission
Request

Vv

status-svc

Manager

Worker Worker

Webhook Server Webhook Server

Leader

Webhook Server VarmorPolicy
Controller

ArmorProfile
Controller

(ArmorProfileModel
Controller*

Webhook Manager

Status Manager

Profile Manager
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apiVersion: apps/vl
kind: Deployment
metadata:
name: demo-1
namespace: demo
labels:
sandbox.varmor.org/enable: “true”
app: demo-1
spec:
replicas: 6
selector:
matchLabels:
app: demo-1
template:
metadata:
labels:
app: demo-1
annotations:
container.bpf.security.beta.varmor.org/cO: unconfined
spec:
containers:
- name: cO
image: debian:10
command: ['/bin/sh", "-c", "sleep infinity"]
- name: ¢l
image: debian:10
command: ['/bin/sh", "-c", "sleep infinity"]

PR (RH1)

apiVersion: crd.varmor.org/vibetal
kind: VarmorPolicy
metadata:
name: demo-1-policy
namespace: demo
spec:
target:
kind: Deployment
selector:
matchLabels:
app: demo-1
containers:
-C1
policy:
enforcer: BPF
mode: EnhanceProtect
enhanceProtect:
hardeningRules:
- disable-cap-privileged
- disable-cap-net-raw
attackProtectionRules:
-rules:
- disable-write-etc
- mitigate-sa-leak
- disallow-metadata-service
bpfRawRules:
files:
- pattern: "/etc/shadow”
permissions: [r, w]
network:
egresses:
- ipBlock: 172.16.0.0/11

BriPsREE (7R6Y)
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* EERN%RRF A

o LAE N EREITIR M, MEEEESRANS
Linux A#ZZ IR
FHREAMSINRBF BEEER
AEETHRESSIASBNZEER
E=FNE patch ETERABFGE (KSPP, Grsecurity, VED &)
vArmor Hal EZ @SR/ RZIEE KB ERZIRE

N / : . |
~¥-7" Hinder|memo

N



* EERN%RRF A

LA User Namespace SIABIAZIEE A5

« Bl User Namespace FoH1Eal4F

- INEHEEIREF User Namespace WG T #IXE £ Wiz

- IR, FAKKTENAZRREEREREE
CVE-2021-22555, CVE-2022-0185, CVE-2022-25636, CVE-2022-2588, CVE-2023-52235 ...

- WAEREFE

« user.max user namespaces (BJgES5IEEIHPR) Exploitation Trends

° kerﬂe| .u ﬂpI’IVI |eged_USGmS_C|Oﬂe (E”EI?%) Data-only attacks are on the rise, as public attacks continue to focus on the path of least resistance
STATIC_USERMODEHELPER doesn’t seem to have caught on at all, UMH paths continue to be targeted
A N
° KU bernetes SeCCompDefO u |t (%klA;é |7—r—.| ) Kernel itself performs the task of breaking out of any container and executing a process with full privileges
q Public, unfixed syzkaller reports a good source of information
° . +
LSM hOOk USGmS_CreOte (LI nuXx V61 ) Tweaks to syzkaller, differences in configs discover vulnerabilities that do not appear in the Syzkaller dashboard

the public uses (http://syzkaller.appspot.com/)
Attack surface exposed by unprivileged user namespaces isn't decreasing anytime soon
Even more functionality being exposed:
2abe05234f2e I12tp: Allow management of tunnels and session in user namespace
4a92602aalcd openvswitch: allow management from inside user namespaces
5617c6cd6f844 nlB0211: Allow privileged operations from user namespaces

“Does this newly-allowed code pass existing fuzzing tests?” doesn’t appear to be a consideration for enabling

such functionality

<10 Years of Linux Security> by grsecurity
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5 vArmor &f# User Namespace SIABIKEE (LA CVE-2021-22555 AFIEITER)
ZRR7E: RIFEIE User Namespace {BIRHIRFI
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- B[SEANARIEREITA, IBfF A

« WHBEBESHANBSETA, 121E B

- ORHEBIPERHITA, 121EC
C=B-(ANnB)

Persistence Credential Access i Lateral Movement

EEHERS

1%/ T# Payload T EE454R Caps | 75i8] Metadata Service ‘

3% shell 518) API Server

BE procfs, BE5S

BEAHABR host. sidecar &52%
£3 pid ns

RENBRIE

ThIRE AL A ERARSS

I &E mounts ieE, B8
ER & = BREER. £ES;
| RERES . BENBEZ

i EETEEM IP

RPREEF

PR O MRS




o [HiEABEBENER

«  VArmor I2ft—ZRIEH X EET AN ERES
- B RESTIEES WEIT MR
« o RBURDZIMAZITHA
- Bkbk

- EBes. L LEE

- KREEEFE M

3% shell

Persistence

E12/T# Payload

B4R PR

BEEHERS
1F1E451X Caps

BE procfs, BE5
host. sidecar &2
= pid ns

EFE mounts icE, 25
BHEER. £ES;
RENEES . BENBR

RPREEF

Credential Access

ServiceAccount Token

e

58] Metadata Service

RENBRIE

i EETEEMN IP

Pt QMRS

Lateral Movement

518) API Server

BEEAALRS |
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PAEZE pid ns BB &85 61
-  IEHETHED [proc/[PID]/root 1hiE sidecar B EEBEN G RSB R, HENRZ LA TR
* PTRACE MODE _READ FSCREDS

« DAC (Discretionary Access Control)

root@share-pid-ns-5ddb696869-xb9bx: /# 1s /proc/*/root

1s: cannot access '/proc/1l/root': Permission denied

/proc/15/root:

bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var
Isolation between Linux containers

/proc/16/root:

bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin srv sys tmp usr var

When designing services with multiple containers, it is crucial to be precise

/proc/23/root:
bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin srv. sys tmp usr var in determining how they should work together—if at all—mand what the
/proc/24/root: security implications of such interaction might be. In both ApsaraDB RDS

bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var . . . .
and AnalyticDB our database container shared different Linux namespaces

/proc/8/root:
bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var

with other operational containers in the K8s pod. Specifically, they shared

the PID namespace, which allowed our container to access other processes

/proc/self/root:
bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var in the operational containers and the filesystem. This mistake was fatal: it
/proc/thread-self/root: enabled us to perform lateral movement to the operational containers and

bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var
root@share-pid-ns-5ddb696869-xb9bx: /#

therefore escape our container!

FEGPaE #BrokenSesame




o [HiEABEBENER

PAEE pid ns B = 61
«  WEETNEN /proc/[PID]/root iAid) sidecar BESHEENHRARE R, ENREZIATIES
PTRACE MODE READ _FSCREDS

« DAC (Discretionary Access Control)

root@share-pid-ns-5ddb696869-xb9bx: /# 1s /proc/*/root

1s: cannot access '/proc/1l/root': Permission denied

/proc/15/root:

bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var root@share-pid-ns-5ddb696869—-xb9bx: /# 1s /proc/*/root

Jproc/16/root: ls: cannot access '/proc/1l/root': Permission denied

bin boot dev etc home lib 1ib64 media mnt opt proc root run sbin [JRISedg srv sys tmp usr var 1s: cannot access '/proc/15/root': Permission denied

1s: cannot access '/proc/16/root': Permission denied
/proc/23/root:

. 1 1. . . .

bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin srv sys tmp wusr var ls: cannot access /proc/23/root": Perm;ss;on den:!'ed

ls: cannot access '/proc/24/root': Permission denied
/proc/24/root: 1ls: cannot access '/proc/8/root': Permission denied
bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var

/proc/self/root:
/proc/8/root: bin boot dev etc home 1ib 1ib64 media mnt opt proc
bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var root run sbin service srv sys tmp usr var

/proc/self/root:
bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var /proc/thread—self/root:

bin boot dev etc home 1lib 1ib64 media mnt opt proc
/proc/thread-self/root:

bin boot dev etc home 1ib 1ib64 media mnt opt proc root run sbin service srv sys tmp usr var root run sbin service srv sys tmp usr var
root@share-pid-ns-5ddb696869-xb9bx: /# root@share-pid-ns-5ddb696869—-xb9bx: /#

={YaEiadz] HFERFRE =
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- XFHNFEE

* Linux Kernel 4.15 & LAE GKE with Container-Optimized OS
. ZRBAT AppArmor LSM AKS with Ubuntu 22.04 LTS

VKE with veLinux

Debian 10 &AL

Ubuntu 18.04.0 LTS &LA L
veLinux
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