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[1] https://github.com/f1tz/cnseay

[2] https://github.com/ripsscanner/rips

[3] https://github.com/FeeiCN/Cobra

[4] https://github.com/JackOfMostTrades/gadgetinspector

[5] https://www.microfocus.com/en-us/cyberres/application-security/static-code-analyzer
[6] https://github.com/github/codeq|
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[1] Martin M, Livshits B, Lam M S. Finding application errors and security flaws using PQL: a program query language[J]. Acm Sigplan Notices, 2005, 40(10): 365-383.

[2] Yamaguchi F, Golde N, Arp D, et al. Modeling and discovering vulnerabilities with code property graphs[C]//2014 IEEE Symposium on Security and Privacy. IEEE, 2014: 590-604.
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L1 @ return argl; E [ 1]
1

J out [ argl ]
Lscxexc] -
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A swap( arg@, argl )
{
A temp = arqgl,; cache
argl = argo; ~ _ Gadagetlnspectoryo ==l
ﬂ argd = temp; L 8 7 P B
} return argl; 1 apply [ Fgadgetinspector 75 22
JJ EXNESITENER , BT ASRAERNZEW
N SHASERZEMSHTRIGE iRIE X RiR
R i fa0
func bC ){ in Lad
A a@ = polluted;
A al = new AQ);
A a2 = swap( a0, al );~$; =, A a2 = swap( a0, al ); [0]
sinkl( a0 ); ] .
: ! a0 <= a
:;::gg :; gf | out [a0, a2] — [al, a2]
}

polluted data to method [sinkl, sink3] —= [sink2, sink3]



KCon

SR IEIE | wers

A swap( arg0@, argl )

{ actions { _ ‘taEEy semantic Qachimj sc/ste,m
A temp = argl; cache "param-@" : ["param-1"],
argl = arg0; "param-1" : ["param-0"],
argd = temp; "return" : ["param-0"]
return argl; ;

}

apply polluted data translate
gadgetinspector
1¢tl'h" [0 ]

func b( ){ an-0"E0[ 1 [ag'i%% rn": "pararB—O"ai?_ al® = al;
ATa0r =i polLUted AL N — [al, ggt]urn<-F>dat 2 pagam-1"
i i L] L, B T
A a2 = swap( aO al ): - Swap% 0, Al _— :
sinkl( a0 ); é& g temp detta ] : caé%e o] lédsg' = Wil
sink2( al ); b --[0,-3]=> swap

B sink3( a2 ); out [al, a2 ]

assert a0 is polluted; // false
assert al is polluted; // true
assert a2 is polluted; // true

polluted data to method sink2, sink3

+
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void M2( String arg®, String argl )
{

void M1( )
{ l

A a = new A(); if( arg@ Z null 1£

Runtime.exec( argo® ); // [-3, 0]
} else {
Runtime.exec( argl ); // [-3, 1]

// [_3, _11 _3]
a.M2( this.data, "ifconfig" );

L-11]
(::;::j:::> [ -3, -, -3 ]
—_>

current polluted position [ -1 ]
[ -3, -1, -3 ] = position value

O = this -3

l = param-0 <— -1 polluted

2 = param-1 -3

next polluted position = [ 0 ]
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¥StrearnddREREHY T FBiEsourcedZHiE :

FFFEPPMIgie teathi@durce : Method)
2. F=Serializa IeBEﬁ%ﬂ , %ﬁ“ﬁ%l\h@%&%gﬁ

"hashCode", "equals",

Conyerters "compareTo", HIXIBATRRESR Magic Method
| "toString", "readObiggt" |

SeriallzableConverter ] SerializableXs readObject

Collegtiantdriverco Ll lect (source) as sosiseeginkedHashSet hashCode, equals

MapConverter HashMap hashCode, toString(!
=Y S[pE=
aiasinkpPRE
HaE BEI{’frée'g'e t/TreeMapConverter TreeSet, TreeMap comparelo, compare

—ﬁ@ﬁmthod {IS_SINK:true,NAME:"invoke"})

SRR ith :;'.ouuéc_glz4 %Ql! gectgf%nk) %; sources

i@]‘ﬁ% ?%ﬁmﬁethod Invoke

ZJTDE%“@KU @’E@ﬁﬁg@ﬁsmple%ths(sinks, sources, 12, false) yield path
M=

3. M5 T5H X
——__?

return path limit 1 l

[1] https://github.com/mbechler/marshalsec/blob/master/src/main/java/marshalsec/gadgets/ToStringUtil java#l
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neod4j@neo4j://192.168.100.184:7687/neo4j - Neo4dj Browser

match (source:Method {NAME:"toString"})

with collect(source) as sources

match (sink:Method {IS_SINK: true, NAME:"invoke"})

with sources, collect(sink) as sinks

call tabby.algo.allSimplePaths(sinks, sources, 7, false) yield path
where none(n in nodes(path) where n.NAME®@ in

match (source:Method {IS PUBLIC:true, IS STATIC:true})

with collect(source) as sources

match (sink:Method {IS_SINK: true, VUL:"JINDI"})

with sources, collect(sink) as sinks

call tabby.algo.allSimplePaths(sinks, sources, 3, false) yield path
return path limit 50

0
{n R}
doLookup
L

s

javax.naming.InitaiICon’cex’[#do‘H okuf« .N

Javax:swWINg:UIDETauItSLazy varuesCcreatevarue
sun.swing.SwinglLazyValue#createValue

java.lang.reflect. Method#invoke

ENNPRBISFMA

Node Properties ©

Method

IS STATIC true
MODIFIERS 9
NAME doLookup

NAMEO javax.naming.InitialContext.doLooku

P

PARAMETER_SIZ 1
E

POLLUTED_POS [] m

ITION
RETURN_TYPE java.lang.Object
SIGNATURE <javax.naming.InitialContext:
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fAETIRANR, ZHEHTA Ak

Description

Version 1.4.15
CVE-2021-21341 XStream can cause a Denial of Service.
CVE-2021-21342 A Server-Side Forgery Request can be activated unmarshalling with XStream to access data streams from an arbitrary URL referencing a resource in an intranet or the local host.
CVE-2021-21343 XStream is vulnerable to an Arbitrary File Deletion on the local host when unmarshalling as long as the executing process has sufficient rights.
CVE-2021-21344 XStream is vulnerable to an Arbitrary Code Execution attack.
CVE-2021-21345 XStream is vulnerable to a Remote Command Execution attack.
CVE-2021-21346 XStream is vulnerable to an Arbitrary Code Execution attack.
CVE-2021-21347 XStream is vulnerable to an Arbitrary Code Execution attack.
CVE-2021-21348 XStream is vulnerable to an attack using Regular Expression for a Denial of Service (ReDos).
CVE-2021-21349 A Server-Side Forgery Request can be activated unmarshalling with XStream to access data streams from an arbitrary URL referencing a resource in an intranet or the local host.
CVE-2021-21350 XStream is vulnerable to an Arbitrary Code Execution attack.
CVE-2021-21351 XStream is vulnerable to an Arbitrary Code Execution attack.
Version 1.4.14
CVE-2020-26258 A Server-Side Forgery Request can be activated unmarshalling with XStream to access data streams from an arbitrary URL referencing a resource in an intranet or the local host.

CVE-2020-26259 XStream is vulnerable to an Arbitrary File Deletion on the local host when unmarshalling as long as the executing process has sufficient rights.
Version 1.4.13

CVE-2020-26217 XStream can be used for Remote Code Execution.
Version 1.4.9

CVE-2017-7957 XStream can cause a Denial of Service when unmarshalling void.
Version 1.4.8
CVE-2016-3674 XML External Entity (XXE) Vulnerability in XStream.
ersion 1.4.6 (and 1.4.10)
CVE-2013-7285 XStream can be used for Remote Code Execution.
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XStream 1.4.17 EB4ZEA

[.../]source/decompiled-xstream-1.4.16/com/thoughtworks/xstream/XStream.java ° I ~ JUsers/wh1t3p1g/Desktop/source/decompiled-xstream-1.4.17/com/thoughtworks/xstream/XStream.java

SK, FF2:30:04 64,315FF JavaiFfX#B v Unicode (UTF-8) v UNIX SK, FH2:30:34 64,597 F1  Java fEf{#8 v | Unicode (UTF-8) v | UNIX

60 NEAT

private static final Pattern LAZY_ENUMERATORS;
4 NI RTT

private static final Pattern JAVA RMI;

155 NIRRT

_—— .— R -4 R ———————
this.denyTypesByRegExp(new Pattern[] { XStream.LAZY_ITERATORS, . this.denyTypesByRegExp(new Pattern[] { XStream.LAZY_ITERATOR$, XStream.LAZY _ENUMERATORS, XStream.GETTER_SETTER_REFLECTION, XStream. Pl

987 TR T

LAZY_ENUMERATORS = Pattern.compile(”.*\\.Lazy(?:Search)?EnUﬁeféffon.*”);
4 MERAT A4 NS
JAVA_RMI = Pattern.compile("(?:javalsun)\\.rmi\\..*");

14 PEIRTT

X R4 B
this.denyTypes(new String[] {
"java.beans.EventHandler",
"java.lang.ProcessBuilder",
"javax.imageio.ImageIO$ContainsFilter",
"jdk.nashorn.internal.objects.NativeString",
"com.sun.corba.se.impl.activation.ServerTableEntry",
"com.sun.tools. javac.processing.JavacProcessingEnvironment$NameProcessIterator",
"sun.awt.datatransfer.DataTransferer$IndexOrderComparator",
"sun.swing.SwingLazyValue"

});

XIRIENR= R AR R

GETTER_SETTER_REFLECTION = Pattern.compile(".*\\$GetterSetterReflection"); th@s.denyTypeH@erarchy(InquStream.glass)g

PRIVILEGED_GETTER = Pattern.compile(".*\\$PrivilegedGetter"); th}s.denyTypeH%erarchyDynam%cally("qava.nlo.ghanqels.Channel");
LAZY_ENUMERATORS = Pattern.compile(".*\\.Lazy(?:Search)?Enumeration.*"); this.denyTypeHierarchyDynamically("javax.activation.DataSource");
LAZY_ITERATORS = Pattern.compile(".*\\$LazyIterator"); this.denyTypeHierarchyDynamically("javax.sql.rowset.BaseRowSet");
JAXWS_ITERATORS = Pattern.compile(".*\\$ServiceNameIterator");

JAVAFX_OBSERVABLE_LIST__ = Pattern.compile("javafx\\.collections\\.ObservableList\\$.*");

JAVAX_CRYPTO = Pattern.compile("javax\\.crypto\\..*");
JAVA_RMI = Pattern.compile("(?:javal|sun)\\.rmi\\..*");
BCEL_CL = Pattern.compile(".*\\.bcel\\..*\\.util\\.ClassLoader");
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XStream 1.4.16 $gJ CVE-2021-29505

javax.naming.ldap.Rdn$RdnEntry#compareTo g2 oA E]

com.sun.org.apache.xpath.internal.objects.XString#equal
com.sun.xml.internal.ws.api.message.Packet#toString
com.sun.xml.internal.ws.message.saaj.SAAJMessage#copy
com.sun.xml.internal.ws.message.saaj.SAAJMessage#getAttachments
com.sun.xml.internal.ws.message.saaj.SAAJMessage$SAAJAttachmentSet#<init>
com.sun.xml.internal.messaging.saaj.soap.verl_1l.Messagel_lImpl#getAttachments
com.sun.xml.internal.messaging.saaj.soap.verl_1l.Messagel_lImpl#initializeAllAttachments
com.sun.xml.internal.messaging.saaj.packaging.mime.internet.MimePullMultipart#getCount
com.sun.xml.internal.messaging.saaj.packaging.mime.internet.MimePullMultipart#parse
com.sun.xml.internal.messaging.saaj.packaging.mime.internet.MimePullMultipart#parseAll
com.sun.xml.internal.org. jvnet.mimepull.MIMEMessage#getAttachments
com.sun.xml.internal.org. jvnet.mimepull.MIMEMessage#parseAll

com.sun.xml.internal.org. jvnet.mimepull.MIMEMessage#makeProgress

com.sun.org.apache.xml.internal.security.keys.storage.implementations.KeyStoreResolver$KeyStoreIterator#hasNext
com.sun.org.apache.xml.internal.security.keys.storage.implementations.KeyStoreResolver$KeyStoreIterator#findNextCert

com.sun. jndi.toolkit.dir.LazySearchEnumerationImpl#nextElement

com.sun. jndi.toolkit.dir.LazySearchEnumerationImpl#findNextMatch
com.sun. jndi.rmi.registry.BindingEnumeration#next
sun.rmi.registry.RegistryImpl_Stub#lookup

RERZE

Pattern.compile(
".%\\.Lazy(?:Search)?Enumeration.*");

S
ul
I

ABA L1
Pattern.compile("(?:javalsun)\\.rmi\\..*");

S

25

1&g ?
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CVE-2021-29505 FIFBASESHT

private Certificate findNextCert() {
while (this.aliases.hasMoreElements()) {

| String alias = this.aliases.nextElement(); ] > aliases = com.sun.jndi.toolkit.dir.LazySearchEnumerationImpl
try { B
Certificate cert = this.keyStore.getCertificate(alias);
if (cert #* null) {

return cert;
}

} catch (KeyStoreException ex) {
return null;
}

}

return null;

KeyStoreResolver$Ke‘1//StoreIterator#-FindNextCert XStream 1.4.17 bypass 4SS IEHEE -

1. BEgZnextElement

???#nextElement 2. 58 7 java.util. Enumerationz
‘l/ 3 I E—EAEEREE M source RIS Esink BREY

sink
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neod4j@neo4j://192.168.100.184:7687/neodj - Neodj Browser

match (source:Method {NAME:"nextElement"})

<[ :HAS]-(cls:Class)-[:INTERFACE | EXTENDS*] *@iﬁsourcea&gﬁ:
—(cls1:Class {NAME:"java.util.Enumeration"})
with collect(source) as sources

match [((sink:Method {IS_SINK:true, VUL:"JINDI"}|) *@iﬁsink%{q: , *;EJNDI

with sources, collect(sink) as sinks
call tabby.algo.allSimplePaths(sinks, sources, 15, false) yield path
where none(n in nodes(path) where n.CLASSNAME in

["com.sun.jndi.toolkit.dir.LazySearchEnumerationImpl", "com.sun.jndi.toolkit.dir.HierMemDirCtx$BaseFlatNames", "com.sun.jndi.dns.BaseNameClassPairEnumeration","java.util.jar.JarVerifier$2","com.sun.jndi.cosna

ming.CNBindingEnumeration", "com.sun.jndi.dns.BindingEnumeration","com.sun.jndi.cosnaming.CNCtx"] or n.NAME® in ["com.sun.jndi.ldap.LdapReferralContext.getNameParser"])
return path limit 6

Overview

Node labels

@ Q /’“\\‘ Method (25)
‘\\_/ (r::ai(tEle. Bl

NS - Relationship Types

C) CALL (21) ALIAS (4)
getNext...
.
Displaying 25 nodes, 52 relationships.
getTarg...

R
repNex... ///_-\\
Q?ﬁi) next

p!

'\_j/ el Giimpl
next Qy
<

4
getObje...

CVE-2021-39148 com.sun.jndi.toolkit.dir.ContextEnumerator O

X 4
nextAu)
Yy

CVE-2021-39147 com.sun.jndi.ldap.LdapSearchEnumeration

V=
getObje... CALL
createlt CALL createlt...
ALias

“~

C.
4<<

N
\
A createlt...

CVE-2021-39145 com.sun.jndi.ldap.LdapBindingEnumeration
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// tabby path finder plugin // apoc plugin
match (source:Method) match (source:Method)

with collect(source) as sources

match (sink:Method {IS_SINK:true}) match (sink:Method {IS_SINK:true})
with sources, collect(sink) as sinks

call tabby.algo.xxxx() yield path call apoc.algo.allSimplePaths(sink, source, "<CALL|<ALIAS", 12) yield path

return path limit 1 return path limit 1

I SRS AEESURY
1. {IatRTVIRBIFAR I cyphenEa) ( FHIMHLHIFHL )
2. MU EIES (i I0wherefRiE ) |, ABFISIUERTEHF HHERIERNIE

https://tabby-db-files.oss-cn-hangzhou.aliyuncs.com/jdk/1.8.0_292/graphdb.mv.db
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HHECH!

HEHISHE | Java Web FHAYFIERBINAEXTEE |, tabbyEOARE 7 U FHYimAIRA]

Struts3<EY JSPEBY
classRef.setStrutsAction(relatedClassnames.contains("com.opensymphony.xwork?2.ActionSupport™) // check jsp _jspService
|| relatedClassnames.contains("com.opensymphony.xwork2.Action") 1f("_jspService".equals(methodName)){
|| relatedClassnames.contains("org.apache.struts.actions.DispatchAction") // struts 1.x return true;
); 3
Serviet=<8Y e 3 i

// check from servlet // check from annotation

// https://blog.csdn.net/melissa_heixiu/article/details/52472450 List<Tag> tags = method.getTags();
List<String> servletMethods = for (Tag tag : tags) {
Arrays.asList("doGet","doPost", "doPut","doDelete", "doHead", "doOptions","doTrace", "service"); if (tag instanceof VisibilityAnnotationTag) {
1f((relatedClassnames.contains("javax.servlet.Servlet™) VisibilityAnnotationTag visibilityAnnotationTag = (VisibilityAnnotationTag) tag;
|| relatedClassnames.contains("javax.servlet.http.HttpServlet") for (AnnotationTag annotationTag : visibilityAnnotationTag.getAnnotations()) {
|| relatedClassnames.contains("javax.servlet.GenericServlet")) String type = annotationTag.getType();
&& servletMethods.contains(methodName)){
return true; 1f(type.endsWith("Mapping;")
} || type.endsWith("javax/ws/rs/Path;")

|| type.endsWith("javax/ws/rs/GET;"™)
|| type.endsWith("javax/ws/rs/PUT;™)
|l type.endsWith("javax/ws/rs/DELETE;")
|l type.endsWith("javax/ws/rs/POST;")){

E '———-———--———————————-—-ﬂ r'etur'ntr'ue;
[
l

match (source:Method {IS_ENDPOINT: true}) | ¥

with collect(source) as sources : : }

b e e e e e e o e o2 2 .
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B .idea

i ant

8 bin

@B driver

[8 external

> Cwlib

BB framework

BB hotwebs

i ierp

BB intelliv

@8 jsonconfig

B® langlib

T lib

#& META-INF

BB microserver
& middleware
g modules

B nmc

BB patchmanager

BB pfxx

~/Des

ktop/

‘esearch/outter/yo

Find Java Web Vulnerabilities like a pro

__nc.bs frameworl server InvokerServiet#doAction
match (sourcéﬁﬂeﬂhqd {IS_ENDPOINT:true})
with collect(souré®)—as''sources

Class<?> clazz = obj.getClassQ;

Method method = null; .
match (source:Method {NAME:"doAction"})

< [:HAS]r€c:Class)-[:INTERFACE | EXTENDS*]
> (cl:Class"ENAME>""sre’cbis sfisaméwork . adaptor Ittt pServietAeapt or! }) s

with collect(sdhf%%?“ﬁf”% eds

+ serviceName + " can't adapt Servlet");

row new ServletException("Serivce: "

match (source:Methedd{-- 1) ¢
SUB_SIGNATURERew ServletException(“Serivce: "
"void doAction(javax.servlet.http.HttpServletRequest,
x.servlet.http.HttpServletResponse)"

+ serviceName + " can't adapt Servlet");

Logger.init(gbj.getClJé%*&%

})

with collect(source) as sources

this. preRemotePraocess();

method.invoke(obj, request, response);
this.postRemoteProcess();
} catch (InvocationTargetException var77) {
J

1. Serviet2$8Y . FnifEBserivceAZY
2. IHttpServietAdaptor=E8Y , EEEIAdoActioniEfE]
3. doActionifiZfl , BEZ3EBY HHttpServletRequest, HttpServlietResponse

D)
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S EEMEXD

@ neod4j@neo4j:/[192.168.100.184:7687/neo4j - Neodj Browser

match (source:Method {NAME:"doAction"})

o == N «[:HAS]-(c:Class)-[:INTERFACE | EXTENDS*]
%-'_Xj-l%magwebl}l?ﬁl'a I tabbylj\]ET.%m —(c1:Class {NAME:"nc.bs.framework.adaptor.IHttpServletAdaptor"})
with collect(source) as sources
A <1 K _/‘_"_\ 2 /\ . .
EI’:]SIHkIZIi%Z , {ﬁﬁﬁVUL*ﬂ?ﬁ;Ezjj : match (sink:Method {IS_SINK: true, VUL:"FILE_WRITE"})
. SqLl with sources, collect(sink) as sinks
call tabby.algo.findAllVul(sources, sinks, 8, false) yield path

n " n "

java.util.Iterator.hasNext",

e SSRF where none(n in nodes(path) where n.NAMEQ@ in ["java.io.OutputStream.flush","java.io.Writer.flush",
FILE <init>”,”javatig.PrintWriter.write”])
return path limit 10

java.lang.0Object.toString","java.io0.0bjectOutputStream.

FILE_WRITE
CODE ?3: Node Properties ©

Graph

EXEC Method

XXE k CLASSNAME nc.bs.framework.spr.monitor.SprMonitorSer ©

SERIALIZE vlet

HAS DEFAULT CO true o
NSTRUCTOR

HAS_PARAMETERS true

BRItz 4, St TFWebiRiE , HEEEFERT Z o

IS_ABSTRACT false

ﬁﬁ*ﬁ / EE source @;ﬁﬁ%ﬁﬁ?ﬁgﬂ n kIZ<| IS_ACTION_CONTA false

INS_SWAP

*SZ IS_CONTAINS_OUT false
R _OF_MEM_OPTION
S

IS_CONTAINS_SOU false
RCE

IS_LENDPOINT false

IS_FROM_ABSTRAC false
T CLASS

IS_ GETTER false
IS_IGNORE false

IS_NETTY_ENDPOI false
NT

IS_PUBLIC true
IS_SERIALIZABLE false
IS_SETTER false
IS_SINK false

IS_ SOURCE false
IS_STATIC false
MODIFIERS 1

NAME doAction

NAMEO nc.bs.framework.spr.monitor.SprMonitorSer
vlet.doAction

PARAMETER SIZE 2
POLLUTED_POSITI
ON

RETURN_TYPE void ©

SIGNATURE <nc.bs.framework.spr.monitor.SprMonitorS ©
ervlet: void

AaArtinnlisviav canidat httn HtnCandatDami

© © ©

© © © © © © © © ©

© ©
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Y Fork 1.1k

Starred 3.6k

.github
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bom
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test
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com.weibo.api.motan.transport.netty.NettyServer#initServerBootstrap

bootstrap.setPipelineFactory(new ChannelPipelineFactory() {

// FrameDecoderiEZizZ L, B TEE —T Pipeline

@0verride

public ChannelPipeline getPipeline() {
ChannelPipeline pipeline = Channels.pipeline();
pipeline.addLast( name: "channel_manage", channelManage);
pipeline.addLast( name: "decoder",| new NettyDecoder(codec, client: NettyServer.this, maxContentlLength))
pipeline.addLast( name: "encoder",| new NettyEncoder(codec, client: NettyServer.this));
pipeline.addLast( name: "nettyChannelHandler", nettyChannelHandler);
return pipeline;

}
b

com.weibo.api.motan.transport.netty.NettyDecoder#decode

@0verride
protected Object decode(ChannelHandlerContext ctx, Channel channel, ChannelBuffer buffer) throws Exception {
/ /RIS REEB D Z _ ,
private Object decodeV1(ChannelHandlerContext ctx, Channel channel,
switch (rpcVersion) {
case 0:
result = decodeV1(ctx, channel, buffer); ¥
break;

return decode(data, channel, isRequest: messageType == MotanConst

case 1:
result = decodeV2(ctx, channel, buffer); private Object decode(byte[] data, Channel channel, boolean 1isRec

break; .
default: try {
result = decodeV2(ctx, channel, buffer); return codec.decode(client, remotelp, data);

return result;
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com.weibo.api.motan.protocol.rpc.DefaultRpcCodec#decode

UL ETE TR IR R 1Y § % Fork 1.8k O

public Object decode(Channel channel, String remotelp, byte[] data) throws IOException { B master
v7 Star 5.8k
Serialization serialization = ExtensionLoader.getExtensionLoader(Serialization.class) docs/wiki
.getExtension(channel.getUrl().getParameter(URLParamType.serialize.getName(), URLParamType.serialize.getValue())); 17 n-benchmark
TeTiTN-core
try { Sre

1f (isResponse) {
return decodeResponse(body, dataType, requestld, serialization);

v main

v [ java/com/weibo/api/ 1kl

} else { e | closable
return decodeRequest(body, requestld, serialization);
1 cluster
codec
com.weibo.api.motan.protocol.rpc.DefaultRpcCodec#decodeRequest common
‘ : n — : o : : : confi
private Object decodeRequest(byte[] body, long requestld, Serialization serialization) throws IOException, ClassNotFoundException { J
ByteArr'ayInputStream inputStream = new ByteArr'ayInputStream(body) g private Object[] decodeRequestParameter(ObjectInput input, String parameterDesc, Serialization serializat core
. . . ClassNotFoundException { exception
ObjectInput input = createlnput(inputStream); Y T e e L T e e e Sy P
filter
String interfaceName = input.readUTFQ); } log
Str‘ing methodName = input. readUTF(); Class<?>[] classTypes = ReflectUtil. forNames(parameterDesc); protocol
String paramtersDesc = input.readUTF(Q); e e e e T e .- proxy
: . : registry
DefaultRequest rpcRequest = new DefaultRequest(); For (int 1 = 0; 1 < classTypes. 14+ {
paramObjs[i] = deserialize(( [1) input.readObject(), classTypes[i], serialization); rpec
rpcRequest.setRequestId(requestld); } serialize
rpcRequest.setInterfaceName(interfaceName); | B Serialization
rpcRequest.setMethodName(methodName) ; ) it B reeZé énalzalénJaya
rpcRequest.setParamtersDesc(paramtersDesc); @) DeserializableObject java
rpcRequest. setArguments(decodeRequestParameter(input, paramtersDesc, serialization)); < FastJsonSerialization.java
rpcRequest.setAttachments(decodeRequestAttachments(input)); ¢ Hessian2Serialization.java
&9 SimpleSerialization.java
input.close(); > B0 switcher

return rpcRequest;
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public static boolean isNettyEndpoint(SootMethod method, Set<String> relatedClassnames){
String classname = method.getDeclaringClass().getName(); . .
1f("10.netty.channel.ChannelInboundHandler".equals(classname) E*quNEtty’E‘ﬂﬂ‘ﬂ

|l "io.netty.handler.codec.ByteToMessageDecoder".equals(classname)

|l "io.netty.handler.codec.MessageToMessageDecoder".equals(classname)
|| "org.jboss.netty.handler.codec.frame.FrameDecoder".equals(classname)
|l "org.jboss.netty.channel.SimpleChannelUpstreamHandler".equals(classname)

L

return false;

String methodName = method.getName();

// check from Decoder
1f( (relatedClassnames.contains("io0.netty.handler.codec.ByteToMessageDecoder")
|| relatedClassnames.contains("i0.netty.handler.codec.MessageToMessageDecoder") N
|| relatedClassnames.contains("org.jboss.netty.handler.codec.frame.FrameDecoder") **ﬂﬂg‘%pﬁiﬂ
) & & "decode".equals(methodName)){
return true;

// check from ChannelInboundHandler
List<String> nettyReadMethods = Arrays.aslList("channelRead", "channelRead®", "messageReceived");
1f((relatedClassnames.contains("1i0.netty.channel.ChannelInboundHandler™)
|| relatedClassnames.contains("org.jboss.netty.channel.SimpleChannelUpstreamHandler™)
) && nettyReadMethods.contains(methodName)){
return true;

SHNRFILEE

// not an endpoint
return false;
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neo4j@neo4j:/[192.168.100.184:7687/neo4j - Neo4dj Browser

match (source:Method {IS_NETTY_ENDPOINT:true})
where not(source.CLASSNAME =~ "org.jboss.*x")
with collect(source) as sources
match (sink:Method {IS_SINK:true, CLASSNAME:"java.io.ObjectInputStream"})
with sources, collect(sink) as sinks
call tabby.algo.findAl1lVul(sources, sinks, 12, false) yield path
return path limit 1

match (source:Method {IS_NETTY_ENDPOINT:true})
where not(source.CLASSNAME =~ "org.jboss.*x")
with collect(source) as sources
match (sink:Method {IS_SINK:true,
CLASSNAME: "com.caucho.hessian.io.Hessian2Input"})
with sources, collect(sink) as sinks
call tabby.algo.findAllVul(sources, sinks, 12, false) yield path
return path limit 1

Hessia nﬁﬁ?“‘“ﬁi%‘fﬁ Node Properties ©

Node Properties ©

Java[R¥ERFHGIER Method

A —
£ \ y N\

{ \
f decode

g %
/ . decode Ti
\ ) \

%"‘%\,, > %,.%%

"camasts?

pu—
y ”’°\

/ \

[ |
Kdecodej )

-

e

ﬁ/ \
Eg‘decodev1 j
\ y

y
NS »

R

)

4 R
/
{\readObj }

N

4
(/48

;gf“‘:'”"‘a
K‘a‘ CCB
\readOby....|
\. /

N

Pk

ID e9c146afdc3e5d83bb2e56563210e16
6

IS ABSTRACT false

IS_ ACTION_CON false
TAINS_SWAP

IS_CONTAINS_O false
UT_OF_MEM_OP
TIONS

IS_CONTAINS_S false
OURCE

IS ENDPOINT false

IS_FROM_ABSTR false
ACT_CLASS

IS_GETTER false
IS_IGNORE false

IS_NETTY_ENDP false
OINT

IS_PUBLIC true

IS_SERIALIZABLE false

IS_SETTER false

IS_SINK true

IS_ SOURCE false

IS_STATIC false

MODIFIERS 17

NAME readObject

NAMEO java.io.ObjectinputStream.readObject

PARAMETER_SIZ 0
E

POLLUTED_POSI [-1]
TION

RETURN_TYPE
SIGNATURE

java.lang.Object

<java.io.ObjectInputStream:
java.lang.Object readObject()>

SUB_SIGNATURE java.lang.Object readObject()

VUL

SERIALIZE

© ©

© © © O © © © © © ©

y

T

i
{deseriali. .

v“’ J

_a
y \\
éeseriali..}
| y

\ y

N

L5
«?f \’&
| decode )
\ y

y e

oA ) S 4 / \

\
N

\

\
decode |
/

S

{decodew yf

N y
\
4

[ \
E decode

4 %

Method

TAINS_SWAP

IS_CONTAINS_O
UT_OF_MEM_OP
TIONS

IS_CONTAINS_S
OURCE

IS_ENDPOINT

IS_FROM_ABSTR
ACT_CLASS

IS_GETTER
IS_IGNORE

IS_NETTY_ENDP
OINT

IS_PUBLIC
IS_SERIALIZABLE
IS_SETTER
IS_SINK
IS_SOURCE
IS_STATIC
MODIFIERS
NAME

NAMEO

PARAMETER_SIZ
E

POLLUTED_POSI
TION

RETURN_TYPE
SIGNATURE

false

false

false

false

false
false

false

true

false

false

true

false

false

1
readObject

com.caucho.hessian.io.Hessian2Input.
readObject

1

(=il

java.lang.Object

<com.caucho.hessian.io.Hessian2Inpu

t: java.lang.Object
readObject(java.lang.Class)>

SUB_SIGNATURE java.lang.Object
readObject(java.lang.Class)

VUL SERIALIZE

© © © © © © © © ©
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Hessian#l| 5% SpringAbstractBeanFactoryPointcutAdvisor
org.springframework.aop.support.AbstractPointcutAdvisor#equals

org.springETﬁmEW6fRTE6ﬁT§Hﬁﬁ6TfTKB§fT5EfB§5ﬁFEEf6TyP6iﬁffﬁfﬁﬂVi§6T#§§fﬁﬁVTEé
org.springfipgeidrk (ko dactvet HfednFENAME #9]fE¢Bean” } )
< [:HAS]-(c:Class)-[:EXTENDS | INTERFACE=*]

—>(cl:Class {NAME:"org.springframework.beans.factory.B
with collect(source) as sources

| match (sink:Method {IS_SINK:true, NAME:"invoke"})
HessianF A5 pPHAS RAGUANK XN PV EPSIPIIE) as sinks

IES
g

e

AT

= 7

IR

. .

RF5ULH]

e hessian ta rce ?

I3k ?

org.springframework.aop.aspectj.autoproxy.AspectJAwareAdvisorAutoProxyCreator$PartiallyComparableAdvisorHolder#toString

org.springframework.aop.aspectj.AspectJPointcutAdvisor#getOrder
org.springframework.aop.aspectj.AbstractAspectJAdvice#getOrder
org.spring lﬂofkﬁdyg

org.springfmetwirk. path fadmry. BbanFactoryi#getType

Vasp b9 . £ AL bY b ESRUEES RapetlitéSanrackalyagtardald path
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match (source:Method {NAME:"getBean"})<[:HAS]-(c:Class)-[:EXTENDS|INTERFACE*]—(c1:Class
{NAME: "org.springframework.beans.factory.BeanFactory"})

with collect(source) as sources

match (sink:Method {IS_SINK:true, NAME:"invoke"})

with sources, collect(sink) as sinks

call tabby.algo.findAllVul(sources, sinks, 6, false) yield path

return path limit 1

getObject

getObject
-

= 3
getBean

bk

org.springframework.beans.factory.support.StaticListableBeanFactory#getBean
org.springframework.beans.factory.FactoryBean#getObject
org.springframework.beans.factory.config.MethodInvokingFactoryBean#getObject

org.springframework.beans.factory.config.MethodInvokingBean#invokeWithTargetException

org.springframework.util. MethodInvoker#invoke
java.lang.reflect. Method#invoke

RPC Framework Vulnerabilities like a pro

Q

)
&

Node Properties ©

Method

<id> 10622
ACTIONS {"return":["thisu003cfu003ebeans","this"]}

CLASSNAME org.springframework.beans.factory.support.
StaticListableBeanFactory

HAS_DEFAULT_CO true
NSTRUCTOR

HAS PARAMETERS true
ID 06f0fd00cf223c04eebe96e0380fb55e
IS_ABSTRACT false

IS_ACTION_CONTA false
INS_SWAP

IS_CONTAINS_OUT false
_OF_MEM_OPTION
S

IS_CONTAINS_SOU false
RCE

IS_.ENDPOINT false

IS_FROM_ABSTRAC false
T_CLASS

IS_GETTER false
IS_IGNORE false

IS_NETTY_ENDPOI false
NT

IS_ PUBLIC true

IS_SERIALIZABLE false

IS_SETTER false

IS_SINK false

IS_SOURCE false

IS_STATIC false

MODIFIERS 1

NAME getBean

NAMEO org.springframework.beans.factory.support.
StaticListableBeanFactory.getBean

PARAMETER_SIZE 1

POLLUTED_POSITI []

ON

RETURN_TYPE java.lang.Object

SIGNATURE <org.springframework.beans.factory.suppor
t.StaticListableBeanFactory: java.lang.Object
getBean(java.lang.String)>

ClHID CIFAAIATIIDE imvia lamea Mhinct cAtDAannliniia lamea Chrim~)

© © © © © © © © ©

©

org.springframework.util. MethodInvoker#invoke

public Object invoke() ... {

Object targetObject = getTargetObject()

Method preparedMethod = getPreparedMethod();

ReflectionUtils.makeAccessible(preparedMethod);
return preparedMethod.invoke(targetObject, getArguments());

Reflection to RCE

public Object makeBean() throws Exception {
MethodInvokingFactoryBean bean = new MethodInvokingFactoryBean();
bean.setSingleton(false);

bean.setTargetObject(Runtime.getRuntime());
Class cls = Runtime.class;

Method method = cls.getMethod(
ReflectionHelper.setFieldValue(bean,
ReflectionHelper.setFieldValue(bean,
bean.setArguments(new Object[]{new String[]{
return bean

String[].class);
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One More Step !
WNERZE FospringkE#RBYER , {aJhessian

IDKE2—EERLW , XAl LRI ERE R

torce?

il

/_ °

Hessianfz 7 I{EimAZHI4HE
. Magic method ZE{EIXstream , Hequals, toStringSFERE]

TS B &SRR E S Iterator, Enumeration, Map, ListtYSRARS
ZRIAERunsafefJIRLITR , Fogetter, setteriffl B
(BREFERERIRISHRILANRANEENSR , UClass, MethodITHR
KEHAIRZHETransient, Static

T N

match(source:Method {NAME:"toString"})
with collect(source) as sources

match(sink:Method {IS_SINK:true, NAME:"invoke"})

with sources, collect(sink) as sinks

call tabby.algo.allSimplePaths(sinks, sources, 12, false) yield path
where none(n in nodes(path) where n.CLASSNAME in [

"java.util.Iterator",
"java.util.Enumeration

"java.util.Map","java.util.List"])

return path limit 1 HEBRA B D /At

IR E

HXTER
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A ER &R F

@ neo4j@neo4j://192.168.100.184:7687/neo4j - Neo4dj Browser
match(source:Method {NAME:"toString", PARAMETER_SIZE:0}) SUﬂ.SWIﬂg.SWIﬂg LazyVaIue#createVaIue
with collect(source) as sources
match(sink:Method {IS_SINK:true, NAME:"invoke"}) . |
with sources, collect(sink) as sinks Object createValue(final UIDefaults table) {
call tabby.algo.allSimplePaths(sinks, sources, 12, false) yield path try {
where none(n in nodes(path) where n.CLASSNAME .
in["java.util.Iterator","java.util.Enumeration","java.util.Map","java.util.List","com.sun.jndi.ldap.ClientId","com.oracle.webservices.inter ReflectUtil. CheckPackageAccess( 1 )
nal.api.message.BasePropertySet$MethodAccessor","jdk.nashorn.api.scripting.ScriptObjectMirror","java.awt.datatransfer.MimeTypeParameterList Class<?> Cc = C'l_ass,for'Name(
","com.sun.java.swing.plaf.gtk.GTKStyle$GTKLazyValue"]) : : v ' .
return path limit 1 Lf (m me != null) {
Class[] types = getClassArray( )
Overview
Method m = c.getMethod(meth e, types)
7
XStream CVE-2021-21346 ’z‘ﬂl Nodelabels makeAccessible(m):

Method (7) .
m.invoke(c, args)

Javax.activation.MimeTypeParameterList#toString Relationship Types s
java.util.Hashtable#get

javaX'SWi ng UIDefa u ItS#get : \ CALL @ Displaying 7 nodes, 6 relationships.
javax.swing.UIDefaults#getFromHashtable .
javax.swing.UIDefaults$LazyValue#createValue o °

CALL (4) ALIAS (2)

sun.swing.SwinglLazyValue#createValue
java.lang.reflect. Method#invoke

N
&

Not JNDI Again !
FileWrite + URLClassLoader = RCE
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sun.security.tools.keytool.Main#main

Main kt = new Main(): ...// Try to load and install specified provider
’ if (providers != null) {

kt.run(Cargs, System.out); Sl @l o Gl

IOad /tm p/a.jar } if (pathlist != null) {

String path = null;

B~ w N R

. . private void run(String[] args, PrintStream out)~throws Exception {
newlnstance trigger static blocks o path - PathList. appendPath(path, pothlist);
F’“"SGA"QSC‘“"QS); URL[] urls = PathList.pathToURLs(path):
. EXGCUte any Java COde if (command != null) { cl = new URLClassLoader(urls);
doCommands(out); } else {...}
}

for (Pair <String, String> provider: providers) {
String provName = provider.fst;
Class<?> prov(Class;

} catch (Exception e) {
System.out.println(rb.getString( key: "keytool.error.") + e);

if (verbose) { ifi Ccl != null) {
e.printStackTrace(System.out); provClass = cl.loadClass(provName);
. . . . . . } else {
com.sun.org.apache.xml.internal.security.utils.JavaUtils#writeBytesToFilename i’f Cldeble) ¢ provClass = Class. forName(provName);
public static void writeBytesToFilename(String filename, byte[] bytes) { System. exit( status: 1); g
FileOutputStream fos = null; ¥ else { String provArg = provider.snd;
try { throw e; Object obi;
. . } if (provArg == null) {
1f (.Fl.l.ename != nU-H. && bytes != nu11) { } 'Flnally { ObJ = pr‘ov(:'l_ass.newlnstance();
File f = new File(filename); : : . . }else {
, prlntWeakWar'mngs( L ik False)’ Constructor<?> ¢ = prov(Class.getConstructor(PARAM_STRING);
for (char[] pass : passwords) {...} obj = c.newInstance(provArg);
fos = new FileOutputStream(f); }
if (ksStream != null) {...} if (!(obj instanceof Provider)) {...}
) } Security.addProvider((Provider)obj);
fos.write(bytes); , 1
}

fos.close();
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