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TOP SEC JOMINTIREL TO . FVEY

COTTONMOUTH-I
ANT Product Data

2) hardware implant
1

i
10 2 target network as ve e alxlny (o load e os/osios

COTTONMOUTH - 1
! g

(TSWSITREL) CAA-1 will provicks
Programma d covert
< vl erable command and data infitr

wilches, an
concclar
Another verson an

COTTOMO ! o
e

Unit Cost: 50 units: $1.015K

D b

Status: Availability — January 2

POC: e, Dataet 20
ALT POC: 2723, i Dwchaaity Orc 200

RAGEMASTER

ANT Product Data

24 Jul 2008

(TSHSIREL TO US
and allows for eas|
RAGEMASTER ur

Is re-ragiated, where it s picked up at the radar, demodulatad, and pas:

onto the pre ng unit, $u LFS-2 and ar rnal monitor,

NIGHTWAT \ 1the future) VIEWPLATE. The process
sync of the targated monitor, thus

weded gasis. Contact POC

Derived Frome NSATSSM 352
Duredt: 20070100

CMINT/REL TO USA, FVEY

SPARROW II

Wireless Survey - Airborne Operations - UAV

{ REL) An embedded computer system running BLINDDATE

tools. Sparraw Il is a fully functional WLAN collection system wih

Integrated Mini PCI siots for added functionality GPS and o07/2s/08
multiple Wireless Netwoark Interface Cards.

(W/IFOUQ) System Specs

Expansion: Mini PCI (Up to ¢

d
f

0S: Linux (2.4 Kemel)

es) supports USB, Compact
ash, and 802.11 BIG

SPARROW N Hardviare

Application SW: BLINDDATE

Battery Time: At least two hours

SIWREL) The aw il
size, minimal weight and reduced power consumption are required

ces can be connected to the Sparrow |1 1o provide additional

Unit Cost: $6K

Status: (SHSWREL) Operanonal Restricl axist for equpment deplayment

Derteed Frove NSACSIM 132
Darsad: 283N
ewdyily Do 231

L TOUSA, FVEY

HOWLERMONKEY
ANT Product Data

(Actual Size)

(TSUSWREL) HOWLERMONKEY isaC -based ransceiver designed o be
camy b M CONJECTURESPEC ey i STRKEZONE
devices unning a HOWLERMON ' ouls ae tailered 10
ndividual implant space requiremen

INKEY
B

Unit Cost:

POC:
5 Duteet 0TI
ALT POC. 5 Dschontty Ore 0020100

IMINTIHREL TO USA, F\

FIREWALK
ANT Product Data

(TSUSWREL) FIREWALK § & collecting
cabit Ethemst re
larges neawark.

(TSISWREL) FIRE
plant resid
K ar ing b C
craalnd batwesn tar gal natwork and

Legres:
O u DAMDEPSPRIT, wpwate (P £ UAC Sbde
ML e
-

Status: Prolotype Availabie ~ August Unit Cost: 50 Units 35

Do Fron RERERSW L &8
et 20070108
Declaalty Orc 20020100

TOP SEC WOOMINTHREL TO USA, F

GINSU

ANT Product Data

saftware applcation g ] he CNE mmplant 06lza/08
th the PCI ous hardwasre 1 L LDOZER

(TSNSWREL) GINSU Extinded Concept of Operations

This techrgue supports ) PC system that
tor (for BULLC and Microsoft WA

Thee
ardnare ir
as a result af an ope I m upgrade ¢
an the nex ‘. h M L0 resioce 1

Status: Released / Deployar. Ready for Unit Cost: 30
Immediate Delivery

poc: [— =B P —
Danad 3
.

TOP SECRETHSCOMINTHREL TC USA, FV
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Hak5: EiltauiEE2E it TR

USB RUBBER DUCKY

A "flash drive" that types
keystroke injection payloads into
unsuspecting computers at
incredible speeds. As seen on Mr.

Robot.
Huoey

Backordered

BASH BUNNY

A quad-core Linux-box-on-USB-
stick mimicking multiple trusted
devices to deploy advanced
pentest and IT automation

payloads.
Huey

from $119.99

SHARK JACK

Jack into a network and instantly
run advanced recon, exfiltration,

attack and automation payloads.
Hary

PLUNDER BUG LAN TAP

A pocket-sized Smart LAN Tap
with USB-C convenience for

passive monitoring or active

engagements on wired networks.

Hu

Backordered

KEY CROC SCREEN CRAB

A keylogger armed with pentest A stealthy video man-in-the-

tools, remote access and middle that captures screenshots
payloads that trigger multi-vector or videos to disk and streams live
attacks when chosen keywords

are typed. —

to the Internet for remote viewing.
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ANT Tools : FiFpUiEiEE:ETEHE

BE8—Z5NEN T EE GG )RS
BILTXIB

« USBAirborne : USBHN&IZTH
« GrabAccess : WindowsH# = #2F0Bitlockerse

.« USBKeylogger : W@{4E£210588

« Telescreen : FH{&FE|DREE
- RadioRaid : T&ZE&MAFESE

(/




UNCLASSIFIED//SI//IREL TO ANT PROJECT

USBAIRBORNE

ANT Tool Data

(U/ISI/IREL) USBAirbornes@ — MNMEMARHNATRSIZE#HK TR, XFFAutorunii i 03/13/22
fBadUSBX it

(V) YihE

(U//SI/REL) ) USBAirbornefg—"
EFER ST,

USBAirborner] DAfHZERRUEL, 1)
{ERADIE S E AT AR BRI, HT
Bk,
FERAZFBEMAUSBEO)E, Al
Dldie 2 A7 ASEEAT R, #
WHIERAEARD, $UTamLE
BB,

(V) TP

(U/ISIIREL)

USBAirborne & —N528USB Deviceith i fl—/1~4MByte Flash, A] PUBHLN
HIDI& % ussk*ﬁﬁhg&é

USBAirbornettH W73,

T R— BB BN RIDVD-ROMIRF) 28, ZLeidWindows Autorunft)ZZ42FR
i, EZFEEFTFURIRGESN, BIHUTIEENNAERF, BB RRIL
%, WA PAGE — RS A IR U 22 BRI,

FRRBHIDIEAK T (XFRBadUSB) , JEIERUVEE, PUTIEREAERE,
ATAFHITIEE L,

USBAirborneth i F{E B 7 1R, HHIMBTEEZS ],

Unit Cost: $2 / each (& T AR M 107T/1Y)

Status: Availability—April 2022

Derived From: ANT Project
Dated: 20220313

UNCLASSIFIED//SI/IREL TO ANT PROJECT

UNCLASSIFIED//SI//IREL TO ANT PROJECT

GRABACCESS

ANT Tool Data

(U/ISI/IREL) GrabAccessH FTEILIREZIZEH SeidWindows/5 2 & i FBitlocker, fH 03/13/22
Nal TEARGERF

(V) YhiiE

(U/ISI/IREL) ) GrabAccessigz—MNUEFIERERERF, REMFURE L,

EIEFBZEY, ¥HiAGrabAccessIURRA BAniH AL, FHFMNUERSIS, BIA[ia
1TGrabAccess,

GrabAccess2HE A Shifti2 /511, #FWindowskii & TESE S, BWhHET
WindowsE i B I BIEA TSR, WAliEd % N A Rshifi@i: L5 EHes, HAH
BE XM, PITERGZ.

GrabAccesstiA] i T BEh LR G2, HILE BB

(V) IAfE)BE

(U/ISIIREL) GrabAccess#l|f] 7 WindowsffJWPBT (Windows Platform Binary
Table) .

WPBTH H T i EAGNERE AR R . FiERA. FMUBootkitiiz, —HFAR
A TWPBTHRHE, LiCRERAFEZEMMEL, NEMEARZWindowsH
4, HHEE SR ERT.

WPBTHIFRGIZIE, A mE ERAVEFIEAF A — M ERIACPIZRH.
Windows5 |5}, SHITZ&ERENTERF. H2, BdEFRFFUEFINE | STE,
Wt E A IS AWPBT 4 H, MR B EMRE A, GrabAccessi@idGrab2
(LinuxfJbootloader) , SEH@HAWPBTSH,

Unit Cost: N/A

Status: Availability—April 2022

Derived From: ANT Project
Dated: 20220313

UNCLASSIFIED//SI//IREL TO ANT PROJECT

ANT Tool Data

(U//SIIREL) USBKEYLOGGER J&—MfFIF [T, ZHEEUSBRESL T B2 [,

AR, R R e, 0311322

(V) Jrie

(U/ISII/REL) USBKEYLOGGER 4

‘ﬁ'l ’\“Jﬁt }J n TTHT(M @ (‘i’ H

{elfery, DlEs St B iR

K Wi

EANE RS g2,
FrUSBRESE, A3k s e ~F1‘] ] PART )\r@
FEPT IR ¥ 1 A PTAE AT 4%,

(U) LAERYS

(U//SI//REL) USBKEYLOGGER IJJ—‘J'lulJer/USBfa &,

USB Host #Tlhi%*"‘r"ﬂ HAFUSB- HID i Tmig?@»\ zﬁ.
| A SREEAEE, Ji

T B His ) 3 l»t
. FHH e . It —ruseit B iR {Luse
Device, Jf3#AHHHL, -\;ff{'f%H'fJ?‘zé H#flln“tﬂllk

Unit Cost: $10/each (& ARITS0IC/ 1)
Status: Availability—April 2022
POC: https://www.github.coim/anttool/usbkeyloggervl

Derived From: Ant Tool Project
Dated: 20220313

UNCLASSIFIED//SI//REL TO ANTTOOL PROJECT




KCon

Autorun

FEZERYAUtorunsSAF IR I TEF

NoDriveTypeAutoRun [ edit]

S TR,

{HIEnFENIXEIAE,

I Windows¥jAutorunl= 2Rl
1. RFFDRIVE FIXED ( EEiRE ) BICD-ROMIKZHEE
2. FAutoplayZ{tTAutorun ( &%=

FIARE

FICRITBINsi TR EIER.

IR

32H )

1. 91E— 1 DRIVE FIXEDEJCD-ROMIKZHEE

2. IEEf A autorun.inflit & 314

HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

Entry name Data type Range Default

NoDriveTypeAutoRun REG_DWORD 0x00 to OxFF 0x95 or 0x91

- $E 25 4R autorun.inf

. rw\-‘_‘:'_}: C H
| autorun.inf el

| *Yautorun.inf - iI2=EE

4B WEE B0 =EEV BEH)

[AutoRun] #EERISHK

autoplay=true #f5FAutoplay

icon=c:\windows\system32\shell32.dl,79  #HZXIKzhERNEFAIEFERIBEREENR (RASETCRER)
open=chrome https://www.bilibili.com/video/BV1uT4y1P7CX #24¥ T IKENRERT, RIS
run=chrome https://www.bilibili.com/video/BV1uT4y1P7CX #fE) L

label=Nothing inside #IXTHE2RYZ TR

shell\open=F]JFF(&0) #HN S AR EPRYIELIT
shell\open\Command=chrome https://www.bilibili.com/video/BV1uT4y1P7CX  #SEHAEEZEMNHITNGS

shell\opennewwindow =15 & 1 FFTFH(&E) #EFF A RS PRYIEIR
shell\opennewwindow\Command=chrome https://www.bilibili.com/video/BV1uT4y1P7CX #mEaEEZEMNHITHGS
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USBAirborne
KNE4MBFESTE

B2 ZUSB DBINQUITY
{23=p,DRIVE_FIXEDRIYCD-
ROM

B
&I:
Al

i
1]

=B
FIFHZUR

S5 M

™ EH > HER

* BREIAI)
=13
¥ T
5 30
= BR
[ e B

@& OneDrive - Persi

B B Ao
J 3D 3%
B 1
= BR
< 3T
¥ T
) BR
=1
- AR (C)
- AR (D)

AHUIEEFS (BN

TSR (7)
/ EFIIRNEE (6)

9 o

-

e

VD

AlREsR (D)

’)l(]"'-

23.2 GB

DVD ¥zhzE (F)

CD ¥Ezh=E (G:) Nothing inside

WorkGroup
Intel(R) Xeo...
20.0 GB
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GrabAccess : WPBTH):EERI

GrabAccess

I WidnowsEfEER1S. BitlockerfE ARL

Windows Platform Binary Table

1. Windowsftg

SIFER

Application,

NRFEWPBTERE | NEIIEE

ARG E EHRAIENS

-

OHYNative

. 1ZIhgecfiiWindowsE&fE=158F#0Bitlocker,

2
3. £3INative Appikiass

4. BERTHIERENDEG. IXENER.

5 S19%2 | AILURIIWPBTHY

. IBIHEMUEFIE
ACPIZH.

2, BrlEse.

! R NEILAXZFT S B HRAR?

A 6 v

mATEE B

TxBEEEIES,

= N REBEEETE T WIN10 2004 .

B2, E—1 PSISERVICE (3211) , L¥KK{ELA: C:\Program Filesy mm mPS!

$% % 7, A

] (3ERER)

HEE1EK https://query B Im/hid_and_common/v2/CheckEx.action?latest=true

LRAGRRB REMREN B H M.

WTERRERSR

HI (BRI uninstall.exe). R A: MERFKT. BRWXT . EBMEIDHINT .

FIABRREE, BEARNEDERBEIRA OS FAERFEFMEER—T service?
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