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Mitsubishi Electric has fixed this vulnerability in the following products:

e MELSEC-Q Series QJ71E71-100: First five digits of serial number 24062 and later

> iﬂg__}?i ' rx] iﬁ% E 1q:igéé]\d' . o MELSEC-L Series LJ71E71-100: First five digits of serial number 24062 and later
B - - 4 e MELSECIiQ-R Series RD81MES96N: firmware Version 09 and later
> 7 \——}f-l\ v =] JALAZ E = = R For more information on how to patch individual systems, pleasgcontact Mitsubishi Electric support.
2o LIz BANMEHIRES NEK ;
If updating to a fixed version is not possible, Mitsubishi Electric recommends users take the following mitigations to minimize risk:
> o] ""'.L)'LQ H 1ﬂ1§¢ Tﬁﬂ:,Xl,Béiﬁi ] e Use a firewall, virtual private network (VPN), web application firewall (WAF), etc. to prevent unauthorized access when Internet access is required.
= X =2 1 =J12K WE 2 J e Use within a LAN and block access from untrusted networks and hosts through firewalls.
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| 6ES7 215-1AG40-0XB0 V04.05.02.upd Tablel Common PLC operating system

o PLC Operating System

Allen-Bradley PLCS5 Microware OS-9

| 6ES7 288-15R20-0AA0 V02.05.01.upd Allen-Bradley ControlLogix VxWorks

Emerson DeltaV VxWorks
Schneider Modicon Quantum VxWorks
Yokogawa FA-M3 Linux

Wago 750 Linux

PLC reference platform QONX Neutrino
Siemens SIMATIC WinAC RTX Microsoft Windows

| BMEH582040 FW SV03.10.Idx
| BMEH582040S FW SV03.10.ldx
.| BMEH584040 FW SV03.10.Idx
.| BMEH584040S FW SV03.10.Idx
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> mRALMES : iZzMiEiREFETEER |, SR
RPMES ;

> BRAATERES | ZMRREFETEER , A6Ef
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CVE-2020-15782

CWE-119 Improper Restriction of Operations within the Bounds of a Memory Buffer
CVSS v3.1 Score: 8.1

Affected devices are vulnerable to a memory protection bypass through a specific operation. A remote unauthenticated
attacker with network access to TCP port 102 could potentially write arbitrary data and code to protected memory areas or
read sensitive data to launch further attacks.

Today, Siemens released advisory SSA-434534 that notifies its users of this vulnerability. Siemens also released updates for
various products, including S7-1500 and S7-1200, that remediate the vulnerability. Users are urged to update to the latest
versions. The company said it is preparing further updates for products where updates are not yet available; Siemens also
pr

PLC memory address

Definition

The appropriate product category » Programmable Controllers

A physical address in RAM in the CPU Unit. Setting a PLC memory address in
an index register (IR0 to IR15) enables indirect addressing of /O memory. It is
different form an address in the /O memory (user addresses by area, such as
D100 or W100) that is specified for an instruction operand.

B RAFRRRERRT LA A RIZENEH 4

> [EREFRFNEEFRS , EiZiR4 LHRENENY ;
> SHBRANEERSE , EZHERPAISE LI
B4 , BMEEHBHREATIN ;
PLC SSS

Control logic program

/\ Firmware
/ \

CPU Hardware

Volatile Mem || SD-Card
Interfacing with
physical process
I RV
V

Physical process
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int (_ fastcall *v9

int result; // r
intlée v1l; // r:

21[5] | (a1[6] << 8);
1[1] | (a1[2] << 8) | (a1[3] << 16) | (al[4] << 24);
32 > 6u )

case @x26u:
pu_DataDicticnary(al, v59, a3
return ( BYTE *)exh EndTry(vel

case @x27u:
pu_DataDicticnaryPrelocad(zl,
return ( BYTE *)exh EndTry(vel

if ( (a1[5] | (a1[6] << 8)) + 3 > (unsigned int)(unsigned
goto LABEL_8;
LS|LABEL 4:

3 = (int (_ fastcall
if ( !'*off_11DA34 )
goto LABEL_9;
goto LABEL_S;

}
pumem_error(@x129F3A, @xFFFF8@838, @);
if ( (a1[5] | (a1[6] << 8)) + 3 <= (unsigned int)(unsignec
goto LABEL 4;
1|LABEL_8:
pumem_error(@x129F3F, @xFFFF38@88, v7);
9 = (int (__fastcall *)(int, int, DWORD))*off_11DA34;
if ( !*off_11DA84 )
goto LABEL_9;
9|LABEL_5:
if ((vo(vs, v7, @) !=1)
31 return pumem_error(@x129F58, @xFFFF9B9@, al[5] | (a1[6] << 8));
32|LABEL_9:

“Y(int, int, DWORD))*off_11DA34;

case ©@x23u:

pu_ReadPhysicalAddress(al,

return ( BYTE *)exh _EndTry(vel
case ©@x29u:

if (a5 !1=2)

pumem error(1200906, -32638, 0);

pu WritePhysicalAddress(al, v59, a3, a

return (_BYTE *)exh_EndTry(v6l, &v63);
case Ox2Au:

pu_BrowseEvents(al, v59, a3, a

return (_BYTE *)exh_EndTry(v&l

<
<

= memcpy s(a3 + 3, (unsigned  intl6)*a4, v3, al[5] | (a1[6] << 8));
*:"' _2;

21[5] | (a1[6] << 8);

21[5]5

HIBYTE(v11);

1+ 33

réturn 'eal{;g

3[1]
;T2]

> 0x28/3iZEDIEHENLAYTNEERD | ZINEEISRIIT AT EE B vli#1T ;

> EHUEIIRIHE R3S RYTNEE | iR B LIRSS 2B bl Xiai# 7R
HI RN AFEUE ;

> [SIEFE0x28)5EMS S 1ARNERIRY . AETZACIEZENHELIEFNEERY size BY BT XY Ox5A Session key 0x28 address size
RFEEE2ERdump;
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Vulnerability CVE-2019-13945

There is an access mode used during manufacturing of the affected devices that allows additional
diagnostic functionality.

The security vulnerability could be exploited by an attacker with physical access to the UART interface

during boot process.

iZmiREFERBEER , A MR ZmEE ; CVSS v3.1 Base Score 6.8
e CVSS Vector CVSS:3.1/AV:P/AC:L/PR:N/ULIN/S:U/C:H/I:H/A:H/E:P/RL:U/RC:C
lzlﬁiﬁlﬂgﬁﬁi%yg TH&E CWE CWE-749: Exposed Dangerous Method or Function

°
[ |

PLC_ERIURATIFIRIGIRITIGE =—MEiELIEE ; Affected Product and Versions

UARTH':H%‘HE‘EHﬁlI}JﬁEg@ﬂﬂfﬁﬁEEPLCE':] oA, 8 SIMATIC S7-1200 CPU family V4.x (incl. SIPLUS | Update to version >= V4.4.1[andJFunction State

variants)
E}EEQZEﬁLEEnp‘ﬂ 3 I:I:Izzi;‘j'ﬂ-& All versions with Function State (FS) < 1
ZimiFAMIFFE T S7-1200F5PLC , BRITFETS7-200 SMART SIMATIC S7-1200 CPU family < V4.x | Firmware versions less than V4.x cannot be up-
[ (incl SIPLUS variants): dated.
,?ﬁ]PLC All versions For remediation see the recommendations from
HFizee EsAnHE , Bikhin LXKt =IR1EPLCAR section “Workarounds and Mitigations”.
‘“‘E’ﬂn H . SIMATIC S7-200 SMART CPU ST20 (6ES7 288- | Update to version >= V2.5.1the latest boot
! 1ST20-0AA0): loader version

IEfbPLCE A BEfMA , ElLCVE All versions <= V2.5.0 and Function State (FS) <

{ ’*

ZRARTEENT , Ree
ERTRIES ;

SIMATIC S7-200 SMART CPU ST30 (6ES7 288- | Update to version >= V2.5.1 and the latest boot
1ST30-0AA0): loader version

All versions <= V2.5.0 and Function State (FS) <
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¥+ =ENEX
Ali Abbasi @AlixAbbasi - 202052858
Our Siemens S7 PLCs Bootloader Arbitrary Code Exec Util repo is updated.
The repo now contains usage examples & memory dump functionality.
Currently, we only support bootloader v4.2.1 while Siemens latest version is

ivmiie) B SEFRRITNRE

> BITESNE ;

> AFELE , NRERIHTEEXH

> Elffdump iR S HTENHEC S fuzzing AN BT IRiRIZHE | C @ github.com/RUB-SysSec/SiemensS7-Bootloader

> BARAGFXEEEREE | SHXHEER () Frodiay Team Emerprise Explore v Marterplace Pricing Search
> EEARASAEECBESE ;

H RUB-SysSec/ SiemensS7-Bootloader ' Public

¢{> Code () lIssues 1 I Pullrequests () Actions [ Projects [ Wiki @ Security |~ Insights

Ali Add files via upload @a88505 on 4 Dec 2020 Y 11 commits

payloads Initial release
. ics Add files via upload
DEMO 4: Dumping S7 PLC RAM . A
tools/powersupply Usage Manual

To dump the PLC memory, we would recommend to first turn on the PLC for few seconds, to let the PLC copy gitignore Usage Manual

contents of the NAND flash to the RAM (alternatively you can wait as long as you want!). We specially designed -- README.md Fixing some typos

powersupply-delay argument in our utility for this purpose. We use dump mode in our utility followed by -a client.py Initial release
argument which user supplies address to dump and -1 argument for the byte size. client.sh initial release

start.sh Initial release


https://github.com/RUB-SysSec/SiemensS7-Bootloader
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WIREE -
> A clientifER{FIAISFIPLCIZFURATIE]. HBiES
HIRIRILNEBST ;

> UARTIE[{ESEIRS7-1200F 5! PLCRICIRI—{N ;

> BiREFIRRIESIREFZ I clientintEFFEERY ;

> ClientindR{FIMIERI AR IEERMBE FLinuxkIHRO
ENEHIER R EESHRS ;

Memory Dump
Hardware Tool
Memory Dump Client
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1 {E(EAREcientBIBIR T , WHAIEENSIERIPLCSE ?

> BE5ctfiilclient35H)BootLoaderkffg 4~ 734.2.1 ;

> BootLoaderfRAF057-1200ESRR A —FF ;

> BootLoaderhRA~F1S7-1200551PLCAY ;

> BEISIE S : S7-1215¢ R 5B FS A6 A BootLoader fR AT S
clientBJ97E ;

> W18 BootLoaderf"E@Vv4.2.1 , MIFTFEEEHLERE]

[ )

$7-1214C FS=4fYBootLoaderhRAFIVv4.1.2

6
\x05CPU®
[+] Got connection

ge .
[*] sending packet: 0200fe

[¥] sending packet: 04803bc27f
Writing 0000/0124

[*] sending packet: 18845a2¢00030100ffffffffffffffffffffffffffffffffes

$7-1212C FS=10fYBootLoaderff4A~7JVv4.2.3

ARRAINTUIT L

6
\x05CPUY
[+] Got connection

[*] sending packet: 0200fe

[*] sending packet: 04803bc27f

S7-1215C FS=6H!BootLoaderkRA7

AAAAMFGT 1
0

AAAAMFGT1
-

NEWAKo g
[+] Got connection

I[*] sending packet: ©200fe

[*] sending packet: 04803bc27f
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class remote():

def init (self,com):

self.com = com

self.ser=serial.Serial(port=com, baudrate=38400, bytesize=8, parity="E', stopbits=1, timeout=0.3)
def send(self,data):

#hexdump(data)

self.ser.write(data)
def recv(self,size,timeout=0.3,mode=1):

o = N : i
ELinuxIMR TR ZEI IRER ONSESERZFLIEA ek s
p. ase . data=self.ser.read(size)

EI% ' yuﬁﬁglk ? #hexdump(data)

return data

else:
while True:
count = self.ser.inWaiting()

> HEEEAM , RAvGgERELnuxIBIR TFUSB2TTLEZE R if count >= size :

data = self.ser.read(size)

. ‘ if data != None and len(data)>@:
DEEW DEE‘tﬁgﬂjimlﬂiﬂiﬂ : #hexdump(data) >

return data

- REERESZE , TR , EfEtEWindows
HB5 i&?ii&;&"&&ﬂpﬁjﬁg;ﬂig&‘ﬂ%ﬁ - answ = [s.recv(256, timeout=0.3,mode=0)

hexdump (answ)

if Len(answ) > 3:
#print(answ)
args = parser.parse_args() if not answ.startswith("\5-CPU"):
answ += [s.recv(256)
hexdump(answ)
assert(answ.startswith("\5-CPU"))
#s. unrecv(answ)

# We are currently using pwntools for the connection as those

# proved to be reliable. We may want to refactor this.
s = remote('com6"') #UART TTL COM

handle_conn(4, args.action, args)
preak

print("Done.")
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if args.switch_power:
pc=powercontrol('com4') #control Power COM SIEMENS
pc.poweroff()

print("[+] Turned off power supply, sleeping")

time.sleep(1) l

3 PLOEZERIREHIEMAZ(FH ? LRES AT EHBE |

/b pc.poweron()
E ? EA;E*“ ? print("[+] Turned on power supply again")

print args.powersupply delay

> EdumpAEFERIRRRRIRIEHRIEERiLflashrhRIRSEE S 3PINE time. <1eep(angs. powersupply_delay)
FIRAMAR |, FAEBFIAIZBRMRAMAPIERAE ; (;dl """""" )
> E—IXEEE EBENTiL , L EBATIEERINIT30s ; e (o 25y
> BIREEE LBENRT FF AR il e poneron()
dumpF , BTEBBRSEINA250ms AR , [EEE<HA L ;
> ZHlETE LB ANERS RERTFRHERR T RmIZER

print("[+] Successfully turned on power supply")

2 ‘ol ,' 'n' : .
1 e () SSRERE | ==
—4 /[ OUT3 || ouTz ]| [ouTi]

Wl toee e ( 1int RS232/RS485%5 37 itk s 22 4oy s
= um*ﬁtﬂiﬁ]ﬂ' ; RELAY CoyrnoLLffﬂ

= —
N 3 3 = fw_l:)_: LY — r'— —— ——— = AN
COLTESET RN | 5 .L~H 04 | DCSVIDGT 3e0—]
[ INPUT [ = ouﬂ ‘ . : 1‘1’{,‘?;}& -—, B '

LED IN NO COM NC LED

T ey A
. )/ g '. ‘ | Y

N7

‘ u ] €&
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python client.py --switch-power --
powersupply-delay=20 dump -a
0x00 -1 0x08000000

D:\test\1215C dumpRAM>python client. py ——switch—power —powersupply—delay=20 dump —a O0x
0000 -1 10240

Start address

\4

Dump size
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33D0h: 00 04 33 E4 00 04 00 40 00 00 04 F4 00 00 00 01 ..3&...8.:.6....

o

U [
M O «

8D 00 5C EB 0 87 E1 20 00 O B FE 36 7A Startup mem_dump_ 00000000 _08000000 mem_dump_00000000 08000000 V4.5.1 x
AO 80 00 El1 O OS5 EB FE 36 € FF 90 70 '

4:3380h: 00 04 33 A8/00 04 33 98 00 00 00 00 00 00 75 D8 ..3..3"...... uo
o n ™ . | ~ - " ~ " o
SD 00 SC EB & 74 E3 A0 20 ¢ 8D 30 18 30h: 00 00 00 01/00 00 00 00 2E 65 78 65 63 SF 69 6E ......... exec_in
A0 10 02 E6 0 70 E3 A0 00 2 8D CO SC 4:33A0h: SF 6C 6F 6D 65 6D 00 00 00 04 33 CC 00 04 33 CO _lomenm....3I..3A
83 52 27 E3 0 00 E1 BO 30 1 A0 90 0O 4:3380h: 00 04 00 00|00 00 00 40 00 00 00 01 00 00 00 00 ....... B
: i s = £ h: 2E 62 69 74 61 62 6C 65 00 00 00 00 00 04 33 FO .bitable T
A Vo < £ /

» O On
) L

=™ ™ ™

» 0 W M o«

’
!
&
-
")
-
0
>
-~
c'.
-
-
2
&
&
\ﬂ
-
-

w
W P oo wp

1 EB F
3 E2 8
0 ] E1 A
10 CF 62 1 )l E6 F {7
12 1 23 B8 E1 DD 13 BA E1 A0 00 O 4:33E0h: 00 00 00 00 2E 73 64 72 61 6D 65 78 65 63 00 00 ..... cdramexec. .
01 26 3 52 01 FA 00 00 1A E3 SB 00 01 & 1:33F0h: 00 04 34 14 00 04 34 08 00 04 05 40 00 00 00 08 .. 4...4....@....
e it i Sl licd ol it B 1:3400h: 00 00 00 01 00 00 00 00 2E 73 79 73 63 61 6C 6C  ........
00 00 E3 50 00 02 92 8F 10 98 9A 00 00 00 s 4:3410h: 00 00 00 00 00 04 34 38 00 04 34 2C 00 04 1040 ......
8F 10 E2 8D 00 SC E1 AO 20 OA E1 AO 38 25 | &..A&..\ . 1:3420h: 00 00 23 10 00 00 00 21 00 00 00 00 2E 74 68 SF ..#....!
- - y o S . " : 4:3430h: 69 6E 69 74 69 61 6C 00 00 04 34 5C 05 04 34 50 ‘
F 1 2 8F ) E2 . F1 A0 28 2% { <
FE10 e L LRt Lot e ML a..Ja...a.F 4:3440h: 00 04 33 80 00 00 03 B8 00 00 00 22 00 00 00 00 L2%... ..."...
B FE 10 E2 8D 00 SC EB FE 36 4F E¢& EF 40 70 cp. . \& *VYEP 1:3450h: 2E 73 65 63 69 6E 66 6F 00 00 %U 00 00 04 34 .secinfo.....
E2 8D 00 EB FE 36 4C E6 FF 30 70 E2 8D 00 SC a&..<&pé€Lay0pa..\ 4:3460h: 00 04 34 74 00 04 37 40 00 Su 00 00 00 00 ' 7@
£2 8D 00 11 E2 8D 20 3C E1 AO 00 06 El A0 18 25 & R g 4:3470h: 00 00 00 00 2E 66 69 78 G1 64 64 00 e 00 .... €ixaddr....
LC OL UU 41 Lo OU 2V SL L1 AV VU Vb Ei AV 10 <9 ':°--¢f- "C_‘~ el 1:3480h: 00 04 34 A4 00 04 34 98 00 04 37 40 00 00 00 .40..47..7@....
EB 01 27 SB E2 85 S8 01 E1 AO 08 25 E1 SO 00 OB . ja X.a .sapy. 4:3490h: 00 00 00 04 00 000 00 66 6978 r i Yl 41 L AR . .fixtype
GA FF FF F1 FA 00 00 00 EB 0Ol 25 49 E2 8D DF 77 RO AS = : 1AOh: 00 00 00 00 DO 04 34 C4 |00 04 34 BCJ00 04 37 40 ...:..4A..4%..7@
.. e ~. o = }: 34B( 00 FA 39 COJUU UU UU 41 UU UU UU WU 2E 74 65 78 .U9A...!..... tex
ES BD SF FO EECEEENOIULTNONE 2C 20 33 3D 4:34C0h: 74 00 00 og U4 34 £4 UU U4 34 UC 0C-FE 71 00 REEN.. 4a..4U0.pq.
41 54 49 43 20 53 37 2C 20 €9 74 €5 72 61 1:34D0h: 00 42 F4 3C|00 OU™®6-22 /00 00 00 00 2E 72 6F 64 .BE%. . "..... rod
C 2C 20 58 25 31 75 00 5G 5 5 2C || 1 1:34E0h: 61 74 61 00 00 04 35 04 FC 01 41 65 40 ata...S5...4u.Ael
f- _L: R ‘:’ ,° = :’: f? fs °E_: = - _ 4:34F0h: 00 07 46 E8 00 00 00 2A 00 00 O IE 6461 74 Fh.. k... dat
20 53 49 4D 41 >4 495 43 53 37 2C 20 45 63 SIMATIC 5 1:3500h: 61 00 00 00 00 04 35 2C 00 04 35 1C 01 =€ N 5,..5..H~(
€S 72 6E 65 74 20 SO0 6F 72 74 2 20 58 25 75 3510h: 00 00 00 00 /00 00 00 04 00 00 00 00 2E 74 6C 3. - v v s onvnes
20 50 25 31 75 52 00 00 53 69 65 6D 65 6E 73 2C  P%luR..Siemens, Pt vy vy R R T [ R T T I T T I R
20 53 49 4D 41 54 49 43 53 2C 20 45 68 SIMATIC 57, Ech 1:3540h: 00 00 00 00 2E 62 73 73 00 00 00 00 00 04 35 74 ..... 1T D S5t
€5 72 6F €5 74 20 S0 €F 74 20 58 25 75 rnet Port, X%lu 4:3550h: 00 04 35 64 02 93 2E F8 00 00 00 00 00 00 00 04 ..5d.".@........
50 50 25 31 75 00 00 00 = 74 2D 2¢ 33 Py 1 e 1:3560h: 00 00 00 00 2E 74 6C 73 2E 63 6F 6E 64 2E 62 73 ..... tls.cond.bs
NN e D I U 2l Lo - "'5‘*’“'3‘ U 1:3570h: 73 00 00 00 00 04 35 9C 00 04 35 8C 03 64 10 40 s..... 5e..5E.d.@
64 00 00 00 E9 2D 40 30 E1 A0 DO ES5 DO 00 09 d...é-@Q0& R.a3®.. 4:3580h: 03 F8 B9 14 00 00 00 OC 00 00 00 00 2E 75 6E 69 .0"'.......... uni
A E2 50 50 00 03 AO €5 03 A0 07 ' 1:3590h: 6E 69 74 69 61 6C 69 7A 65 64 00 00 00 04 35 CC nitialized....5I
B ES 8 E2 SC

Module=1215C DC/DC/DC FW Version=V4.5.1

[
W
.
" «
-

[ &

(-

™

wn

O

O
(-

BREE
s text 0x00043740 Ox00FA39C0 LD ER
> D 3 IIV)128M ; :
umpHIPITFARNA128MF T ‘ rodata Ox0OFE7100 0x0042F43C RiZ #?E
> RFPREE TiERAIBootloader{Lig128K ; data 0x01416540 0x000746E8 T HE Ex
>  SecinfollJ{=EEBU ST iEER R EME | GBS : tls.cond.data Ox0148AC?28 _
> AEhEATEERE. BREE. BEEPEBhashED. MRS ; = R
FHES 3 =F. INIRAGFRIAEhashiSE. BT | tls.cond.bss 0x02932EF8 o000 | ]
uninitialized 0x03641040 0x03F8B914 -
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> SirEHRILIRE X L1zr3, A LASE Il —E X R B S7-
120025 B up BN IFEGETZ

> FHes7CommPlusti¥ AL IEER ST  FIARTFSHITH
A LA#ITRIRIZHE ;

> thEt8hashilE , AJLAFIpass the hashGRidiplal{R
RS ;

> trMiniwebthiX B8RS . WILAGS S SHHFER
H{Tfuzzingifllial ;

> S ASHRERKIRAVELAM | LbanEftitdie. 0
BESE , MAREGNFHITIEESIER R ;

Function name

7| sub FDE498
7| sub FDE4F4
7] nullsub_947
7] sub FDE714
7] nullsub_948
7] nullsub_946
7] sub FDE7B8
7] sub_FDEB1C
|7 sub_FDEBBC
7] sub_FDEBDS
7] sub_FDEBEO
7] nullsub_960
7] nullsub 969
7] nullsub 972
7] sub_FDEA30
7] sub_FDEA38
7] sub FDEA40
7] sub FDEA48
7] sub FDEA50
7| sub FDEB34
7| sub FDEB3C
7| sub FDEB44
7| sub FDEBA4C
sub FDEB54
7| sub FDEBSC
7] sub FDEB64
7] sub_FDEB6C
7] sub_FDEB7C
7] sub FDEB84

1 <uh FNFRAC
<

Line 71750 of 71867

{

HIDWORD(v4) = sub_72328(-4, 7, 38, 210,

return HIDWORD(v4);
1
J
2 = sub_4B2CC4(236, a1[7], @);
if (vi2)
= sub_56@C3C(

.
- [29]:
"12.35.2"

>
"OMSP_12.00.00.02_35.02.00.01",

dword_1@A4QEC,
&dword_10A410C,
&dword_10A410C,
-1);

51[25] =

if ( 1vi2 )

{

HIDWORD(v4) = sub_72328(-4, 7, 38, 219,

return HIDWORD(v4);
1
}

3 = sub_4B2CC4(108, z1[7], @);
if (vi3)

= sub_561C74();

21[26] =
if (! )
{

HIDWORD(v4) = sub_72328(-4, 7, 38, 225,

return HIDWORD(v4);
}

4 = sub_4B2CC4(108, al[7], @);
if ((via)

= sub_561C74();

31[27] = vi4;
if (! )
{

HIDWORD(v4) = sub_72328(-4, 7, 38, 231,

return HIDWORD(v4);
1
s
= sub_4B2CC4(108, al[7], @);
if ( )
= sub_561C74();
21[28] = v15;

00517D08 sub_S517B08:192 (517D08)
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FUNCTION_BLOCK FB_EOF % Resources |
_ B E-{ 4 Global Variables /

FBE_EOF - @@ Global_Variables Insert standard command

=Net Id bBusy . Varnable_Configuration VaR_CC

: I . t
hile bError B (2] library lecSfe.lib 2.6.14 11:37:46: glo e ook
bExecute nErrId << ) ) P'g
tTimeout BEOF Iw Alarm configuration resetprgorg

%DB1 : reload

“file_read_1" , _ : getprgprop
The function block "FB EOF" tests for the end-of-file. :
FileReadC -

@ |PLC - Browser fledr |
flleco

ER VAR_INPUT :

Done —ialse 89 PLC Confiquration
Busy =

-
Error —ifalse Flle ACCQSS
Status 16%#0
ResultLength

y 3.5.7.0 (35 - Smart Software Solubions GmbH) = +48 SysDir, 3.5.8.0 (System)
+13 CAA Fle = CAA Fie, 3.5.11.0 (CAA Techrical Workgroup) i CmpErrors2 Interfaces, * (System)

-

a8 SysOv, 3.5.8.0 (System)
¥ 48 CAA Async Manager = CAA Async Manager Extern, 3 v 5 52 interfaces, * (System) »13 |SysFie, 3.5.9.0 (System)
¢ 48 CAA Bahaviour Model = CAA Bahaviour Model, 3.5.11

¢ +8 CAA ResMan = CAA Ressource Manager Extern, 3.5

0 A

o3 SysTypes2 Interfaces, * (System)

¥ Syshw, 2.5.8.0 (System)

o'ﬁ

s DrFleTme

o
-
J

= Y CAA Fle, 1.5 11.0 (CAA Tedrycal Workprowp) 'I

Q

%B2 * L CAAFe

“FileWriteC_SFB_ ¢ J Enums
DB"

FileWriteC

= J Functon Blodks

* ) Drectory

ENO
Done

* ) Fie
- Functiors

Error alse 8] GetProperty
Status 1650 + J Gobal Variables

ResultLength J + L Stucts
* J Lbrary Informaton

W Sxamples SysOwSetCurrent 8] SysFieGetath

PICHHRI N HIRIF— R XA HIRE , ERNR 5] sysFieGetpos

] SysFileGetSize
?;'j.txt/ .csv/.log B] SysFleGetSizetyHande

ERGENEFREMIECR. NAMEER. £RS |
Wi

Busy
SysDrGetCurrent

SysDrOpen

SysDufRead

SysOrRename B] SysFleGetName2

=
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=F3 A= N e
e e At StpePoi B T

v RIS | 915 v SeESPLCRFTER v BESHEUHistThEE v BFRHES NS Y LRI BN DE

THEARBREEN diskif# ; FEIE ; FTERR BRI i

SR IHEE ; v ZFdiskh B SHIR v WE RIS listTh i ; UL CIIPSET ol 27=) - w
v S3HTACS00Z{4 IBE S w5 REAMAI S BIRL v ARG EIRY R BRI TR

Codesys {4 LIRERIZ v B B RS FER #; {4 PLCHRIE T PC #;

& diskif# ; v HEI— R AT LA o ?
v AESRIHES N IEdisk FEEFEZY

EREESEE ; HERUSIE ;
v BT IES M v BRI RIS

EF ; X1zl ;
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7 PLC_ACS00_V2 X
CPUIZHR

SR

EsH=!

PLCI#i28
PMS64-ETHEH

PM564-ETHRE {5

IYNE TR L

ER

LT fash/Picimage.dat ramdisk/tt
File copied size 2031616

AFRERXXEN X

> Filecopyig$|

k% W E 55— XLk

> HIENNXEEEFashRl] , ENZERRESERE
BXI (Fla0Picimage.datd {4 )

W34S

7 PLC_AC500_Vv2 x

CPUIZHF
HIHER
AR

PLCHNAS 28

PM564-ETHZ$T

PMS564-ETHRE {3

TN TR e

=8

—#RE , RREIEGFEENE NE<SER

filecopy flash/User2.dat ramdisk/iittt

File copied size O

> SIEMRISERE ashhRT , ENIEERKESERERXMHXIVAO0 ;

> BEUCF

AXMAEATLAME=IIE BRI BT gz ;
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MRS AT Rere BN EN A

7 PLC_ACS00 V2 X
CPUIZHR

filecopy flash/Firmware.bin ramdisk/Firmware.bin

SRR File copied size 1572864
WAEER

PLCHIB SR

PMS64-ETHES 4]

PMS64-ETHRE{F

VNG T

=5

> FALERNGZE | IBIEERE Afirmware , XIHFRENARS

Load progect kom FPLC . 1088716

HAY.bin , RIS

I ; REEEATEXDANS , EUERM ELLEES

= CoDeSys - Application. AC500PRO
File Edit Project Insert Extras Online Window Help

=] B togn

Logout
-4 POUs

E'] PLC_PHG [PRG] Download
Run

Stop
Reset
Reset (cold)

Reset (original)

Toggle Breakpoint
Breakpoint Dialog

Single Cycle

Write Values
Force Values
Release Force

Write/Force-Dialog
Show Call Stack...
ulation Mode
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