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云安全基础
Cloud�Security�Basics

01



云模式



Google�Cloud�Platform�(GCP)�
● ✻雦皾✻㶸⪰㣐侨䰘㢅椚⟄⿺劼㐼㷖⛴կ
● 㼆✵霃㢊♸剪⸉㐼㖲⢪欽㺙瀦㷖皊ぜ(cryptographic�signatures)歋炽⟝㽻紩낉霆BIOSⰻ呍♸Ꞥ⫸涸模侮䚍
● 侨䰘务䗱⚚呔盗䱽〫剣湱Ⱒ➃プ〳⟄鵳ⴀ䎇⟄欰暟暵䖄ꆄ㾩确崵㐼䶑⫸㣢瘝倰岁䱽ⵖ暟椚㸝Ⰼկ



GCP餴彂盗椚꣌㽻卹匬
● Organization蒜挿

● 霪蒜挿盗椚プ〳盗椚䨾剣㶩蒜挿կ鼙⯝猽㺙⚁呩(shadow�project)䧴罏㖑♴盗椚プ(rouge�admins)
● Folder蒜挿

● 䲿⣘鿈Ꟍ⛓ꢂ涸ꥬ猌㽻嫱㥵霄꡼䱽ⵖ瘻殜կ
● Projects蒜挿

● 盗椚餴彂涸㛇炄蒜挿
● Resources蒜挿

● 剒䏀㽻涸㛇劥⯋⟝匬䧭✫侮⚡google✻剪⸉
● 㔋㣐碫涸ぐ猫剪⸉⺫䭍贞䬾劼K8S⚍꧋✻㶸⪰BigQuery劼㐼㷖⛴剪⸉〄䋒雧ꢓ剪⸉˘瘝
● 昿蒜挿䗳곢僽Project蒜挿

Organization

Folder

Projects

Folder Folder

Projects Projects



GCP�勉ꣳ
● 勉ꣳⱿ㹁✫♧⚡⸓⡲腊や㼆餴彂䪄遤կ勉ꣳ涸呔䒭僽剪⸉.餴彂.⸓霒 (service.resource.verb)�⚿⢾⢵霹
pubsub.subscriptions.consume

● 㥵卓銳⢪欽Pub/Sub涸 topics.publish()齡⛎䗳곢銳剣pubsub.topics.publish�鵯⚡勉ꣳ



GCP�魧⼝♸㶸》䱽ⵖ(Identity�and�Access�Manamgemt)
● 㨼䩯➃(Principle).�〳⟄僽欽䨪餖〿(User�account)䧴罏剪⸉餖〿(Service�Account)կ⟄齱盲⢵去邍կ
● 錭蒀(Role).�勉ꣳ䎇♶湬䱹霃㹁㖈㨼䩯➃(Principle)⛓♳罜僽霃㹁絛錭蒀(role)կ錭蒀(Role)僽勉ꣳ涸꧋ざկ勉ꣳⱿ㹁僽
や〳⟄㶸》厤⚡餴彂կ䔲盗椚プ䪾錭蒀(role)䭷㹁絛厤⚡㨼䩯➃⛲䪾錭蒀涸勉ꣳ䒓絛✫霪㨼䩯➃կ

● 瘻殜(Policy).�⺫ゎ✫㨼䩯➃(principle)♸錭蒀(role)涸絓㹁(binding)կ



GCP�IAM�:�錭蒀 (Role)
● 荈㹁⛐錭蒀(Customized�Role)

● 欽䨪荈雧錭蒀涸勉ꣳ
● 곫㹁⛐錭蒀(Predefined�Role)

● GCP곫㹁⛐涸絈磜䏞餴彂紩ⵆ涸錭蒀嫱㥵bigquery.adminspanner.databaseReadercloudsql.editor˘etc
● 㛇劥錭蒀(Basic�Role)

● 䪾䨾剣錭蒀皍⻊⚹♲猫䭆剣罏(Owner)綘鳓罏(Editor)♸叅溏罏(Viewer)կ勉ꣳ㤛欽荛Projectꅽ䨾剣餴彂կ
● 䎇劢黽㸛剒㼭⻊勉ꣳ⾲太
● Project랾雩涸剪⸉餖䨪(Service�Account)僽綘鳓罏(Editor)կ



GCP�IAM♸餴彂꣌㽻卹匬
● GCP䲿⣘꣌㽻䒭涸餴彂䭆剣勉

● Ȿ瑲儗⟄勉ꣳ㣐涸⚹㛇ⲥկEx:�Bob剣Project�Editor♸
Resource�Owner勉ꣳ齡⛎Bob㼆✵霪餴彂剣Owner勉
ꣳկ

● Project紩ⵆ涸勉ꣳ〳⟄㶸》梡㖈劢⢵霪Project䏀♴涸
䨾剣餴彂կ



02 红蓝视角
Red�Team�and�Blue�Team



〳ⵄ欽涸Ⱆ䒓䱹〡

凐ꪪ涸⥌䜂怩峯 ꛚ됎余ⴁ Ⱖ➭

github,�pastbin˘etc

红队视角 : 渗透

齱⟝ ⴯䠑

紤ꢭ錠錭

RCE

SSRF Secret,�key



● 唬叅scope�of�VM�instance⟄⿺剪⸉餖〿SA�accounts涸勉ꣳ
● 㖈VM�instance♳䵂程〳腊涸key�filessecretsscriptskeywords�
● 㼆GCP缺盲⦝厷˘�enumeration�all�VM�instancesstroage�bucketsresources˘etc.
● IAM䲿勉䧴罏埇ぢ獴⸓
● 㶸》併䠭雴䜂
● 嗃Ⰶた꡶悶⠃

Post-exploitation�:�EnumerationAccessExfiltrate



餴彂 㸝Ⰼ

Databases:�Cloud�SQL SpannerBigtable Firestore�˘etc 㼋ⴀ䎇⚂⩓》侨䰘

Storage�Buckets 凐⸂卐⚿bucketぜ㶶屧怩劼㺙餴俱

Cloud�Key�Management�Services ⵄ欽〳㶸》涸㺙ꛬ鍒㺙 (劥㖑膃劥bash�history〳
腊剣KMS�API⿬侨㥵㺙ꛬぜ)

Custom�image 唬錠僽や剣怩峯霃㹁ꝡ霴䧴劼㺙餴雴

Cloud�Git 屧怩䧴嗃Ⰶ去瀦䪪㼊㸝Ⰼ怩峯

Write/Read�stackdriver�logging 雵䔶緸騟崨ぢsyslog嫦〵劼㐼䪄遤涸䭷⟁...etc.
⥝佖魷鼙唬崵

App�Engine Cloud�Functions Cloud�Run�(Serverless) 去瀦㶸》涸梠㞯」ꆀ〳腊䭷ぢkey�file�䧴罏
password

GCP�餴彂㸝ⰌⰢ禹



● ⚹✫倰⤑絛랾雩涸剪⸉餖䨪(Service�Account)幑⸈㣖㢴勉ꣳ
● ✲㹊♳랾雩剪⸉餖䨪涸勉ꣳ僽Project�level�editor䊺絑〳⟄ⵄ欽iam.ServiceAccount.ActAs⟄Ⱖ➭剪⸉餖䨪涸勉ꣳ
遤⸓鵳罜䲿勉

● 剪⸉餖䨪腊㢿㶸》Ⱖ➭Project涸餴彂鸣䧭埇ぢ獴⸓կ罜鵯❈餴彂鸑䌢僽嫱鳅ꅾ銳涸餴彂䩞⠔꨽銳騗⚁呩ⴔ❧

䌢錛涸♶㸝Ⰼ霃㹁



䲿勉倰岁♧蜦䖤token䧴罏⢪欽key�file

Attacker Project Owner
使用getServiceAccountToken使用本地找到的key file



䲿勉倰岁✳䒓倝劼㐼꣡⸈넞勉ꣳ剪⸉餖〿

Compute VM

Attacker Project Owner
iam.serviceaccounts.ActAs



DataProc

Attacker Project Editor

䲿勉倰岁♲ :�゗⸓剪⸉(DataProc/Composer˘etc)

DataProc.cluster.create
Default Compute 
Service Account

不需要
iam.serviceaccounts.ActAs
也沒有token



● 䖎ꦼ⨞ⵌ絟㼆㸝Ⰼ涸ꂁ縨
● Ⱆ剣✻䏐㣐⚂㢕练涸劼ⵖ霃雦♳涸♶模繠կ
● 㷖⛴涸䧭劥倝鵳➃プ涸雲絅կ
● ⚹宠倰⤑罜㼋荝涸勉ꣳ꡼곿♸ꂁ縨꡼곿
● 䨾⟄䒊雳⢪欽荈⸓⻊禹絡⿡港䱽䒗䌢邉駈㸝Ⰼ♳劢濼涸緃怩կ

㸝Ⰼ♸倰⤑涸⚙ꦼ



蓝队视角

Ⱆ䒓䱹〡

魧⼝霄꡼䱽ⵖⲸ㼭余ⴁ꬗ 餴彂霄꡼䱽ⵖ 港䱽ㄤ雵䔶

勉ꣳ

API霄꡼薴㔵

緸絞

㶸⪰

㹊傞港䱽

覰ꢭ錠錭



⥌䜂佐꧋

• 餴彂
• IAM
• ✲⟝
• 鵘遤傞梠㞯

⥌䜂㢅椚

• 侨䰘叻ⲥ⻊
• 鸑欽㶶媯
• 㛇✵侨䰘碫㘗ⴔ碫

㪭胇ⴔ區

• 䒓彂䒸乾
• 㛇✵Rego涸錞太
• 㹎雦䫣デ

㸝Ⰼ㹎雦呥卹



꫽䙖⥌䜂佐꧋
• API
• ⚺⸓䪊䲽

• 餴彂
• IAM

⸓䙖⥌䜂佐꧋
• 雵䔶
• ⸓䙖确ꛏ

• ✲⟝
• 鵘遤傞梠㞯

⥌䜂佐꧋垷㗌

⥌䜂佐꧋垷㗌



䱇勉㔐彷

ⵄ欽Terminal㔐彷㹊꣢欽䨪կ
㖈GCP涸雵䔶ꅽ♶⠔雵䔶⢪
欽剪⸉餖䨪鵳遤API❜✽涸㹊

꣢欽䨪⥌䜂կ

鵘遤傞梠㞯

o 姻㖈霄꡼涸侨䰘䎽ㄤ✻㶸⪰
o 併䠭⥌䜂
o 鵳玐ㄤ剪⸉

卐⚿唬崵

㖈GCP涸贞䬾劼务鵳遤API霄
꡼傞⠔⯓唬叅劥劼僽や〳⟄
霄꡼暵㹁涸APIⱄ歋API剪⸉
畮ⴼ倗欽䨪僽や剣霪API涸霄
꡼勉ꣳկ卐⚿劥劼〳⟄霄꡼涸
API♶⠔ⴀ梡㖈雵䔶ꅽկ

动态探针



03 安全建议
Suggestion�and�Best�Practice



● ♧菚䞔ⲃ♴㸝Ⰼ㹎雦〫腊䪪ⵌ剣僈儑꡼곿涸餴彂
○ ꣈抠㟖錞太⯈雽✫㣖㢴涸IP/畮〡/⼸雳
○ Service�Account�䭆剣✫㣖넞涸勉ꣳ嫱㥵 role/editor
○ 㼆✵暵㹁餴彂♶ず鿈꡶涸➃ず傞䭆剣admin勉ꣳ

● 㥵卓⴯䒊餴彂涸傞⦫腊僈烁涸歍僈餴彂涸欽鸀/꨽銳涸勉ꣳ

㸝Ⰼ䒊雳〳㹎雦涸✻梠㞯



5. 审计

4. 实现2. 介入

1. 需求

㸝Ⰼ䒊雳〳㹎雦涸✻梠㞯

用户

云管理员

管理平台

云基础设施工程师

资源

安全审计人员

3. 通知

6. 反馈



● 欽䨪꨽宠䧮꨽銳➢API剪⸉㐼♴鲿侨䰘կ
● ✻盗椚プ➝Ⰶ僈烁꨽宠կ

● 欽䨪剣API剪⸉㐼涸霄꡼勉ꣳկ
● 欽䨪⢪欽VM27勻蜦》侨䰘կ
● API剪⸉㐼〫䱹「ⵌ443畮〡涸TCPꝆ䱹կ

● ✻盗椚プ䚪絕欽䨪꨽宠䒊雳✻㛇炄䊨玐䋗⴯䒊꣈抠㟖錞太Allow-VM27-APIServer-TCP-443
● ✻㛇炄䊨玐䋗㹊梡鵯⚡錞太
{

Action:�Allow
Source:�10.0.0.27 #�IP�of�VM27
Destination:�10.0.2.111 #�IP�of�API�Server
Protocol:�TCP
Port:�443
˘

}

● 㸝Ⰼ㹎雦溏ⵌ鵯♧勵꣈抠㟖錞太傞鸑鵂錞太ぜㄤ錞太㹊梡〳⟄ⴼ倗鵯⚡꣈抠㟖錞太㖈忘駈欽䨪꨽宠涸ず傞尵剣䱇
✮⟣⡦㢴⡮涸勉ꣳկ

㸝Ⰼ䒊雳〳㹎雦涸✻梠㞯



● 鼙⯝㖈⽀♧餖〿鄄余ꤴ涸䞔ⲃ♴♶⠔剣㣖㣐涸䰀㣟կ
○ ⽀♧餖〿♶䎾霪ず傞䭆剣Cloud�KMS盗椚プ勉ꣳㄤCloud�KMS⸈鍒㺙(encrypt,�decrypt)勉ꣳկ

● Owner勉ꣳㄤeditor勉ꣳ鿪ず傞䭆剣〳⟄❡欰꡼곿涸勉ꣳ䗳곢ꣳⵖ㖈䖎㼱涸欽䨪♳կ

㸝Ⰼ䒊雳:�絈ⴔ餓⟣



● 䲀虛㼆嫦⚡贞䬾劼㹊欽暵㹁涸SSH�key罜♶僽㖈侮⚡ProjectꅽⰟ❧SSH�keyկ
● 贞䬾劼⯈雽鵶䱹⚮〡(Serial�Port)僽♧⚡ꬋ䌢⽭ꤗ涸鷥고կ㥵卓贞䬾劼⯈雽鸑鵂⚮〡鵶䱹齡㖈余ⴁ罏〳⟄絗䒓꣈抠㟖
ꣳⵖ湬䱹鵶䱹鵯〵贞䬾劼կ

● 嫱饰絛✮嫦⚡贞䬾劼♧⚡Ⱆ緸IP⢪欽餏鲿㖲邂〳⟄剣佪涸Ⲹ㼱余ⴁ꬗կ
● 㖈꣈抠㟖涸ⲥ雽幡⽀錞太务⢪欽ⲥ烁涸IP㖑㖧〳⟄剣佪涸Ⲹ㼱余ⴁ꬗կ

㸝Ⰼ䒊雳剒㼭⻊余ⴁ꬗



● API��Key鸑䌢〳⟄㖈㹐䨪畮䧴罏㶸佞API�key涸霃㢊务鄄霄꡼〳腊刿㺂僒鄄〄梡ㄤ游欽կ
● API��Key㖈⢪欽涸鵂玐务䖃䖃♶腊鳹霋⢪欽罏魧⼝䧴罏霼宠勻彂կ
● ⚹✫꣈姺API�key鄄欽勻余ⴁ〳⟄ꣳⵖ〫腊靈欽䭷㹁涸APIկ
● 䲀虛㹁劍刿倝API�key
● 䲀虛⢪欽叻ⲥ雩霆倰䒭(嫱㥵OAuth)》去API�key

㸝Ⰼ䒊雳Ⱒ✵API�key涸盗椚



● ⢪欽✻⾊㉁䲀虛涸㸝Ⰼ劼ⵖ
○ ⢪欽IAM⚹⚺銳涸䱇勉倰䒭
○ ⢪欽osLogin2FA

● 剒㼭勉ꣳ⾲太
● 絈ⴔ餓⟣⢪欽暵㹁涸餖䨪模䧭暵㹁涸⟣⸉
● 霫絈涸Log
● 剒㼭⻊余ⴁ꬗
● Key涸⢪欽錞薴
● 匬䒊〳㹎雦涸✻梠㞯

㸝Ⰼ䒊雳(欽䨩)�



● ꣭⡛勉ꣳ䱽ⵖ/霄꡼䱽ⵖ涸㢕练玐䏞(㷖⛴刼絁,�GCS涸⚙㤛㸝Ⰼ劼ⵖ,�VM涸Scope�˘etc)
● 䲿⣘〳⟄鷅彷ⵌ溫㹊欽䨪涸API霼宠

● 㖈GCP♳湡⵸䎇♶腊䲿⣘ⵌ⢪欽剪⸉餖䨪涸鵳遤API霼宠涸溫㹊欽䨪կ
● 雵䔶㣟餕涸API霼宠

● 欽䨪䲿勉涸鵂玐务䖃䖃⠔卐⚿䔲⵸剪⸉餖䨪涸勉ꣳ
● 荈⸓唬崵剪⸉餖䨪涸勉ꣳ

● 䭆剣涸勉ꣳVS�㹊꣢⢪欽ⵌ涸勉ꣳ
● 넞勉ꣳ欽䨪
● 㺈匠涸霄꡼䱽ⵖ (䒓佞㣖㢴涸ports)

㸝Ⰼ䒊雳剪⸉㉁




