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KCon Threat Hunting BMNFFIS

"The process of proactively and iteratively
searching through networks to detect and isolate
advanced threats that evade existing security
solutions. " — Wikipedia

"You should be able to leverage your tools or prod
ucts to detect high fidelity alerts which you identifi
ed previously. " — Carbon Black Researcher
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KCon Hunting with Provenance Graph (Cont.)
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—M3xf§l: CVe-20I17-0199

Table 2: Additional Routinely Exploited Vulnerabilities in 2021

CVE

Vendor and Product

Type

CVE-2021-42237

Sitecore XFP

RCE

CVE-2021-35464

ForgeRock OpenAM server

RCE

CVE-2021-2710¢

Accellion FTA

0S command execution

CVE-2021-2710

Accellion FTA

Server-side request forgery

CVE-2021-2710

Accellion FTA

S command execution

CVE-2021-2710

Accellion FTA

SQL injection

CVE-2021-21985

Viviware vCenter Server

RCE

CVE-2021-20038

SonicWall Secure Mobile Access (5MA)

RCE

CVE-2021-40444

Microsoft MSHTML

RCE

CVE-2021-34527

IMicrosoft Windows Print Spooler

RCE

CVE-2021-3156

Sudo

Privilege escalation

CVE-2021-27852

Checkbox Survey

Remote arbitrary code execution

CVE-2021-22893

Fulse Secure Pulse Connect Secure

Remote arbitrary code execution

CVE-2021-20016

Sonic\Wall SSLVPN SMA100

Improper SQL command
neutralization, allowing for credential
access

CVE-2021-1675

Windows Print Spooler

RCE

CVE-2020-2509

QNAP QTS and QuTS hero

Remote arbitrary code execution

CVE-2019-19781

Citrix Application Delivery Controller (ADC) and
Gateway

Arbitrary code execution

CVE-2019-18935

Frogress Telerik Ul for ASP.NET AJAX

Code execution

CVE-2018-0171

Cisco 105 Software and 105 XE Software

Remote arbitrary code execution

CVE-2017-11882

Microsoft Office

RCE

CVE-2017-0199

Microsoft Office

RCE
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KCon —mirfil: CVE-2017-0199 (Cont.)
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Firefox backdoor w/ Drakon in-memory: Firefox is

exploited by a malicious web site to execute an

O DARPAEFRIT RINB ZEIPAME, H= LHNEISIT

Design Choices

Firefox backdoor
m-memory payload. This provides a remote console for

the attacker.

Browser extension w/ Drakon dropper: Exploit the
Enfﬂmm'l I'It PO‘I I'It cnl'l‘ll‘ﬂl IBI"! victim system using a preexisting malicious Firefox
263hSm Browser extension

browser extension, drop and execute a malicious file

Critical Factors Pyramid ondisk

Phishing e-mail w/ executable attachment: A

Analysis and
Enforcement

Engine

Analysis and Enforcement
Dashboard

Data Handling System
Data Storage, Provisioning, Processing

Collection
Architecture

Executable malicious executable file was sent as an

attachment emailattachment, which, after opening, established a
connection to the attacker’s machine.
Nginx backdoor w/ Drakon im-memory (4 instances):

Malicious HTTP Attacker exploits Nginx server using a malicious HTTP
263h28m
request request. Nginx then downloads and executes several

Critical
Architecture
Factors

malicious files

=
8
2
@

Azazel: Using a preexisting user-level rootkit, the

Common Data Models

m
=]
©
3
S
<
=
:
=]

User-level rootkit attacker connected to the system using a remote shell

and ran reconnaissance commands.

TA1/TA2 Technology

Causal tags (metadata) Attributes

VNC attack: The red team made use of malware named
Ccleaner ransomware  ccleaner that was crafted to evade virus signatures, to

organize a highly stealthy ransomware attack
DESlg n IS sues Metasploit:Malware was downloaded and executed
15h28m
- usingMetasploit, giving the attacker remote access.
Recon w/ Metasploit

Attacker ran various reconnaissance commands using
this capability.
Firefox Drakon: In-memory exploit works with a

TCHARD4H

preexisting malicious kemel module for privilege
Kernel malware ) ) )
escalation. This allowed the attacker to compromise the

sshd server

Dropbear SSH: Using a pre-installed Trojan ssh server,

Dropbear Trojan the attacker logged into the wvictim, ran multiple

reconnaissance commands and exfiltrated the results.

TA1: RFTHEERSE
i, (RAZRIINERR
RERBBERIITAHE
giﬁﬂi‘iﬁﬂﬁﬁg*ﬂi

TA2: XKEX, 1SNSHIR
BIRESH, #HEAPT
WEAT AN SE
SHENLE.

TA3: Efl5eia
(RIETA1S TA2R9 T {Etf
[, RS ERIEIEIIR.
HIRTFHEEIRME.

TA4: $5RiRit
Qi AR E R
MAPTIRE A

TAS5.1: INEHIEYL
STHIAP THIE M 517
Jots

11h53m

Recon w/ Rootkit

Micro APT: The attacker uploaded two rootkits using
scp to the target systems separately, executed them,

gained root privilege and ran multiple recon commands
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C&C Server [P

winword.exe

malicious_labels: ['192.168.223.3", 'c:fusers/aalsahee/index.html']

[('connected_remote_ip', 0.2261269389728737), ('c:/users/aalsahee/payload.exe_1520°, 0.18910913453192663), ('c:fwindows/system32/searchprotocolhost.exe_38088', 0.1835993619484456), ("192.148.223.3°, 6.1%
maliciovs_labels: [°192,1468.223.3', 'c:fusersfaalsahee/payload.exe’]

[('c:/users/faalsahee/payload.exe_1520', 0.14556826481502405), ('connected_session', O.10874434996967442), ('c:fusers/faalsaheefappdata/local/temp/tardebb.tap;c: fusers/aalsahes/appdata/local/tenp/cabdeba.
maliciouws_labels: [*192.168.223.3', 'Bxalsahesl.com_9999']

nected_remote_ip', 0.26302729192801805), ('192.1468.223.3', B.21B751284677370643), ('c:fusers/aalsahee/payload.exe_1520", 0.20399195622402042), ("c:fprogramfiles/mozillafirefox/firefox.exe_3148', 0.
Mous_labels: ["192.168.223.3', 'Bxalsahegl.com”]

[('Bxalsaheel.com_9999', B.259198107628697646), ('connected_remote_1ip', O.2077488995677T419), ('session_192.168.223,.130_52521:52520", 0.18888184211234412), ('192,168.223.3", 0.18281957450941855), ('192.16
paliciouws_labels: ['192.168.223.3', 'Oxalsahesl.com_9999/18F18fnc" ]

[('connected_remote_ip', B.22521150887029448), ('c:fprogramfiles/mozillafirefox/firefox.exe_3148', 8.224B2582537208118), ('c:fvsersfaalsahee/payload.exe_1528', 0.22186834094841552), ('c:fusersfaalsaheaf
malicious_labels: ['192.168.223.3"]

[('connected_remote_ip', 0.2B82447881084565), ('c:/progranfiles/mozillafirefox/plugin-container.exe_3396', 0.2357546821168424), ('c:fusers/aalsahes/payload.exe_1528°, 0.229640156478109876), ('connected_s

entity: ["192.168.223.3', 'connection_B.8.8.8_255.255.255.255")

[('connection_192.148.223.130_192.168.223.3", -8.15838476149256595), ('resolve’, -8.15659524873131837), ('c:fusers/aalsahee/payload.exe_1528', B.154456570699241687), ('connected_remote_ip', B.149379414686:
entity: ["192.168.223.3', 'connection_feBE__fdlb_d78f_dabl_8114_fFB2__1_32']

[('resolve’, -B.22290459T71898737), ('c:fusersfaalsahee/payload.exe_1520", 0.28867412572215897), ("connected_remote_ip', ©.19517420921394027), ("192.168.223.3", 0.19209429B564646945), ('connected_remote_i
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ERXFKE: https.//www.ericsson.com/en/reports-and-papers/ericsson-technology-review/articles/privacy-aware-machine-learning
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SANS Webcast on MITRE ATT&CK® and Sigma
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CALDERA™ is a cyber security framework designed to easily automate adversary emulation, assist manual red-teams,

and automate incident response.
It is built on the MITRE ATT&CK™ framework and is an active research project at MITRE.
The framework consists of two components:

'1 Tl‘ﬁ.ﬂ. Eat el o Fd‘+.ﬂ. T Tl'l. :i' : i +‘I-'|. T 'FI" b e o T L +'I,-' P | ,l_-l i S P : |"'I'lI L I o, [ i ETFF T : r L :

rules/

Rules within this folder are organized by solution or platform. The structure is flattened out, because nested file hierarchies are hard to navigate
and find what you're looking for. Each directory contains several .toml files, and the primary ATT&CK tactic is included in the file name when it's

relevant (i.e. windows/execution via compiled html file.toml }
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