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Clang CF1

Clang CFI 2ia] T4
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Clang CF1

Clang CFI 2ia] T4

int_arg

int_arg

proc n

Jmp






Microsoft Control Flow Guard

CFG i T4E

CFG implements coarse-grai

Compile time Runtime

“Map valid caltarget data

d control-flow integrity for indirect calls

votd Foo...) (

Object-sFunchtr - Sonefunc;

tomatcaly added to the image
functons that may be caled indect

fetad:
identiie
get dat
PE image

CFG s a deterministic mitigation, its security is not
dependent on keeping secrets.

For C/C++ code, CFG requires no source code changes.
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Intel Control-Flow Enforcement Technology £

CET A L{E

INDIRECT BRANCH SHADOW STACK (SS)
TRACKING (IBT)
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Microsoft eXtended Flow Guard
XFG i g

Introducing: XFG

call Call Targets.

((votd(+) (ne, 1nt)) funcpen) ()

(int, int)
0
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Microsoft eXtended Flow Guard
XFG i g

Target

Target







JavaScript Function

function f{) {

alert("This is a JavaScript Function.");

1
§

varo = f;

o();

This site says...

This is a JavaScript function.
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JavaScript Function
Js::ScriptFunction













JavaScript Function

anfeliE A

000000018028F674
000000018028F678
000000018028F67C
000000018028F67F
0000000180287 652
0000000180287 685

n proc near

quord ptr

+ amd

{_dispatch_icall_fptr
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JavaScript Function
Js::ScriptFunctionType

KCc



JavaScript Function 9\

Js::ScriptFunction

chakra!J: ‘vitable'

€d38
d40 00 1 o defaultInstance
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JavaScript Function 4\

Js::ScriptFunctionType

*d0ef0£40
2d°d0ef0f48

chakra!NativeCod: nerator

hakra!Js::DeferredTypeHandler: :defaultInstance
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JavaScript Function

NativeCode Generator::CheckCode GenThunk

0000000130207 void * NativeCodeGenerat: degenThunk( cla: +Recyclableobje

0000000130257 550
o000000150267 5

e000000130287550
00000, 50 &

24



JavaScript Function

Js::ScriptFunctionType

chakral!Js redTypeHandl defaultInstance

0000101
0000022d°d068d£00




DOM Function

window.alert("This is a DOM Function.");

This site says...

This is a DOM Function.
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Js::JavascriptExternalFunction

DOM Function




DOM Function

Js::JavascriptExternalFunction

xternalFuncti. ‘vitable'

che::DefaultInstance

avascriptExternalFuncti EntryInfo

gehtml!CFastDOM: :CWindow: :Profiler_alert

: :ExternalFunctionThunk
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DOM Function ‘3);\\

Js:Type

50 ce3fc
00150 ce3£fc990
00150 ce3fc9 chakra! JavascriptExternalFuncti :ExternalFunctionThunk

00150 ce3fc%al
0150 ce3fc9a8 N chakra!Js: :DeferredTypeHandler: :defaultInstance
00000150 ce3£fc%b0 0 0
00150 ce3fcSb8 0 N 0




DOM Function

Js::JavascriptExternalFunction::ExternalFunctionThunk

[rbp+:
[rbp+:

unctionThunk
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DOM Function 7))
Js::JavascriptExternalFunction::ExternalFunctionThunk

00000150 ¢

®

ance
EntryInfo::ExternalFunctio
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DOM Getter/Setter Function

DOM Object

tInstanc

ol 265386

00000265386 0 0 iptS9Ho : Finalizer

26573867

0000026538
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DOM Getter/Setter Function

00000
00000000

hakra!Js: :RecyclableObject: :DefaultEntryPo
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DOM Getter/Setter Function

Prototype

chakra!Projection: :ArrayObjectInstance vitable'

edgehtml!

typeTypeOperations: :

rototypeTypeFinalizer



DOM Getter/Setter Function

Functions

Z\
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DOM Getter/Setter Function

Setter Function

7££d*3c51bdf8 chakra!Js
7££d3c50d8 chakra!J:

edgehtml!C

‘vitable'

DefaultInstance
avascriptEx nalFunct

TMLScriptEl

ment :

:EntryInf.

nalFunctionThunk
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nderil A £
DiagnosticsResources

DlagnostlcsResources object

08/04/2017 = 2 minuty

Object that enables access to functions related to resot uch as indexedDB or localStorage.

Note These API: only be used with F12 developer tools and the Diagnostics Script Engine, and can't be called from J
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JofarFi A

alwaysRefreshFromServer &£

Properties

The DiagnosticsResources object has these properties.

Property Access type Description

alwaysRefreshFromServer Read/write Forces Internet Explorer to bypass caches,




JofarFi A

CFastDOM::CDiagnosticsResources: : Profiler_Set_alwaysRefreshFromServer
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JofarFi A

CFastDOM::CDiagnosticsResources:: Trampoline_Set_alwaysRefreshFromServer

) *a3, ex1078, &
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JofarFi A

CDiagnosticNetworkPatch:

:SetAlwaysRefreshFromServer

)



JofarFi A

SetRelocPtr
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