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— AD Security Intrusion Detection System
— A powerful browser crawler for web vulnerability scanners
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KCon Architecture based of audit logs detection I
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KCon About k8s auditing
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apiVersion: audit kBsioAd
kind: Policy
omitsStages:

- “RequestReceived

- group:
resources: ["pods/log”, “pods/status’]
- level: None
resources:
- group:
resources: ["configmaps]
resourceNames: ["controlier-leader’]
- level: Request
resources:
- group:
resources: ["configmaps']
namespaces: ['kube-system’]
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Access API Server

I
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S A Suspicious Activity
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Honeypot Account

oo oo o

)

is



KCon

About k8 RBAC
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Privilege Escalation — RBAC rolebinding/bind

Create rolebinding

& APL auditing
e Server

normalaccount

admin privileges
account

cluster-admin role




Privilege Escalation —RBAC createpod and SA bind

& create pod req

hacker —>

createpod privilege

send token
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Get admin JWT token
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apiVersion: vi
kind: Pod
metadata:
name: sec-test-admin-nginx
namespace: kube-system
spec:

containers:

- image: nginx

name: ngink

command: [/bin/bash’]
args: ['-c", "cat

1
serviceAccountName:

otant sttt atig nc Lo 1909
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Certificate Authentication = Golden Ticket ?
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KCon Golden Ticket — Client Certificate 2
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KCon Golden Ticket — Client Certificate g’}\fﬁ
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KCon Golden Ticket — User Forgery
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Golden Ticket — User Forgery Ih
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Defense Evasion

Shadow API Server

9ian1i@IT-C02C * DL:~/kBs_sec_test$ kubectl get pods -n kube-system | grep ap\server
1.235 171 ring

kube-apiserver-cn-mmoid Do M

kube-apiserver-g: an 4236
kube-apiserver-c.. ... . — 5. ] 423
9ian1i@IT-C( :~/k8s_sec_tests [|

Runnt
1/1  Running
1/1  Running

9ian1i@IT- e I ypL

~/kBs_sec_test$ kubectl apply - shadow_api_server.yanl

pod/kube-apiserver-cn-ili = g | W08 ©.235-shadow created

9ian1ierT- 8
kube-apiserver-cn-n-i i & gov
kube-apiserver-cn- i L - 1 235-shadow
kube-apiserver s melsl i =W $.236
Kube-apiserver— o g oo 1.237

Runni
1/1 Kunmng
1/1  Running
1/1  Running

8 /kx:sjeuests kubectl get pods -n kuhe—system | grep apiserve
171
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Validating admission webhook

K8S API request lifecycle

mutating
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object schema
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KCon Architecture
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KCon Dynamic Admission Control

All Requests Operations that
> need to be persisted
to eted
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AdmissionReview Request
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KCon No coding , More Cloud Native

.

apiVersion:
constraints gatekeepersh/vite
tal

kind: K8sRequiredLabels
metadata:
name: ns-musthave-gk
spec:
match:
Kinds:
-apiGroups: ['"]
kinds: ['Names pace"]
panmeters:
labels: ['gatckeeper’]

Validating Webhooks

Gatekeeper

' OPA kube-mgmt

i
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