KCon

FAIRPLAY
DRMFiRBEEI
EifE

ARE (@pwnOrz) . F8BEH (@1dnix) .

HE (JyZhe)

#







Fairplay - DRM g\

A

AR
RIFRFEEFBEE/E R/
App DRMBE2013F5|\
FWER , SEREE




Fairplay - DRM A

Load Command

$ otool -1 target | grep -i crypt
cmd LC_ENCRYPTION_INFO_64

cryptoff 16384
cryptsize 4177920

cryptid 1
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Fairplay Open - From Kernel
set_code_unprotect
text_crypter_create
text_crypter_create_hook

I0TextCrypter::createSession

AppleFairplayTextCrypter::newCryptSession

com_apple_di

fcHfFIGh:
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Fairplay Open - MIG

#include <mach/std_types.defs>

#include <mach/mach_types.defs>

subsystem KernelUser unfreed 502;

type unkl_t = struct[136] of char;

type unk2_t = struct[84] of char;

routine fairplay_open(

. . fairplay_port  : mach_port_t; .
FairplaylOKit <t executable_path : pointer. <= fairplayd
cpu_tyEE : uint32_t;
cpu_subtype : uint327t;
out supf : pointer_t;
out unk_ool2 : pointer_t;
out unkl : unkl_t;
out unk2 1 unk2_t;
out supf_size : uint32 t;
out ool2_size : uint32_t;
out ukn3 : uint32_t); 01
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Fairplay Open - fairplayd

$ tree

SC_Info

I— target.sinf
| L— target.supf
L— target
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Fairplay Open - SINF

$ sinf_view.py SC_Info/target.sinf
sinf.frma
sinf.schm:
sinf.schi.user: @xdeadbeef
sinf.schi.key : 0x00000002
sinf.schi.iviv: <***16 bytes IV***>
sinf.schi.righ.veID: 0x00012345
sinf.schi.righ.plat: ©x00000000
sinf.schi.righ.aver: @x11223344
sinf.schi.righ.tran: @x11223344
sinf.schi.righ.sing: ©x00000000
sinf.schi.righ.song: 0x11223344

sinf.schi.righ.tool: PS50

sinf.schi.righ.medi: ©x00000080

sinf.schi.righ.mode: ©x00000000

sinf.schi.righ.hi32: 0x00000002

sinf.schi. #*+*null terminated username, 256 bytes***>

sinf.schi.priv: <***432 bytes encrypted data***>

sinf.sign: <***128 bytes signature***> 01
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Fairplay Open - SUPF

$ supf_view.py SC_Info/target.supf
KeyPair Segments:
Segment @x@: arm_v7, Keys: @x3d0/ak, shalsum = <code_sig>
Segment @x1: arméd, Keys: @x3fc/4k, shalsum = <code_sig>

Fairplay Certificate: <RSA 1024 Ceritificate, valid since 2008, expire at 2013>

RSA Signature: <128 bytes>
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Fairplay Decrypt - —L4HT5 .

1. Fairplay Ulpage N S0 ff%, JUF /24096 bytes
2 aes-128- cbcﬁ:@ , B Fairplay Openff 45 it A H
B /D REEFE A W KX BIHW AES(S8000)
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Fairplay Decrypt - Demo

Snechiiteg fadrolay decrypt puge s E9LZPDChan 1421923, 0FF=0x36¢
ox1 00

> 0x1008085

ntoate =
oxfaras =
oxfbole =

oxfoone o xwmmmmmzm
ox10c09 = s

ox10e608 — mm.mg...a(-.mu 808, 0x1060)
2o calting fairplay
ox1

ofé=ax3eo

jecrypt page
Au;-ud(-xuu orco)” =" or100803860
-mm = Dmlectenen) »

mm( = mnmmnm- 1a0)
Lock(8x18926220)

Frlnd
x4g93¢ => aes_decrypt_cbe(in=0x101e6£000, i
es-128-cbe key:
oreuolc = Tounlock(oxioez0ezae)
x68)

(108, 0ut=x168800800, ctx=0x16¢df £140)

a5 = Torreestioned(oriosss 1090)
Process. 81205 exited alth status
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ZRFERAL vs makeOpaque C/C++/OC/Swift
#HFRAL © Constant Folding, Common Front End
Subexpression Elimination, Dead Code
Elimination....

makeOpaque: LaFFmEL
Back End

I’UENI

Expression* makeOpaque(Expression* in)

Machine Code
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makeOpaque: FERBIEIE ()22

makeOpaque(true)

=>

uint32_t x = random();
((x*x%4)==0 || (x*x%4)==1)
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makeOpaque: FERFIBIEZ
BogusCFG

if(makeOpaque(true)){
real_block();
}else{
fake_block();

}
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makeOpaque: FNEFEEZ A3 .

/3T oM R G a: 4872655123 H1ra: 3980501275, HX

uint32_t x = random();

uint32 t c = Oxbeefbeef;

//M -ra * ¢ = @x57f38dcb, i

((x * 4872655123) + @xbeefbeef ) * 3980501275 + @x57f38dcb == x
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makeOpaque: NERFEEZMBAKIA

I

//OperationSet(+, - , * , &, | , ~)
makeOpauge(x - c) => (x * ~c) + ( (2 * x) &~(2 * c+1) ) +1;
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makeOpaque: NERFE &M - )
IndirectBranch

//OperationSet(+, - , * , &, | , ~)
jmp branch;

=>

jmp global_branch_lut[index];

=>

jmp global_branch_lut[ (index)];
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Indirect Branch + Call Conventioniig
RN X SHOHAT TIRE (R
RO, TREEE, FIH
LLVMA#E4T Inter-procedure 34T i)
k)

0000660000U3BBC
0000060000U3B96
000060000013890
000000000013898
0000000000u3B9C
0000000000u3B9C

00099000060u3EFE

X8, X29, #-var_18
W9, #0x3672u068

w8, w8, Wo
W9, HOXIARS336S

w8, W8, WO
W9, HOXD9SUB18S

w8, w8, W9

®, [X29,var_8]
. Hoff_1281680PAGE
149, foF#_1281686PAGEOFF]
0

¢_uzcon



Fairplay - ii@i&

BSWKESLH - Call Graph #&&

U ITER T

PN
LA

PR AL

NN

006000000U3BAC A8 63 00 D1 X8, X29, #-var_18
9096090000043890 09 GD 88 52+ w9, #ox3672u063
0060000004389 49 CE A6 72
aanasaaaAGAUTR0R A3 a1 A3 Un e, e, W
W9, HOXIAAS3365
W, W8, W
W9, #0309548188
wa, ve, wo

X9, [X9, HoFf_1281686PAGEOFF]
x9, [x0]
X9, X

a0, sewen) Toc_u3cen
e X29, X30, [SP,#0x96+var_so]
3 So'so_docio
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1. {8 [ T Indirect BranchJ& & HL i

2. [Al— BRI R AR B

[A f{IPAC Modifier

3. 4= J{ Wk % HFDYLD Chained Fixup
& Modifierfs B

4 BEEAR 2 81 B AT 2L,
FEFWE
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B SIRESLK - Sl IkECFG E

1. {8 [ T Indirect BranchJ& & HL i

2. [Al— BRI R AR B

[A f{IPAC Modifier

3. 4= J{ Wk % HFDYLD Chained Fixup
& Modifierfs B

4 BEEAR 2 81 B AT 2L,
FEFWE
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«(&fp_dn_Sd6cudfebeBbUDE2UFSFCSETdbbIBA +
#(&fp_dh_Sd6euldfebeBbUDE2UFSFCSETdbbI8d + is;
i) ARSI - S5, 0Tk o (20~ BAN] ~ (39 - (2 » 139) & EXFDSGO2OR) + 25

“ GXGSUFGUER " OX3IALFUIS;

T > NS = I T = I cc * = (G - ‘).x‘x ) + 366 6) * #
L B P A S HOHAR TR, H A e S Sl R e
5HiaiJ LA Rl : '

s Grouzees;
~ 6x2£63) >> 8) * 800];
L B6275806> & SuTSTAS) — JSTIESSTE) ~ w535[4 + (HIBYTECT) * 0xCE)] *
~ ex3r9Ep223,
[4 % (7 * OxEF)] * sGuio[d » (BYTE2(v47) * OxFED] * ((vi7 * OxCUSCAE®2)
(2 » (447 * xCUSCAES2)) & OXEC | 0x8290800)
+ 360154486) *
- (Q2 + vi9) & OxFDSE020A)
+ 2125162757);
~ 0x25809763;
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1. #FairplaylOKit P A% SR ) N #0210 FH -~ 25
2. 3 dyld AL Al e n R X 2% 2k g g
2o R

3. LA

oxfcadc => host_priv_self() = 0xco3
0xfca38 => host_get_special_port(priv=0xc@3,node=-1,which=17,port=0x100808a10[0x
0xffled => strlen("/Applicati A n Eam e, "

oxff2bu => knem_alloc( ize=32, tag=0x10¢
0xf3b8 => vm_map_copyin(src_map: Ten=32, sre_c
Process 81249 stopped

 thread #1, queue = 'com.apple.main-thread', stop reason = breakpoint 2.1 3.1

frame #0: 0x0000000100627adc FairPlayIOKit' uf_setup_from_fp
FairPlayIOKit' uf_setup_from_fp:
x100627adc <+0>: pacibsp
0x100627a¢0 <+4>: sub  sp, sp, #6x180 ; =ox180
0x100627ae <+8>: stp  x24, x23, [sp, #0x140]
0x100627ae8 <+12>: stp  x22, x21, [sp, #0x156]
Target 0: (uloader) stopped.
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static void breakpoint_handler(int signnum, siginfo_ts info
// get breakpoint address and context
uint32_t wpe = (uint32_ta)info->si_addr;
ucontext_t #ctx = (ucontext_tw)context;

T ulai Q E. H’]ﬂ’f‘fﬁ%’fjﬂ(tra prZZ ,TJ\) uint32_t ssaddr = shadow_addr(pc);

uint32_t opcode = #saddr;

, void xcontext)(

uint6u_t rn = 0,

ST LS Y AR5 R roptas T

uintél_t ncov = 0;
:l:)

//now let's interpret arm6u instructions lol
if((opcode & OxFFFFFcO0) == 0xd73F0800){ /blraas/

o o
N -
Z— EbSIngle Step E % rn = (opcode >> 5) & Ox1f;

MDTrace H3RHL R /&: exception-emulation- SR
recover

01
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0xd2fd8:
0xd2fdc:
0xd3eed:
0xd3014:

0xd301:

0xd3e4e:
0xd30e80:

0x3d5e4

0xd30a8:
0xd3128:
0xd3130:

0xd313

0xd3180:
0xd31de:

0x3d5e4

cset true
cset false
b exd3ees
cset true
cset false
b exd3e4s
bl ex3dufe

=> memcpy(dst=0x11c80a546,src=0x120008010,size=0x10)

b exd3114
cset false
cset false

: cset false
b exd318u
bl ex3dufe
=> memcpy(dst=0x11c80a090, src=0x120008000, size=0x20)
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WIP S5t :imachoiEA
WIP ALK ) macho — i il Profiler T.

Update @ https://github.com/pwnOrz/fairplay_research
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