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ꡦ㎂㍕鯻♭狝ꠑ孾簃硍簊氳
┯ⱷ㱧⪓㲓饨



脍阬㱧⪓曇塡㲓뀰㲝甏☮

•䡗环◇ 2014 䇗
•㛚鼨㱧⪓颂◄⫂鼨篍衹㵒䤻
•㵒㛚⯥媯㱧⪓溿狓㵒⫂┯ⱷ㱧⪓䶺䧏
•└ⶇ⛸걸溿狓䡗冽㏇㎁ꡮ㱧⪓⚢阫┕辑
•㵒㛚䥊⼔庀嬼┕ⶉ╄
•㛢埠朆䏆⿏⪓车┯氳鵠榫㱧⪓ꠋ겗
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ꡦ㎂㍕걸泘甏☮

•鯻♭狝ꠑ㱧⪓孾簃
• 粠簇狝ꠑ孾簃Shodan, ZoomEye, FOFA
• 鯻♭狝ꠑ孾簃ꡦ㎂㍕

•饖䇖⺐
•⪓孲爊舅ⲁ
•ⶉ┒篒鯻♭劫儗ꄈ
•㵒㛚䏆⿏ⱱ
• 2017 ┪槡◎纭粠㛻⚢ 58 걸┪槡겅⩝熭䤗䡗冽
• 㛢埠 CNCERT 纭⺭䈒䓧⿏䈒
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ꡦ㎂㍕硍簊哮鈾

•丞⛮阻阞
• ㍴簀丘䩺╈⺐
• 簊┉丘䩺劲䌋
• 鵠鲋婻沬寕ꢝ䇖⺐䄑䋳

•丘䩺鈺嘗
• ⺨眷劫儗 5000 ┒+
• ⺨眷⸊㡏乄♭㰇⤴ 700 TB+
• ⺨眷⮇冫篾冽丘䩺 1 TB+

•䄄爊㲓朆
• ◌⸊榟
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㱧⪓溿狓┚┯ⱷ蛽㏐氳注◎➢鲽
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㱧⪓溿狓
٬Binary Similarity
٬Binary Instrumentation
٬Dataflow Analysis
٬IPC Monitor & Analysis
٬Security Data Analysis
٬˟

┯ⱷ蛽㏐
٬鯻♭䷍ꪫ舅ⲁ䫓孾
٬鯻♭❠䈒ꛔ㱧⪓
٬丘䩺꣰熗㱧⪓
٬♻⫕䈒榫䣒
٬䋯縖⟔䕜巄嶏
٬˟
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ꡦ㎂㍕⪯㑔勆❇㍑걽

1. ❠䈒ꛔ㱧⪓



❠䈒ꛔ㱧⪓ ˑ 哮鳮

• 羜俍
• 鯻♭䡗䈲飉全飉냖
• ❠䈒ꛔ❤顽飉全飉䍠

• ❠䈒ꛔ㱧⪓㛻◄篕
• 2015.09 XcodeGhost
• 2017.08 Xshell ⺵ꠅ
• 2017.09 CCleaner ⺵ꠅ
• 2018.03 琉荣谺⺵ꠅ
• 2018.12 뀕ⲁ☕榟ⶍ篒僜ⱷ䷍
• 2019.03 ShadowHammer ⶕ漓ⶍ篒僜ⱷ䷍
• 2020.12 SolarWinds Orion 鯻♭⺵ꠅ
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䋯ꡙ夀

٬ 嶏♏溞곽ꢣ

٬ ┕崅⪝⪦篯♭곽ꢣ

冘䋧ꡙ夀

٬ 䄄ꛔ곽ꢣ

鲡车ꡙ夀

٬ 僜ⱷ珸곽ꢣ

㎂. Google  SLSA 组几❠䈒ꛔ㣛羈䬞鳮 ㎂. ❠䈒ꛔ㱧⪓곽ꢣ哮鈾



❠䈒ꛔ㱧⪓ ˑ 勆❇ 1WinRAR RCE 庀嬼

•朆縖
• Check Point ⪝㱧⪓溿狓⼥

•ꠋ겗嘗㐉
• UNACEV2.DLL

•ꠋ겗眷㑔
• 鶷鰝庀嬼饟䏧狪飉
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•ꡦ㎂㍕䏆⿏葶㍴陁⚽



❠䈒ꛔ㱧⪓ ˑ 勆❇ 2WhatsApp RCE 庀嬼

•朆縖
• 亍ⱶ㐕㱧⪓溿狓⼥ Awakened

•ꠋ겗嘗㐉
• android-gif-drawable

•ꠋ겗眷㑔
• ⫂㰇庀嬼UAF
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•ꡦ㎂㍕䏆⿏葶㍴陁⚽
• ꡦ㎂㍕舅ⲁ⹛刧

• ⺎耇䏆⿏氳 APK 10 ┒+
• ⺎耇䏆⿏氳 App 4 ┒+



❠䈒ꛔ㱧⪓ ˑ 勆❇ 3BucketShock ◌㰇⤴庀嬼

•ꠋ겗䬞鳮
• ◌㰇⤴䈒榫飉儹阼ꠋ⽰乄♭┕

⚩庀嬼
•朆縖
• 曇塡㲓뀰㲝溿狓⼥

•ꠋ겗嘗㐉
• ⚜㛢◌㰇⤴ SDK

•ꠋ겗眷㑔
• 鶷鰝庀嬼
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•ꡦ㎂㍕䏆⿏葶㍴陁⚽
• ꡦ㎂㍕舅ⲁ⹛刧

• ㎁⫂✳榫╚孲◌㰇⤴僜ⱷ氳
Android 䈒榫 4 ⶉ⛸╄

• ☕䄄䥩劫뀰阾
• ┕鳮䈒榫╈篑 70% 䏆⿏



❠䈒ꛔ㱧⪓ ˑ 勆❇ 4Xshell, CCleaner ◄♭

•䷍亡䌋
• ䷍䫝⯆溿籁陎朅㗟
• 䬤⪍䕥䙬♏溞ⲁ䒳ⱶ鰉

Shellcode
• Shellcode ⫂㲓朆䷍
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•ꡦ㎂㍕压孾亡终⹖篾冽
• 儔湳䕥䙬车╙⮮㲋
• ⺎♔┘同Ⲃ♳⛰⩝뀰攑䏣⬢

漶压孾 XshellGhost, 
CCleanerBackdoor ꠋ겗



❠䈒ꛔ㱧⪓ ˑ 勆❇ 5뀕ⲁ☕榟䕥䙬♏溞◄♭

•䷍亡䌋
• ⷣらⶍ篒僜ⱷ逈랫
• ◌䫝┖䕥䙬♏溞

•䏆⿏氳催亍僜ⱷ㏐㏥
• dtlupdate.updrv.com
• globalupdate.updrv.com
• dtl.update.updrv.com
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•ꡦ㎂㍕䏆⿏葶㍴陁⚽
• 舅ⲁ⹛刧阼ꠋ鲋院㓊⺳氳鯻♭
• 鉯⬀粠簇车╙┚鯻♭╚⛮㵒䈒

⪩硍ꠋ겗

test
test
test
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ꡦ㎂㍕丘䩺꣰熗⺭鈺脍阬⫂鼨㲓饨

2. 丘䩺꣰熗㱧⪓



丘䩺꣰熗㱧⪓ ˑ 羜俍

• 车┯朆敯岝▞仰䈌沪留ⷭⱱ仼飊㘍䍠
• ㎁⫂丘䩺㱧⪓沪留㛻◄篕

• 2019.01 ㍌鼨㡧䄭վ⪩◇䋯㷤APP鲿嫏鲿鈺䷅✳榫╄☕⟔䕜┥걸媪杼氳⪝⼔տ
• 2019.03 APP┥걸媪杼䄄⛼篯䄭վAPP鲿嫏鲿鈺䷅✳榫╄☕⟔䕜舅陁⚽䧗տ
• 2019.05 ㎁㳄粠⟔ⱴ䄭վ╄☕⟔䕜㗟㱧⪓陁⚽ⱴ嫏䏣姳䙬鈷牮տ
• 2019.08 ㎁㳄粠⟔ⱴ䄭վ⩎珢╄☕⟔䕜粠簇⟊䥉鈺㲋տ
• 2019.12 ㍌鼨㡧纭⺭䄭վAPP鲿嫏鲿鈺䷅✳榫╄☕⟔䕜车╙阡㲋亡嫏տ
• 2020.08 䄄⟔鼨篠岑䫠鲽APP南㲺榫䢓儹沠┥걸丞媪车ⲁ
• 2020.08 ㍌鼨㡧⻪ⲁ2020䇗APP鲿嫏鲿鈺䷅✳榫╄☕⟔䕜媪杼
• 2021.06 ⶇ└㷐⪓㎁☕㛻䅻㡧⚢瑭◅ⶇ▆埠⚢阫鵠鲋▽վ丘䩺㱧⪓嫏տ
• 2021.08 ⶇ└㷐⪓㎁☕㛻䅻㡧⚢瑭└ⶇ埠⚢阫鵠鲋▽վ╄☕⟔䕜⟊䥉嫏տ
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丘䩺꣰熗㱧⪓ ˑ 䤗儛䥷鉯
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丘䩺氳ꃾ 丘䩺氳⚩鰟 丘䩺氳㰇⤴ 丘䩺氳✳榫

꣰熗丘䩺陃⮷

爊䈌⮇冫ꪐ䒳յⲁ䒳

SDK 压融

SDK 车╙⮇冫

⚩鰟╚⛮骱♷劆뀰

丘䩺ⱶ㳢

⚩鰟⟔鷺㱧⪓

⚩鰟䫙㱧⪓

丘䩺氳ⱶ㳢㰇⤴

畀嫏յ㳢ꙻ留杼

丘䩺氳⺎榫䓪յ㱮丞䓪

丘䩺聰䷨

✳榫䪧儹留杼

丘䩺孲鯸沪䫝

丘䩺ꡕ媶
丘䩺巄嶏



丘䩺꣰熗㱧⪓ ˑ 车┯朆敯



丘䩺꣰熗㱧⪓ ˑ ꡦ㎂㍕劭䑐耇ⱱ哮鈾
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丘䩺꣰熗㱧⪓ ˑ 珸┕氳꣰熗丘䩺⪓榟⽝⼽僿孲ⲁ饇馹

•꣰熗丘䩺☳☜╫⛤糌陸
• 隀榫剞

•╈ꠑ篺鲋▽☜╫䳩⛼
• ⱶ㳢յ始籔璡䳩⛼

•鴝⮽▽☜╫㏐㏥
• 㓊⺳յIP ㏐㏥

•丘䩺佭⻖㗟
• ㎁㳄㓊
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丘䩺꣰熗㱧⪓ ˑ 㛻鈺嘗냖釙沲䈲 SDK 压孾

压孾亡勆 劭䑐亡嫏 ⚝憠 籬憠 鴠榫㏜俍

㓹◇纺眷 㛻鈺嘗纺眷
1. 仰 SDK 劫儗
2. 庀䥊曎⛦
3. 㛻鈺嘗յ舅ⲁ

仰嫏⺎ꪣ藜撷儗⟔䕜 舅╚⮇峗鷺յ熗僗
SDK

㓹◇劫儗 ♏溞攑㰣▊յ
冘鵲յⵯ鿥

1. ⺎♔⬢漶压孾撷儗
2. metadata 剝⬢

1. 金것⩝冘䋧劫儗䈑
2. 仰嫏压孾儔湳 SDK
3. 劫儗䈑金䧏簘簟䥉

剝⬢⮇峗鷺
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ⶉ┒篒SDK劫儗
Android / iOS



丘䩺꣰熗㱧⪓ ˑ SDK 丘䩺꣰熗媪杼

• SDK ꣰熗车╙⮇冫
• 㞝⛰鉯⬀车╙鉵釙沲曎ꠋ겗
• 㞝⛰⮇ App 车╙┚ SDK 车╙

• SDK ꣰熗车╙⪓㷀鈼鉉
• ┘⺱䋯縖✳榫亡䌋┘⺱
• ┘⺱朅㗟辑朆┘⺱
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丘䩺꣰熗㱧⪓ ˑ 珸⮽珸氳鉯⬀亡勆

•䤗儛㷄ꪫ氳⺭鈺䇜┘佭篳憠
•金鉯⬀僜ⱷ㵒霅氳㲓ꡮꠋ겗
•┘⺱◲⿁㵒霅┯ⱷ泘剝┘⺱
•┘⺱┯ⱷ泘剝㵒䈒┘⺱氳⺭鈺姳
• App ◲⿁氳┯ⱷ泘剝⽰⺭鈺姳佭☜╫
• SDK ◲⿁┉劫⻀
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丘䩺꣰熗㱧⪓ ˑ 勆❇ 1SDK 顫◲沴憠

•┯ⱷ㏜俍
• SDK 顫◲沴憠

•┯ⱷ♯⡬
• 㵒◇ App ◲⿁鼨ꠅ

• App 䫙⪍▽⿵◙ SDK
• ✳榫▽☜╫撷儗佭⻖僄亍撷

• 㵒◇ SDK ◲⿁鼨ꠅ
• SDK 逈⿵◙ App ✳榫
• 撷儗⮇䄭䗯⬅㞝⛰

• 㵒◇丘䩺꣰熗⺭鈺
• 仰榫篯♭岳杼䷅移丘䩺꣰熗곽ꢣ
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鲹└╄䡘♜⺵ꪫ⬢㚷⮧▽朆ꡙ夀䙬╬┘㛻

鲋㱮䇗뀐┕㶩⮧└僖♷氳撷儗㶩洇┘⮽▽

xxx 洇┖金䪷僿⮧▽ xxյxxյxx 注⪩氳仰榫♏溞⿊

xxx SDK 泘⯥◲⿁䄖┘金✳榫阞⮕㏇1僖8仼䄅⺓㱮䡗⮧ꢝ

䡘全▽4䇗▽媆⻤陱鲋鲹╄┱重䡘ꠋꠋ熊纡氳⺱◄⻗



丘䩺꣰熗㱧⪓ ˑ 勆❇ 2SDK 㿋㝄ꠋ겗

• SDK 䡗㿋㝄⪭㱚 SDK
• 䅻榫◇Ⱶ耇丞⺭
• 䅻鈷◇䇯⼔眷յ䫠鴝眷յ䓪耇⚝眷 SDK

•鉯⬀亡终
• ⟊䧏 SDK 攑䏣丘䩺氳⸊查䓪
• 㛄⺭ SDK 攑䏣岳嬲䪨⸊查攑䏣
• 压孾篾冽簄⸊查丘䩺⟊阾⬢漶䓪
• 舅ⲁ㰣▊冘䋧 SDK 㿋㝄⪩硍㎂鉯⬀篯♭䌖⪍

巄嶏ꠋ겗

23



丘䩺꣰熗㱧⪓ ˑ 勆❇ 3SDK 塜䅻Ⱶ耇逈䕥䙬✳榫

• 脍阬切䋳䅻┕䥊 SDK 羜ꛛ勆❇
• 院 SDK 僗懷催亍Ⱶ耇
• App ✳榫懷催亍ⲁ䒳ⱶ鰉♏溞
• ⲁ䒳ⱶ鰉氳♏溞╈陸▽榫䢓꣰熗丘䩺
• ꣰熗丘䩺鵠鲋㍑隀䫙┕⚩⮽▽脍阬僜ⱷ

• SDK ◲⿁㍙㍑䈒┚㚲杼亡勆
• 漶阡▽ꠋ겗┚阻阞㷄ꪫ⸊㍕
• ⟤䷊꣰熗技伺彏岳顊♳槡ꪫ

• FYI
• 懷催亍亡➘▽䋯縖氳⺱休█䅠▽陵㛢곽ꢣ
• Google Play / Apple App Store 伺漶焔塛懷催亍
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at android.app.ApplicationPackageManager.getInstalledPackages(Native Method)
at xx.xx.xx.android.utils.DeviceInfo.c(Unknown Source)
at xx.xx.xx.android.utils.DeviceInfo.init(Unknown Source)
at xx.xx.xx.android.api.JShareInterface.init(Unknown Source)
at xx.xx.xx.toothbrush.XrushApp.onCreate(XrushApp.java:103)
at com.tencent.xx.beta.xx.XxxPatchReflectApplication.onCreate(BUGLY:189)
at com.wrapper.proxyapplication.WrapperProxyApplication.Ooo0ooO0oO(d)
at com.wrapper.proxyapplication.WrapperProxyApplication.onCreate()
at xx.xx.xx.toothbrush.MyWrapperProxyApplication.onCreate()
at android.app.Instrumentation.callApplicationOnCreate()

䡘♜䬠❠▽ errorյ㾆嵼㍑隀䫙榫䢓⺎♔䷒⪍舅䄕ꃾ氳⟔䕜
┉颯⚩⮽䡘♜氳⺵⺐ ˒˒ 院 SDK ◲⿁㍙漶阡ꠋ겗⸊㍕
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ꡦ㎂㍕㛻鈺嘗丘䩺⮇冫亡嫏䈒榫

3. ♻⫕ App䣒



♻⫕ App 䣒 ˑ 哮鳮

• 羜俍
• ㎁⫂ Android 䈒榫䄬㏜留杼岝▞
• 䈒榫⮇յ⚩䲭峗鷺⚜㛢
• Android 硍簊䋯䷒ꄆ䣒ⴎ䤗儛ꠅ喐⛦

• 䈒榫㏜俍
• 䣒河撷
• 䣒崅䡖熗僜
• 䣒䕥䙬䈒榫
• 䣒亍㑔粠簇敨糇

• ꄌ踅际뀻յ儴映沴
• 邤纞Ⲿ碠

• ˟
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♻⫕ App 䣒 ˑ 车┯㲓饨

• 鵠鲋留杼䣆夀鉯⬀ꠋ겗
• 燰ⲁ䈒榫㚷勆儬⯆
• ꄌ踅յ䷸罬璡䍠沪留겅㓊

• 注⪩乄♭
• ╈㎁☕妩ꛌ车⪩◇䄭ꄌ踅车┯剝

⬢ⱶ䍠燰ⲁꄌ踅㲙䢓珸䈒榫鯻♭㱧
⪓留杼氳鵠湳ꛌֈ 2019։237 
⺙

• ䷸罬鼨ⱴ⪝ⷦ⪩◇ⷅվ䷸罬燰ⲁ
◎纭粠䈒榫爊䈌㚷勆留杼ⱴ嫏տ氳
鵠湳䷸䤗ⷦֈ2019։3⺙

27



♻⫕ App 䣒 ˑ ꡦ㎂㍕㲓饨

•鵠鲋䤗儛䣆夀鉯⬀ꠋ겗
• 㛻鈺嘗յ舅ⲁ
• 鉯⬀Ꝛ㶾䈒榫ꠋ겗

•劭䑐亡嫏
• 㛻鈺嘗纺眷
• 㛻鈺嘗䈒榫车╙注⛎䓪⮇冫
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3800┒+
ꡦ㎂㍕ Android 䈒榫劫儗䈑鈺嘗

120┒+
ꡦ㎂㍕ iOS 䈒榫劫儗䈑鈺嘗



♻⫕ App 䣒 ˑ 勆❇

•河撷䈒榫簊阞 •河撷䋯縖⹛刧
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♻⫕ App 䣒 ˑ 勆❇

•䋯縖洡㲓⟔䕜⻆嶏
• ♔僜ⱷ䇖⺐ SDK ╙⮊⪍憠
• ⹛⺸丘䩺孲饇馹舅ⲁ䬠䋯縖 ID
• 舅ⲁ⪩纭僜ⱷ䇖⺐䄄ら⟔䕜
• 舅ⲁ⪩纭注⪩䈒榫
• 鵠鲋僜ⱷ䇖⺐隀刧阾

•䣒滭粠簇谑䦟┪槡⽰朆㲓┪槡氳埠⩕㙇
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䔅篾

•劭䑐耇ⱱ䋧阻
•僗丘䩺僗䤗儛
•䟆㱧⪓䟆┯ⱷ
•亡嫏阷
• 鵠鲋䧏簘孾簃㵨鯻♭㱧⪓ꠋ겗鯸╙丘䩺刧陟
• 鵠鲋丘䩺⮇冫亡嫏䌶辍爊䈌⮇冫氳┘餉
• 鵠鲋丘䩺氳㛢簟䈲⪩纭朆儔湳ꠋ겗
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丘䩺 溿

㱧⪓㱧⪓耇ⱱ
⹛籁陎յ鴬⺸յ聰㚠յ鵠榫 Hook

丘䩺孲⮇冫յ IR Lifting
˟

丘䩺耇ⱱ
丘䩺⪩纭յ丘䩺纺眷յ攑䏣㰣▊

˟

溿耇ⱱ
谑䦟յ⮇冫婻沬յ孲䌋阞畀

˟

劭䑐耇ⱱ䋧阻



䚊隟鈸洇
KCon 姻纺랫㲙氳保䜕


