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Why Mitigations?
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Mitigations Timeline

* ASLR * CFG * CIG * ACG * CFG Strict Mode

* DEP * Child Process * CFG Export Suppression

» SafeSEH Policy * NoLowMandatoryLabellmages
* SEHOP O 500

; > Pre-Winl0 > THI > RS1 > RS2 > RS3 + >
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Code intergerity guard-CIG

» Windows 10 TH2 (1511)5] A

« BRLIE B BDLLIE AR N AL - A EERARISALT
o SHINERDLLAIZS 4 3ET W6 AIF |:> MiValidateSectionSigningPolicy
« LRV A5 4 KIDLLANEL * SR APL

* MicrosoftSignedOnly NtCreateSection

* StoreSignedOnly
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| Arbitrary code guard-ACG i
| o PR B (R T |
i * Windows 10 RSI (1607)5] A MiAllowProtectionChange i
P SR MiMapViewOfSection 3

 ILEREARIBXOELEATEW) Y, smpmmapr
» SRILESAT T BARW) IO FTAATX) NtAllocate VirtualMemory
ARk ST RESR A BT FT AT P 17 NtProtectVirtualMemory

NtMapViewOfSection(SEC_IMAGE/SEC_FILE)
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oo Toosoosssssssssssssmmsm S E S m S s s s e et +0x9d0 MitigationFlags @ Uint4B
+0x9de MitigationFlagsValues : <anonymous-tag>
+0x000 ControlFlowGuardEnabled : Pos @, 1 Bit
+8x000 ControlFlowGuardExportSuppressionEnabled : Pos 1, 1 Bit
i 1 - +0x000 ControlFlowGuardStrict : Pos 2, 1 Bit
Mltlgatlon Flags EPROCESS +0x000 DisallowStrippedImages : Pos 3, 1 Bit
+0x000 ForceRelocateImages : Pos 4, 1 Bit
+0x000 HighEntropyASLREnabled : Pos 5, 1 Bit
+0x000 StackRandomizationDisabled : Pos 6, 1 Bit
+0x000 ExtensionPointDisable : Pos 7, 1 Bit
+0x000 DisableDynamicCode : Pos 8, 1 Bit
ULONG Flags, Flags2, Flags3. Flags4 +0x000 DisableDynamicCodeAllowOptOut : Pos 9, 1 Bit
+0x000 DisableDynamicCodeAllowRemoteDowngrade : Pos 16, 1 Bit
+0x000 AuditDisableDynamicCode : Pos 11, 1 Bit
+0x000 DisallowWin32kSystemCalls : Pos 12, 1 Bit
+0x000 AuditDisallowWin32kSystemCalls : Pos 13, 1 Bit
+0x000 EnableFilteredWin32kAPIs : Pos 14, 1 Bit
+0x000 AuditFilteredWin32kAPIs : Pos 15, 1 Bit
+0x000 DisableNonSystemFonts : Pos 16, 1 Bit
+0x000 AuditNonSystemFontLoading : Pos 17, 1 Bit
it 3 it 1 +0x000 PreferSystem32Images : Pos 18, 1 Bit
ULONG MltlgatlonFlags\ MltlgatlonFlagSZ +0x000 ProhibitRemoteImageMap : Pos 19, 1 Bit
+0x000 AuditProhibitRemoteImageMap : Pos 20, 1 Bit
+0x000 ProhibitLowILImageMap : Pos 21, 1 Bit
+0x000 AuditProhibitLowILImageMap : Pos 22, 1 Bit
+8x000 SignatureMitigationOptIn : Pos 23, 1 Bit
+0x000 AuditBlockNonMicrosoftBinaries : Pos 24, 1 Bit
+0x000 AuditBlockNonMicrosoftBinariesAllowStore : Pos 25, 1 Bit

KCon
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Mitigation Policy-i: /3%
BB e B I\BZERE B Mitigation Policy-IFEO

1
I
I
1
I
I
1
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I
i
1
* HKLM\SOFTW ARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\ }
1
*» MitigationOptions:REG_BINARY i
I
I
1
I
I
1
I
I
1
I
I
1
I
I
!

R4 £ FMitigation Policy
* HKLM\System\CurrentControlSet\Control\Session Manager\kernel\
» MitigationOptions:REG_BINARY
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Mitigation Policy-7: /%
&

iexplore.exe P

MRT.exe ab) (BFiA) EwEFEE)
mscorsww.exe 25|EAFModules -
msfeedssync.exe %4 MitigationAuditOptions 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
mshta.exe 4 MitigationOptions 00 00 00 00 00 30 00 00 00 00 00 00 00 00 00 00
MsMpEng.exe

ngen.exe BETENE

ngentask.exe
notepad.exe BEEHN

osppsvc.exe MitigationOptions

PresentationHost.exe
HESEEV

PrintDialog.exe

PrintlsolationHost.exe



Mitigation Policy-Powershell

A FEFF Mitigation Policy( M2 FFi2EY)

* Get-ProcessMitigation —Running —Name notepad.exe

B HEFMitigation Policy( MIEMZ32EY)

* Get-ProcessMitigation -Name notepad.exe

B E B Mitigation Policy(BATEM )

* Set-ProcessMitigation -Name notepad.exe -Enable MicrosoftSignedOnly
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= o o o PS5 C:\> Get-ProcessMitigation —Running —Nane notepad.exe
) =— 2 4 gRpa o o o o o o S C:\> Get-ProcessMitigation —Name notepad. exe |
KCon Processtime : notepad 5 B
~on ! T cr— roceseliane : notepad. exe 1
i ot aurce Kozt \
1 ‘ ]
Eule Euabl i
Enalatost]Thunks nla
i e e '
! . Override DEF  Fales ]
Bottont )
cheﬁzlncnelma = 5
H Forceke o Hottonly ]
i Teazeints Oversids Bot 1
FoteteloesteTnages
H Strictiadle: e, |
! L e et A B e ;
H DisablevindZksystencalls )
! it SRR ]
i it B e -4 |
Dicablertensionoints :
! oFF Systen Call: )
. M I :
e Bt
Bleckmmiccoie Override Systencall e
ndit |
! Extensiongoint: ]
o P WoTSET 1
! ot Cverelon Extenciospotnt  Falee !
uopres:Erporte o
1 StriotcontrolHoveusrd e )
Dy
t by AllehxezdSTqu(Uu( !
exosof tSigneddnly e
HllovstoraSignedsinazies v o )
. By :
i inditStoresionad )
Eusble
Fontbisable SuppressErorts !
D)snble“ansys(m}'m(: e i
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Mitigation Policy-Exploit Protection

REGHE

- W& R£%i4 JHMitiation Policy
« CFG, DEP, ##ifi|ASLR%
BRixE

- W E HMFEF Mitigation Policy
o EBAL. PR

FEFFRE: notepad.exe
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CobaltStrike Blockdlls

* CobaltStirke 3.14fFAH 5| A
» FFIEfEFREFE R Be ks 25 44 rIDLL
o BB RS 4% Tblockdlls

* Spawn

¢ Screenshot

* Keylogger

¢ Mimikatz
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KCon

beacon> screenshot 2}7&1%
[*] Tasked beacon to take screenshot T
[+] host called home, sent: 162370 bytes

[~] Could not connect to pipe: 2

beacon> blockdlls start

[*] Tasked beacon to block non-Microsoft binaries in child processes

[+] host called home, sent: 12 bytes
beacon> screenshot

[*] Tasked beacon to take screenshot

[+] host called home, sent: 162370 bytes
[*] received screenshot (99247 bytes)
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BlockdllsfiEE-CIGIEH

» UpdateProcThreadAttribute
s TRHERETITHCIG
o BRI Sy #2427 fDLLIEA

[ EDLLAMHKE 4 ?

undefined8 FUN_18861568c(longlong paran_1,undefined8 param_2,LPPROC_THREAD_ATTRIBUTE_LIST paran_3)

{

BOOL BVari;
DWORD DVar2;
UINT UVar3;
undefineds uVard;

//PROCESS_CREATION_MITIGATION_POLICY_BLOCK_NON_MICROSOFT_BINARIES_ALWAYS_ON
*(undefined8 ) (paran_1 + 8) = 6x160608600600;
//Enable CIG for child process
BVarl = UpdateProcThreadAttribute(paran_3,0,0x20807, (undefineds *)(paran_1 + 8),8, (PVOID)6xE, (PSIZE_T)6x6);
if (BVarl = @) {
Dvar2 = GetLastError();
FUN_18008db48(0x47, DVar2);
waré = 6;
T
else {
if (SetErrorMode_exref == (code *)8x8) {
Uvar3 = SetErrorMode(0x8883);
*(UINT %) (paran_1 + 6x16) = UVar3;
T
ward = 1;
3

return uVard;
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KCon

SEKTORY Institute
/ @SEKTOR7net
@_xpn_#] @_RastaMouse

Nope, Falcon loads perfectly fine with 'blockdlls’
enabled and hooks ntdll. umppcXXXX.dll (Falcon's
injected DLL) is digitally signed by MS so no wonder
this doesn't prevents EDR injection

I
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e |

Dﬁ . . . 1| BOOL SetProcessMitigationPolicy(

N

%ﬁ{g&a% tlgatlon POhcy 2 [in] PROCESS_MITIGATION_POLICY MitigationPolicy,
3} [in] PVOID 1pBuffer,

4 [in] SIZE_T dwLength

5();

* SetProcessMitigationPolicy
« J&£)Z 1 FINtSetInformationProcess
. o .. . policy += (DWORD)MitigationPolicy;
FISHIFHCIG, ACG=Mitigations NTSTATUS ret = NtSetInformationProcess(

1
2
3
4
. %Eﬁﬁ{fﬂa a Ef?’il}ﬂ 5 OxFFFfFFFFFFFFfrfrfef,
6
7
8
9

uinté4_t policy = *(DWORD *)1lpBuffer;
policy = policy << 32;

// For ProcessMitigationPolicy value
(PROCESS_INFORMATION_CLASS)0x34,
&policy,

sizeof(policy));

#,
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SERHME AR - Mitigation Policy

* NtSetInformationProcess
+ HBEEHACG

 JF /5 AllowRemoteDowngrade
ARHAIACG

Decompile

ltSet InformationProcess — (atoskeal wxe)
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Side Effect Of Mitigations (
«“Meitigation Hell” I FFl A it 2 e o 2 T FEY k7 28 0 it 0@

-RICJLT- BT NETEEF, CLRAVAA(LARA T RW X PNAF
o CIG- VMBS 2 I 1, S EUS 1T R85 BRI
* Child Process Policy- I it b 2 G & (19E AR, ol in <4 it f2

| « ACG- IR HRFY, SEAA QMRS EEHAT MR RIG ° i
£ Mitigations bl SLH) FA BR324k A £ 0117 3
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Mitigations

> Mitigation
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Hunting '"Mitigation Hell"'-Audit Mode

AuditB -8 5% H B AL
Set-ProcessMitigation -Name notepad.exe -Enable AuditDynamicCode,AuditMicrosoftSigned
H 715t Microso fi-Windows-Security-Mitigation/Kemel Mode

e
20217777 154548

"
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Hunting '"Mitigation Hell""-ETW

Microsoft-Windows-Kernel-Memory/Acg

icrosoft-Windows-Kernel-Memory/Acg
Microsoft-Windows-Kernel-Memory/Acg
Microsoft-Windows-Kernel-Memory/Acg
Microsoft-Windows-Kernel-Memory/Acg

Microsoft-Wind -Kernel-Memory/Acg
Microsoft-Windows-Kernel-Memory/Acg

* Microsoft-Windows-Kernel-Memory:KERNEL MEM KEYWORD ACG
* Microsoft-Windows- Security-Mitigations:Microsoft- W indows- Security-Mitigations/KerneIMode

478631 M MpEng (6106)
ThreadiD=
\/sE bugCunsc\ (12412)
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