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010 Editor ttfF&Z5 A nametl &

typedef struct {

local quad name_table = FTell();
USHORT format

USHORT count;
USHORT string0ffset;
local quad NextNameRecord;

struct tNameRecord {
USHORT platformID;
USHORT encodingID;
USHORT languageID;
USHORT nameID;
USHORT length;
USHORT offset;
NextNameRecord = FTell();
FSeek(nane_table + string0ffset + offset);
char name[lengthl;
FSeek (NextNameRecord) ;

} Nanm d [coun dRead, optimize = false>;
Ytname <read=NameRecordRead>;
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typedef struct {

TTF 010 BTAARH B & ot e e e =

USHORT count;
Tocal USHORT nane_soffset = count x 12 + 6;
USHORT stringOffset = {nane_sof fset

1 quad NexthaneRecort
21 tabl eEI’J & g Local USHORT totalnameotfee
LS o ot
{
UsHonT prattornid;
USHORT encodingiD;
USHORT \anguaged;
USHORT nameiy
UsHonT Length
Lacal USIONT tnpraneotfset = length:
Wocal USHORT taprametength = toprancofaet * 2 ;

USHORT ofset;
NextNameRecord = FTell()
Feek(name_table + string0ffset + totalnamelength) ;

totalnameoffset += tmpnancoffset
USHORT offset2 = {totalnaneofset};
totalnameoffset += tmpnanclength;

(1= (count - 1))

Fseck(nane_table + string0ffset + totalnanelength);

Hnane;
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crash#

e

# ! /bin/bash
for I in {1..200000};do

J fuzz test.ttf
/ sleep Is
fiest test.ttf &
/echo "sleep startn"
sleep Is

J& Blfont book, echo "kill start\n"
R

ps -efww]|grep -w 'Font|grep -v greplcut -¢ 7-17|xargs kill -9
done

echo "over\n"

exit 0
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CTFrameSetter : #H24F—/NCTFrame I.J , REF=CTFrame, — 5l EALIA % CTFrame ;

CTFrame : AN —ANEIAR, 5 2 HICGPath( BB R) ik e, Hfa Ryl RAEIX NI N2

CTLine : —/NCTFrame £ NCTLine 1%, —1TH/2—CTLine ;
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func CTFontCreateWithName(_ name: CFString, _size: CGFloat, _ matrix: UnsafePointer<CGA ffine Transform>?) ->

CGFontCreate WithDataProvider(CGDataProviderRef provider);

func CTFontCreate WithGraphicsFont(_ graphicsFont: s
_size: CGFloat,
_ matrix: UnsafePointer<CGA ffine Transform>?,
_ attributes: CTFontDescriptor?) ->
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Core Text (i 7 5 | 83 i Fll B M55 H# ( CFAwtributedStringRef) I IR E 1% ( CGPathRef), JRIETFFHixt +
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CFMutable AttributedStringRef attributeRef = CFAttributedStringCreate Mutable(kCFAllocatorDefault, 0);

void CFAttributedStringSetAttribute (CFMutable A ttributedStringRef attributeRef , CFRange range, CFStringRef
attrName, value);

01



B P2 BRI — AN AR AR [ framesetter XF 5 2\ B

CTFramesetters&CTFrame Xt £ I R T o P
framesetter #5252 — NBPEFLFEEXT A —ANARIIB TN G, FH U FHERR 25 R B 2 R Z AR
@gi};ﬁﬁ% R — NMEEAT R AR L G SRIGAEZERT DA B & E R B U AT R L

func CTFramesetterCreate WithAttributedString(__ attrString: ) -> CTFramesetter
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2x24h fuZZing Y‘ﬁﬂ‘ﬁﬁ)ﬁ‘.... overall results

cycles done : 1130

last new pat B . min, sec total paths 757 12
last uniq crash 2 hrs, 19 min, 2 sec
1 crash get. last unig hang : @ days, @ hrs, 20 min, 21 sec Unig hangs : 40

cycle progress map coverage

now processing : .53%) map density : 9.28% / 23.96%
paths timed out : 1 (0.13%) count coverage : 1.11 bits/tuple
stage progress findings in depth

now trying : havoc favored paths : 220 (29.06%)
stage execs : 452/614 (73.62%) new_edges on 413 (54.56%

total execs : 6.16M
exec speed : 19.88/sec (zzzz...) total tmouts 1241 (40 unique)
fuzzing strategy yields path geometry
bit flips : n/a, n/a, levels : 21
byte flips n/a, n/a, pending 10
arithmetics : n/a, n/a, pend fav : 1
known ints : n/a, n/a, own finds : 591
dictionary : n/a, n/a, imported : n/a
havoc : 437/1.72M, 155/3.43M stability 77.48%
trim : 3.61%/1.00M, n/a 01




cruns nay not bo naticod
jor-941]: up;nm ons using vestor anstructions (e.g., SSE) should work.

trtosc v.m 9411: version 6d

core text tﬁﬁﬁ“g : i H[ b, [T R ————

oputs leng, snsigned int, unsignad int
ul 1

Builder::Frond
Conet, std::

p_iter(anonym
154 ‘:, FoToxt:xB6_ 6444118200
space) : iMorxTableBuilder consta)+oxsace (CoreText

asentationt s X86_64+0x106636)
el (CoreTextixBé_64+0x84426)

tion function for b
. elions colloutions
S Citont conate
Encode ()+x2b (Core
dechars (CFRange, TALE

7 0761133056230 in

33 in Totyonenceder: ence 3, TolyonEncader sFallbacks s0x3fe (GoreTextins

oasteString: nitialize(CrAtteibutedString conste) 0riz2 (CoreText 206 444013639

SrString: TypeserteThetrstring( CrACeriburedstring conses, CEionary constesox
roxato

3itbeca in TosRer CTerane > Attributedstring consties

0771133080038 in :mm- thattr ibutedstring s0x2t (CoreTextxgs.o4s0175028)

o

orn TCFBase_NEW<CTFramesetterAttrString, __(

0x0000000110297920 Oxsesusgorionsatan rox = Oxeassanooosesass
x00009000000038  rsi - Gx00DER09119297938 ox000 315000 rsp - 0¢0007¢ 240

1o © oxca0000000000a000 59 - Dxaa000011070co%8 £1 - Dud00aaooaBIaOTEL £1a - 0uDD
£12 - 610000000116z5750: 113 - 009000088830009 £1( - OXOCEELLONCT 115 0xa00000011029790

egistor vilues
0x090000000000d0d  rbx

ditional inf
signed int, unsigned int, TInlineVectorestd::__1::voctoreun
“wrop.iter<(anonymous nanespace): Liginputes, stds: A

std:: 1:iallocatoraunsigned short

420x118200) in (snonymous namespace)
gnedshore, seare
wrap_ice

hed short, > consta) on1s:

1ib/Libgnallac.dylib /ttftast-loader




BrEc s o,
Formartfuzzer 15t &

1. AFCAKFREERI010 bR A= BROBTRIE TR (B 55D

2. AERRAEES TRENAL, gfbEARE, B mEENE

3, R4 TR —4%

ié“’?lﬂﬁ"lﬂéj% : [RIREHIfuzzingtE AN RASETE, AE R fuzzingfZAR RIS 10, B EGE 2 REvE 5 AT

S
01



TR fuzzingIHR 3R 5-2
T



pug=a: i 2};,‘ ’

aflsmartid i 1 F peach X iy A\ B BOE HEAT i AfT-> A= ilchunk Bcs, % chunkB8m EAT HVERIAR 5, AR ORI
BRI EAE, X Formartfuzzerifid s& LO10MIbhR AR, ARIEBIAR A AW TR, FEIN_EBREX i T%
ElE i — AR R

TN

. [
aflsmart @ Cr;?%% > W EE f ))

Formartfuzz

01



WAL« ARG, MR TN TR T3]
A\t
LN SEFIRAR S

FRAT SR, IR

A= BT )
eyl
EEs AL )

01



KCon

pul=A=F

o B S

oL —> WA

i
i

01



SHMIER ?

1., BIRE T A FHER T Formart fuzzerfiK JEb tBiAk A4 i BB AR v 52k, Eefmmy LA
fi##-SHORT, LONG. LONG LONGREHLIM:IT A3 Rl S BrEE 1 T 3%

2, BRI TN T HUFRRGETFE], 7T EEE A AR

3, AR RREE R A

4, JBHEbHEN SToffset, lengthit 5254

%

N\

01



A RREEFIPY
LR IE S R E9/Mable) K

[—11 M55k table —jLfil table

01




ALY
1, Silfkmst: 1> FkR; 0-> &
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if(data)
{
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3. GERRACREITZ4: 1 1 type struc struc
numberofContours -> endPtsOfContours[numberofContours ]

7 contour: 6 flags 6 points
7h
Bh
1h
2Eh
5h

USHORT endPts0fContours[7
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Module Type

libFontParser.dylib

libFontParser.dylib
CoreText
CoreText
CoreText
CoreText

Font Book

Memory access type at crash

out-of-bound reads and writes

Integer overflow
out-of-bound reads
out-of-bound writes
Null pointer
out-of-bound reads

Parameter abnormal

table(s)

cmap

glyf
GPOS

glyf

appkit

CVE-2021-30755

CVE-2021-307

CVE-2021-30733

yes

no
CVE-2021-30789

no

Fixed

11.4 beta

11.5 beta
11.4 beta
11.4 beta
no

11.5 beta

no
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