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PR E I EIRE (User level applications)

- AR IRE RN ERE (Kernel level applications)
FRGERRREEEHIRFIREN (Crash dump technique)
FIRERSEENRIRTEFEIREY (Operating system injection)

- ARSI R TESAEY (Hibernation file based technique)
-2 502 BaIATFEIRE (Cold booting)

DE-

FREMUIRARRYAIZ3REY (Virtualization)

@FE
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REBRET A

OETFRFEREFHINFIRE(User level applications)

@ETEIERGFENRINFIRE (Operating system injection)
OETREFRIRSEHIREIRE(Hibernation file based technique)
OETRZFRLBIMRINTFIRE(Cold booting)

KCon



AREN
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= (Ci\Users' Desktop’

DumpIt — v1.3.2.20110401 -

e P

dumptiDumplt.exe

One click memory memory dumper

Copyright (c) 2007 — 2011, Matthieu Suiche <http://www. msuiche.
Copyright (c¢) 2010 — 2011, MoonSols <http://www. moonsols. com>
Address space size 8302187008 bytes ( 18408 Mhb)
Free space size: léﬂﬂggﬂj“ﬂﬁé byvtes ( 142192 Mhb)
* Destination = \??\C:\Users' Desktop\\?9\??\??9??\dumplt

—> Are you sure you want to continue? [y/n]

E: Dumpit, Redline, RamCapturer &

** Belkasoft Live RAM Capturer

Select output folder path:
C:\Users\ A\Desktop\’

i Luan:hnr_] device driver ..
[

Physical Memoary Page h-LLE 4096
Total Physical Memory Size = 18408 MB

\RamCapturer\xo4
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AFDHTLE

+iim TEBRekall,Redline VolatilityEFE, BRINARAI iZ. IFREJumpEBNRERNEFST LR (1E2R) EVolatility,

- ~

https://www.volatilityfoundation.org/

Releases

Volatility releases are the result of a lot of in-depth research into OS internals, applications, malicious code, and suspect
activities. Releases represent a milestone in not only our team's progress, but in the development of the community and
forensics capabilities as a whole. While releases may seem few and far between, we strive to perform rigorous testing of

our new features before calling it stable.

Volatility 2.6 (Windows 10 / Server 2016)

or Win
A lot of bug
arsing
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Volatility RFoHrESR

Volatility BHIo TG saF 0 T NFERE
EPREBRIBENBEZEE. HEHIE. B
5 AP 716%—:—.“

Ex.
netscan——H B EEIER(EE
psscan—— [ SEiAFER
cmdscan——FHRARSIER

PS C:¥lsers:

¥lesktop¥ T /Y T E¥PNERRIEYvolati|ity 2.6 winBd_standalone> .¥volatility 2.6 winB4 standalone

Volatlllty Foungation Yolatility Framework 2.6
Local Address

foset( )
Dw130817c0
Dx]Se]?bch
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Owner Created
svchost . exe 2019+
svchost . exe 2016~
svchost . exe 20186~
System Z018-
conhost .exe
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RS S R B WeblRSS, EREAHIKIE RSN
S80I, HISHIELIWebHIEAAOG, SEE,
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BT S ARTE (136
12’ _EEJ'THE
Jwebshell &Z1XE

\)—L_

V=F

HISEERX

Z RHIR AR

2163\) FalvaccesslogiH T
XHMIRETRET ﬁBE‘)ElEE

alwebINd,

pap
A3 =
C

BAE
EEN

HNRANE<S. MHHE

£17shell3iz4?

- - [21/Mar/2018:13:20:57 +0800] "GET
I/1.1" 404 220

- - [21/Mar/2018:13:20:57 +0800] “"GET
Is HTTP/1.1" 200 30430
n ' - - [21/Mar/2018:13:20:57 +0800] "GET
| cearorward=httpi3R%2FL2F h2Findex .
IT3
R - - [21/Mar/2018:13:20:57 +0800] "GET
ﬂa show poster&id=1 HTTP/1.1" 200 20

- - [21/Mar/2018:13:20:58 +0800] "GET
1/1.1" 404 220

- - [21/Mar/2018:13:20:57 +0800] "GET
Hshnu&actlon is&subjectid=1&type=3 HTTP/1.1" 200 20
a - - [21/Mar/2018:13:20:58 +0800] "GET
kTTP;1.1" 200 4693

- - [21/Mar/2018:13:20:58 +0800] "GET
g HTTP/1.1" 200 3132
\ - - [21/Mar/2018:13:20:58 +0800] "GET
a HTTP/1.1" 200 564
\ - - [21/Mar/2018:13:20:58 +0800] "GET
HTTP/1.1" 200 58439

- - [21/Mar/2018:13:20:58 +08008] "GET
png HTTP/1.1" 200 2120

- - [21/Mar/2018:13:21:01 +0808] "GET
?&a upload_video HTTP/1.1" 200 1311
i - - [21/Mar/2018:13:21:02 +0800] "GET
a=login&forward=http%3A%L2F42F"
ent%ZEa%3Dupload video HTTP/1.1° 200 3233

- - [21/Mar/2018:13:21:05 +0800] "GET
"1tle png HTTP/1.1" 200 1803

- - [21/Mar/2018:13:21:05 +0800] “GET
ITTP/1.1" 260 205

- - [21/Mar/2018:13:21:05 +0800] "GET

en=5&Font_size=14&width=120&height=26&Font_color=&background= HTTP/1.1"

- - [21/Mar/2018:13:21:07 +0800]
“2Findex .php&siteid=1 HTTP/1.1"

a=mini&forward=http%3A%L2FL2F’
=

"2Findex.php%i3Fm%Z3Dmember%26c#3Dcont

/caches/poster_js/10. js HTTﬁ
/statics/css/default_blue.cs

/index.php?m=memberé&c=indexd
phpé&siteid=1 HTTP/1.1" 200 5

/index.php?m=posteré&c=indexd
/caches/poster_js/10.js HTTP
/index.php?m=vote&c=indexé&a=
/statics/images/u9/nav.png H|
/statics/images/u9/hot_bg.pn|
/statics/images/u9/extend.pn|
/statics/images/u9/title.png|
/statics/images/u9/num_list.
/index.php?m=memberé&c=conten|

/index.php?m=memberé&c=indexd

/statics/images/member /ext-t

/statics/images/fillet.png H|

/apl.php?op=checkcode&code_1
200 3470

"GET /index.php?m=memberé&c=index

200 5
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E 1-Snapshotl.vmem
F L -Snapshot1.vmsn
J E -5

napshot2.vmem
Eocieiinonirsn)

Snapshot2.vmsn

A TRUEEX T "REREEREEEshellKi=H]" Y Lu Hh e
B8, Hn B AT e AR RIRIZEEN T RFERE
&, NTESTHNEFEERNHITEX DT, FNfE
BIRE T WZkHNAFTE =GR (MERF+R

d u m p it = C\Users\’ sktoph\ THE\ T B\AFEHE dumpt\Dumplt.exe
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Copyright (c) 2007 — 2011, Matthieu Suiche <http://www.msuiche. net>
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R )
o

Address space size: 19302187008 bytes ( 18408 Mh)
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REERSLEEN R EEEshel SELhEiEHIEY, ABA Pl e e Smeras @ - | witon
a v .168.152.137:137 % svchost.exe 2018 -° | 02:03 U
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=4 — v 0.0.0.0:4500 : svchost.exe  2018- - 02
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N . dtpbialis MU S P
olatility WIEDIHIELERS NTEHEABH T TR
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DU000001Ge 17570 mysald oxe 1808 1484 0:00000000a1530000 2016-05-21 16:01:24 UTCA0000
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