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Thumb 155

ARM {8<

x86 1§%

MIPS 8<%

Mov R1,#2
Mov R2 #3
Add RO,R1,R2

y X
=]
vMov R1,2

vMov R2,3

vMov R20,R1

vAdd R20,R2

vAdd RO,R20
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ARM IR Z51728

Rig

vRO-vR12

RO-R12

B

vFp

R11

(EE R

vSP

R13

IR ETE

vLR

R14

HHES s

vPC1

R15

ARMIE<SRIZEPC

vPC
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v16-v32
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Flags
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ERIFC |FFanic(l) mEEFFEs
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TRINC  |AZBEIEARIC(0) { RIZENE
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4-0

opcode 5bit

0-5

reg id 5 bit

0-4

The byte size of Imm
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// MOV R1,1 1 00 01100
// MOV R2,2 1 00 01100
// MOV R3,R2 1 00 01100
// ADD R1,R2 1 00 00010
// stop

1 1 000001
1 1 000010
1 1 000011
1 1 000001

00 000001
00 000001
01 000010
01 000010

unsigned char opcodes[] = { 0x8c,0xcl,0x1,0x1,
0x8c,0xc2,0x1,0x2,
0x8C,0xC3,0x42,
0x82,0xcl,0x42,

wm mww amee 1 Bast A A3 Cm & B

Oxff

00000001
00000010

0x8C OxC1l Ox1 ox1
Ox8C OxC2 Ox1 0x2
Ox8C OxC3 0x42
0x82 OxCl 0x42
OXFF
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g0 -
str fp, [sp, #-4]!

TRIFEN

vMov  rl6,sp
vAdd rl6,-4
vStr fp,[rl6]
vMov sp,rl6
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vimp cond , Offset/Rx

HRAHIBBIEIES > RiF > SRVYDIES

moveq r0, rl -> vlne s
vMov r0,rl
S: XXXXX
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Function: vm_get_ins




VYD IHENfEfIE<

#define VM_EXTEND(x) (x & 0x80) //FTETETE

#define VM_GETW(x) ((x << 1)&0x6®) //BY0PCODE {i%H®
#define VM_OPERAND_ISREG(x) (x & 0x40) //BREHBEEBNTFEFaE
#define VM_GETOPCODE(x)(x & @x1f) //3ZREXOPCODE

#define VM_GETREG(x) (x & @x1f) // ZREYREGId

#define VM_GETIMMSIZE(x) (x & 0x1f) //3REXimmi</E

#define VM_IMM_EXT(x) ( x & 0x20) //IMMEEESHoperand
#define VM_SET_FLAG(x) (x & 10) //ZEBTIRfrEH723




VYD EHAITEHEFERAIENX

struct vm_context enum vm_error_code
{ {
uint regs [REG_MAX]; VM_ERROR_UNDEF,
uint vPc; VM_ERROR_DIV,
uint error_pc; VM_ERROR_REG,
vm_error_code error_code; VM_ERROR_MEM

char *x bytecode;

bool flag_z;
bool flag_n;
bool flag_c;
bool flag_v;




VYD E#HAYE<SOPCODE

Opcode HenumBzI4RK

enum vm_instruction_set
{ // The vm instructions set

vPush = 0x0,

vPop, vAdd, vSub, vMul, vDiv, VvUNDEF, VvUNDEF1l, vCmp, vCall, vImp, vXor, vMo
1 5




switch (ins->opcode)

HiTIEEY :
17 E:': case vMov:
case vAdd:
vSub:

1.Handlerzk case veub:
ZSWItCh case vDiv:

case vXor:
case vOr:
case VAnd:
case vShr:
case vShl:
case vCmp:
if (!vm_math_operand(vm, ins))
return false;
break;
case vLdr:
case vStr:
if (!vm_mem_str_ldr(vm, ins))
return false;
break;
case VPush:
case vPop:
if (!vm_stack_push_pop(vm, ins))
return false;
break;
case vJmp:
vm_jmp(vm, ins);
continue;
break;
default:
vm_set_except(vm, VM_ERROR_UNDEF);
return false;

}

vm->vPc += ins—>ins_size;
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ISR E
void vm_add_with_carry(uint a,uint b,char carryl,uint * result,char xcarry_out,char xoverflow_out)
{

char carry = 0;

char overflow = 0;

long long result64,a64,b64;

ab4 a;

b64 = b;

result64 = ab4;

result64 += bb64;

result64 += carryl;

if(result64 & 0x100000000)

carry = 1;

uint unsigned_result = a+b+carryl;

int signed_result = (int)a+(int)b+carryl;

overflow = unsigned_result != signed_result;

*result = unsigned_result;

*carry_out = carry;

xoverflow_out = overflow;

}
vold vm_set_result_tlag(vm_context x vm, ulnt value)

{

int signed_value = (int)value;

assert(vm && vm->bytecode);
vm—>flag_z = value == 0; // Zero ¥rifiL
vm—>flag_n = signed_value < 0; // faEinr&E(L
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Nz Cdmarm ?
Capstone BEFEFRRLCYRS |2

Capstone 37%F :
Arm, Arm64 (Armv8), M68K, Mips, PowerPC, Sparc, SystemZ, TMS320C64X, XCore8. X86 (incl
ude X86 64)

AT ZMESRmERO

Clojure, F# Common Lisp, Visual

Basic, PHP, PowerShell, Haskell, Perl, Python, Ruby, C#, NodeJS, Java, GO, C++, OCaml, Lua,
Rust, Delphi, Free Pascal

https://github.com/aquynh/capstone

brew install capstone
sudo apt-get install libcapstone3

XJ232E - APythonininRiCHR
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CapstoneRJs@ K24 (RCHR + 77 )
0x80001000: bl #0x80000fbc
op_count: 1
operands[0].type: IMM = 0x80000fbc
s
0x80001004: str Ir, [sp, #-4]!
op_count: 2
operands[0].type: REG = Ir
operands[l].type: MEM
operands[l].mem.base: REG = sp
operands[1l].mem.disp: Oxfffffffc
Write-back: True
s
0x80001008: andeq 0, r0, rO
op_count: 3
operands[0].type: REG = r0
operands[1].type: REG = r0
operands[2].type: REG = r0
Code condition: 1
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FRIEPYRIEICAZZVCRS |, T
str fp, [sp, #-4]!

{"old asm": "0xO0: str fp, [sp, #-4]!", "opcode": "!", "address": 0}

"vMov", "operands": [{"isReg": 1, "data": 16}, {"isReg": 1, "data": 13}]}
"vAdd", "operands": [{"isReg": 1, "data": 16}, {"isReg": 0, "value": -4}1}
"vMov", "operands": [{"isReg": 1, "data": 13}, {"isReg": 1, "data": 16}]}
"vStr", "operands”: [{"isReg": 1, "data": 11}, {"isReg": 1, "data": 16}]}

{"opcode":
{"opcode":
{"opcode":
{"opcode":
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3.iZEvm_run 2§
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2 PR [EAH L

2 BEEE[E]JARM or thumb X5
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2 VMR GRS

3R ELEFEEIvm stub
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0.1RBIFEVMAIREFHREYCIDEUR

1LAEABEIBIENIRIFESIRIF
21 EVmAOStub

3. fHEvm REHA el fRYCREEE
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VM 87 E - F ke lRES

NSER—3Kmap

map<string,uint> opcodes;
vMov: xxxxx
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