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RC Signal Lost

Smart Go Home

Enter flight data mod

Turn on arm's LED light
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AN Z2RE 7
« TAMNZEE (FEE; AR-Drone 2.0; KFEFER3S ..)

o TANLBLE S (WIFL GPS 155, Bl ERes, FANAPP, KIZVML, BRI )

o TANZEREEE (WIFI B2 GOT ROOT; KI5 TIAE: Fiaisntins )




2244 Parrot AR Drone 2.0

* AR Drone 2.0 F&HWIFI # & (OS5
s RN ZE W% Linuxon ARM (SkyJdack #)#F; Maldrone j&5&..)
o BIAIRME Telnet Root i3 [a)AXBR. @3 Pairing = kRIUE L% (MAC Hidih)

* kill -KILL ~ “pidof program.elf”
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2245 DBPOWER U818A-WIFI

US18A IZMHWIFI #v & (T O 41R47)

U818A E 7 BusyBox 1.20.2 (B7ZEHTE BusyBox fa&?)

CVE-2017-3209 (401 FTP server 22 1FE &M SEZE A1), B AN )

‘curl -T shadow ftp://192.168.0.1:21/etc/|fts2/shadow”
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* Bebop2 E7F Android R%t. #21ETELNET, FTP, UART Root 150
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F41: Mavlink FETMX

1T AT EXIERE: GPS, KT EZ{5 2 (ARDrone; ArduPilot ..)
%

HEv5(GCS) TJ [E) ATFETE 255 228 AL (Intel B9 500 ZEF AML Show, HIHFHE? )

Fuzzing IAEECE : SCAPY or KITTY + Test cases (ERROR : Floating point exception)

Fuzzing SMNERCE : 2219 BT AN B EuhIAE (SITL Simulator; MAVProxy; Wireshark)

Magic|Len|Seq|SysID|CompID MsgID Payload|CRC

N, e e, e et s, et st e st et et et et et
Lbyte 1byte Lbyte lbyte  lhyte  lbyte  zbyte  2byte

Figure 1: MAVLink packet structure
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KIBIGR3 T AN Z# GPS B (flyforbid.json)

KIEFE R 3 EIR8E & T AHL WIFI Probing (MAC: 60:60:1F)

AN IBFE R 3 Sniffer: github.com/a232319779/PHANTOM-3-STANDARD

A IBFE R 3 RF $h#F Geekpwn 2015 (315 SRIENL AN EE AEEEFH?)

ENTER VENDOR NAME

oy Disconnected
m lookup vendor
( 1000km
| M|

SELECT LOOKUP TYPE: O LOOKUP MAC ® LOOKUP VENDOR

00:0B:14

This database was last updated on 3 March 2017
Results for Vendor search dji
Found 1 results.

MAC Address/OUI Vendor {Company}

60:60:1F SZ DJI TECHNOLOGY CO.,LTD

HSOOKM/H VSO0OM/S §{tN/A
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Security Analysis of DJI Phantom 3 Standard

Fernando Trujano, Benjamin Chan, Greg Beams, Reece Rivera
May 11, 2016

L : ) N l: " yw in
groupHans SkyRifL*, public static String a(String arg2) {

"weight": 20, String vO_1;
"isCameraGroup": false, Cl;;ii‘;ir'e: t;i?ii; ) dji_rev This repository contains tools for reverse engineering DJI product firmware images.
'isSinqleFile' + true, t_r'y { - J deejayeye-modder APK "tweaks” for settings & "mods” for additional / altered functionality
.ummdemde' Y } ve_1 = b.a(arg2, 1%&%3’ ﬁm@’ 225']'5‘1515%"); pyduml PyDUML allows you to send firmware to your DJI aircraft without using DJI assistant, or get root
"devices": ['0700'], catch(Throwable v0) { access using.fl :
‘ e N _monitor_exit(v1); RedHerring Qaemng was the initial July 4th Independence Day exploit to get root access to D@
} throw vo; dji_system.bin Archive of bin files for to allow you (0 Upgraae/qowngrade using other tools provided here
firm_cache Individual module components from within bin files for analysis, or to allow creating custom
'ftpUsername': "root", -—m°°it°r-efit(V1)3 packages using individual components
"pushDevice": 7 ) e e DUMLrub Ruby port of PyDUML, and firmware cherry picking tool, Make your own custom firmware images.
DUMLdore Windows version of the DUML firmware tools. Archive, and flash bim from windows
b DJI ftpd aes unscramble DII has modified the GPL Busybox ftpd on Mavic, Spark, & Inspire 2 to include AES scrambling of

downloaded files... this tool will reverse the scrambling

Shanaet-—78, preamble : AA, address : = ad length : 32, pid : 2, no_ack : O, payload : 1F430FD30202042015@
000210800008080000000000000.000000000032. crc : C8
Pt B | -

channel number : 79 channel frequency : S8e4000000
channel number : 8@ channel frequency : 5805000000
channel : 13, pk_count : 2, preamble : AA, address : F2EEE12220, payload length : 32, pid : 3, no_ack : 0, payload :

crc : B728

2022E1EEQ3CBOD64F7AFEDCEBBA2846 FEDCFB3E2848D,
_count : 3, preamble : AA, address : F2EE
--2422__15503000047F98497C409A80245502497C505580247FDA497C501580284 crc : D7
end.

th : 32, pid : 3, no_ack : 0, payload :
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B #x: CX-10WD

c EELAHIEEAT CX-10 RF (WiF: RF; 5HEE)

EIREBRED A 4 uE, TIEENE 24Ghz SEE

o TBINEILIEE A WIFI T3k 40 K, RF 1A 15 K (2R %fT)
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SE555555O55555555555555555383

XN297L &A= A+
2AGHz BB aiR TR o A
3
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s &= BT I WIFI Deauth X7 (AirCrack-ng 4k Fi&)

s BRI E AN SRESHKRes + 24ghz SETEE (SDR 4k Hacking 4% )

+ alreplay-ng -0 0 -a 9.03.67: WR E2 ¢ BC:F5:AC:F6:C7:57 wlaninon
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HEHH#

D04 SPI 3EE= RS Z54Mbps

SHFRAEUERKEN32FT (RAKFIFO) | QFN20L0303 / SOP16 / SOP8%}3E
aE 6451 (REFIFO )

1M/ 2Mbpst&Es, , BERIREE +40ppm | T{EBESIF2.2~3.3V

250kbpstRsl, , FEGRIRIEE +20ppm T{EREZFF-40~+85°C
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XX: YY:ZZ:....:AA:....

A

Command name Payloaa (O-64bytes)
(1 byte)

R_REG>TER ‘ O00A AAAA

Register address (5 LSBits)

1to5 SRS BT eSS
(E==F57E81 | AAAAA=SDbit ES7=SSHEHE

| 1 to 32/64 | SasixiE  SiRVEESEE 0 =1
| (==vrEsy | FFa.

Payloéd (up to 64 bytes)

W_TX_PAYLOAD 1010 0000
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| TXID + VID +
BINDING REQUEST (TXID) ’ 3 _ | THROTTLE, YAW, PITCH, ROLL, BUTTONS
.
8 & ACK
£% BINDING REPLY (TXID + VID) O +
@ | | | s o
5
§ | 0 sy
' CONFIRMATION TXID + VID +
= > THROTTLE, YAW, PITCH, ROLL, BUTTONS
ACK
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NRF 24101 Fokiath

Arduino UNO X FF SPI £

5 s BB BE
l/ E /\-A—\ 53 3333 o3

c c » (77

+ I =] £5 5528 83
o = @o* =

//itE$E848F Variables fiffffifEEEEEEEEE

static uint8_t aid[4]={O0xFF, OxFF, OXFF, 0xFF}; // aircraft ID
c uint8_t txid[4]; // transmitter ID

c uint8 t freq[4]; // frequency hopping table

static uintf t packet [PACKET_LENGTH];

volatile uintlé_t Servo_data[CHANNELS] = {0,};

int ledPin = 13;

Hvoid setup() {
randomSeed ( (analogRead (20) & O0x1lF) | (analogRead(Zl) << 35));

=] for(uint8_t 1i=0;i<4;i++) {
txid[i] = random();
}
txid[1l] %= 0x30;
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* £t Arduino + NRF24 R EH SIS L 7/
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CYRF 6936 CC2500 nRF24L01
protocols protocols protocols protocols
« V2x2
+ Specktrum : + Frsky (D8/D16) * FlySky :3;11
DSM2/DSMX * Hubsan e
* Walkera sl

* Cheerson
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e TI3EAZ: MicroBIT: Devo7E: W&EIJK: Bt T4 8

GFSK Demod

CONNECTING OUR MICRO:BIT & ===

Device Arguments: bladerf=0
Sample Rate (sps): M

ChO: Frequency (Ha): 240246
€ho: Freg. Cor, (ppm): 0

Freq Error: 0 xn297 preamble 0xc710F55

Verbose: On

WX GUI Scope Sink

€hO: DC Offset Mode: OF Jhed
: 3 Add Const :
S B g e
-t m ::'m::;wm‘ Frequency Xiating FIR Filter Trigger Mode: Normal
o : ) ety ¥ A Label: Counts
- ) Ch0: F Gain (6B): 20 : B
00 €ho: 8B Gain (4B): 20 'c:"'m"':fq':':y”‘;k l
X Sample Rate: 41
: WX GUI Slider WX GUI Slider _
el 10: freq slder 1D: freq fine siider
Labet Freq coarse Label: freq fine WX GUI FFT Sink
Default Velue: 2 DefaultValue: 100k Tite: FFT lot
" Minimum: 0 Mhimum: 0 Sample Rate: 11
Maximum: €3 Maximum: 14 Baseband Freq: 24021
, Converter: Integer Converter: Integer 'Y per Div: 1040
’n o YDvs: 10
P Rervever (as): 0
2p):2
9
Refresh Rate: 15
Window Blackman-Haris

Freq Set Vamame: None

BBC Micro.Bit
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T AH vs TTAH

» TAHES, SERD T2 a el ?

* IRRE TR AL AN&E MBI 77 2 S AL A3 TE 38

* Skyjack 1 B (ARDrone + ®i&EK) && Hackb I H (DJI3S + WIFIAKE)
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s WEMRBIEY FmEI S LAY BN BRE S (EANZRES)

« ETHEAFAl KR EEIH B

Autonomous robot security guard has a |
built-in drone to stop intruders
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FTo M Skynet 4EFE ?

* AR Drone ¥{RIE EF (ardronelabviewtoolkit.wordpress.com)

* NVIDIA Jetson TX &%l L AN B 5190 ZIR Bl Y A

° ﬂiﬁiﬂl TR T AV &R S B2 + BFOIRA + F I
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