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4b: - localhost () z ® Rcvd Write Response, Handle:
4b:2a: ( localhost () . 32 Rcvd Handle vValue Notification, Handle:
4b:2a:d1 S localhost () . 32 Revd Handle value Notification, Handle:

ontroller host - 8 Rcvd Number of Completed Packets

Bluetooth
87 uetooth

Bluetooth L 0

Bluetooth Attribute Protocol

» Opcode: Write Request (0x12)

v Handle: 0x0003 (Tencent Holdings Limited: Unknown)
. ] : > gldings Limited (Oxfee7)]

Response 1n Frame:
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207 23:24:12.460678 TexasIns_4b:2a:d1 (dinesiene)
208 23:24:12.556927 controller host

Frame 206: 32 bytes on wire (256 bits)
Bluet ‘
Bluetooth HCI H4
Bluetooth HCI ACL Pac
n L2CAP Pro

[UVID: Unknown (©x3676))]
Value: 2fab119b66a88fc1815fcddea93b0dc700000000

localhost ()

ATT
HCI_EVT

32 Rcvd Handle Value Notification, Handle: ©x00
8 Rcvd Number of Completed Packets
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static {
Config.bltServerUUID = fromString(
Config.readDataUlUID= fromString(
Config.CLIENT_CHARACTERISTIC_CONFIG= fromString(
Config.writeDataUUID = fromString(
Config.0OAD_SERVICE_UUID= fromString(

Config.0AD_READ_UUID= fromString(

Config. OAD WRITE UUID= fromString(

Config.key= new byte[]{32, 87,47, 82, 54, 75, 63, 71, 48, 80, 65, 88, 17, 99, 45, 43};
Config.yx_key= new byte[]{58, 96, 67,42, 92, 1, 33, 31, 41, 30, 15, 78, 12, 19, 40, 37}
Config.password= new byte[]{48, 48, 48, 48, 48, 48},




public static byte[] Encrypt(byte[] arg5, byte[] argé) { public ; generateString() {
byte[] v1; intvg=4;
o V0 = new
v3 = new argb ; ) i iy
| vO getinstance("AES/ECB/Nol ): int v5 = this.getType().getValue();
vo.nit(1, v3 v0.append(TxOrder.formatByte2HexStr(((byte)(v5 >> 8 & 255))));
vl = v0.doFinal(arg5);

catch v2 intv2;
vl =null; for(v2 = 0;v2 < this.size(); ++v2) {
v0.append(TxOrder.formatByte2HexStr(this.get(v2)));

return vl;

if(GlobalParameterUtils.getinstance().getToken() != null || GlobalParameterUtils.getinstance().getToken().length >= v8) {
static { for(v2 = 0;v2 < v8; ++V2) {
TYPE.GET_TOKEN = new TYPE| N",0,1537); v0.append|(TxOrder.formatByte2HexStr(GlobalParameterUtils.getinstance().getToken()[v2]));

TYPE.OPEN_LOCK = new TYPE( ,1,1281); }
TYPE.GET_BATTERY= new TYPE| ' ,2,513); 4
TYPE.LOCK_STATUS = new TYPE| : ,3,1294);
TYPE.RESET_LOCK = new TYPE( ,4,1292);
TYPE.RESET_PASSWORD= new TYPE( ASSW ,5,1283); ToastUtils.showMessage|
TYPE.RESET_PASSWORD2 = new TYPE| \SSWORD2", 6, 1284); ]
TYPE.RESET_AQ = new TYPE( \Q", 7, 2561);

TYPE.SET_MODE = new TYPE( M ,10,1313); v0.append(TxOrder.formatByte2HexStr(((byte|this.random.nextint(127))));
TYPE.GET_LOCK_STATUS = new TYPE| : ,11, 1314); ‘

TYPE.GET_GSM_ID= new TYPE| M_ID", 12, 1315);

TYPE.GET_GSM_VERSION = new TYPE| _\ ,13,1316); o

TYPE.SVALUES = new TYPE[J{TYPE.GET_TOKEN, TYPE.OPEN_LOCK, TYPE. return v0toString();

else |
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SEAhttpBAS 1R 5, B KB LIERN

Target: htte://120.76.101.2 |

Ran | Headers |

HITP/1.1 200 OK
zhapp/listhound. phplron=Androidétel=18 =androidgéappeode 7 Jun 2017 07:02:12 GMT
DOFDBCTF70AZDE0415CE341E HITR/L.1 he/2.2.8 (Unix) PHP/S.2.5
PHP/5.2.8

Content-Length: 186

ication/json,text/plain,text/htul,*/* Connection: close
nt: android Content-Type: text/html

harset: UTF-8,*
K ge: CN,en-US;¢=0.8,en;q=0.6 I'status":"lOﬂﬂ",’listbolmd':[l"bluetoothmac":"AB:IB:GR:G'I:TR:BR'-"tpye”:'on","name”:"NokeLock","autolok':"ott"."broadcastld”:"0102a81h6a617a2a", "share":"" "tel":""}]
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private BleProtocol() {
superl();
BleProtocol.a = this;
BleProtocol.b_key= new byte[]{58, 96, 67,42, 92, 1, 33, 31,41, 30, 15,78, 12, 19, 40, 37},

@NotNull public final byte[] a_getKey() {
return BleProtocol.b_key,
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' Token: dbdad9d9
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Raw | Params | Headers | Hex

GET
/fapi/v2/locks/get.json? n=a4dZb770el
&firmware channel=Z&apikey=£0753]
clf HTTP/1.1
; locksmart. dogandbonecases. com
mection: close
pt-Encoding: gzip

User-Agent: Android &.0; HUAWEI MT7-TL1lO
Build/HuaweiMT7-TL10O

Raw | Headers | Hex
HTTP/1.1 Z

S (Ubuntu)
: ache
Content-Type: application/js
Date: Thu, 29 Jun 2017 0&6:34:4 GMT
Connection: close

{-Powered-By: PHP/S5.5.9-lubuntu4.Z0
Content-Length: 1012

{"locks": [{"name": "My

,"found notification_recuested": false,

" T - I -
T o
= = o 3 y =

cess":"tap", "push_unlock_enabled": false
:false,"tracking enabled": fal

e Coe e - 118 v are unl

'password": "0d7h04563bh%8aac87dcadelB8aBaBdSeed4elb53%b3b0bf4£fe334050692460b8bE1" | "pas

ocation

ccuracy":40, "created at":1498716355,"r
OdeZ6deZ990a8bhe991" , "version": "V2.36g",

0d8bh7cfdaf9941429", "public_x
53dda7729
", "suppor

gn , "wo.27

signal_ strength":-

ted _by":"owner"}}],"latest_firmware":{"id":"S5

-~

amnel": 2, "shal checksun":
_time":1497921549, "url": "https:\/\/97£d827
36g5948780d07ed8 _hex
2.31","vz.30","vz.2

1}



public void doUnlock(boolean arg5, ; argh) {
vl
if(this.unlockingFlow == UnlockingFlow.LOCKED) {
this.animate(UnlockingFlow.UNLOCKING);
if(larg5) {
trv {
= MySharedPreferences.getLockData().getPassword();

catch( Vo) {

v0.printStackTrace();

else {
vl = arg6;

this.fragLink.lock.unlock(vl);

public void unlokk( arg9) {
Peripheral v0 = this.getPeripherall();
if(v0 1= null) {

Debug.redact(Lock.TAG. .new int(]{1}. new

v0.writeCharacteristic(Characteristic. PASSWORD.uuid(), Command.unlock
this.authHandler.postDelayed(new F (v0) {
public void run() {

(arg

[[{Characteristic. PASSWORD.uuid(

), Command.PASSWORD.resultCode);

Lock.this.peripheralDidReadValue(this.val$Speripheral, Characteristic. STATE.uuid(), LockState.LOCKED.getBytes());

public void writeCharacteristic| argT, arg8,intarg9) {
Debug.redact(Peripheral. TAG,
this.writeC haractei’istic(arg?__ this.hexStringToByteArray(arg8), arg9):

,new int[]{1}, new

[l{argT, arg8});




3.407459 df:64:4a:l1a:73:7d (G ) localhost () 10 Rcvd Write Response, Handle: 0x0020 (
3.414237 localhost () df:64:4a:1a:73:7¢ 3LE Padlock) 32 Sent Write Request, Handle: 0x0020 (U
456110 controller host - 8 Rcvd Number of Completed Packets
3.504802 df:64:4a:1a:7 7d (ﬂ) localhost () 10 Rcvd Write Response, Handle: 0x0020 (
CR2AIA AfF - BA-Aa-1a-72-74 NN locralhact ()
Frame 77: 32 bytes on wire (256 bits), 32 bytes captured (256
Bluet \
Bluetooth HCI HA4
] :
> 1

12 Deowverd Haoandla Valua Matsficatsinn MHMandl

Q0L

Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Lengt . 23
CID: Attribute Protocol (O0x0004)
Bluetooth Attribute Protocol
» Opcode: Write Request (0x12)
Handle: Ox0020 (Unknown)
| value: 0d7b04563b98aa687dcad628a8a8d5eede2b539b |

277207 localhost () df:64:4a: 1 73:7 LE Padlock) ATT 32 Sent Write R«-qlu‘;.t , Handle: 0x0020 (U

.407459 df:64:4a:1a: (P ) localhost ATT vd Write Response, Handle: 0x0020 (
80 3.456110 controller host HCI_EVT 3 Rcvd Number of Completed Packets
81 3.504802 df:64:4a: 173 localhost ATT Rcvd Write Response, Handle: 0x0020 (
22 ] Lo S T o8 T 23 A - RA A - Ll A 4 { 1everalhact ATT - Deserd Mandla Valune MatrtsfFsmarsomnm Mandd
Frame 79: 32 bytes on wire y captured
Bluetooth
Bluetooth HCI H4
Bluetooth HCI ACL Packet
Bluetooth L2CAP Protocol
Length: 23
CID: Attribute Protocol (Ox0004)
Bluetooth Attribute Protocol
» Opcode: Write Request (0x12)
Handle: 0x0020 (Unknown)

Value: I 3bObrare33405069246b8bTAfTIrffrrfrrrrfres |
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