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s [=

um_exit:
mov esp, ebp TN
pop edx
pop ebx

e

un_entry proc near

pop ecx
arg_0= dword ptr 4 pop eax

FUNCTION CHUNK AT 00481805 SIZE 00000026 BYTES 1
3 FUNCTION CHUNK AT 08408100 SIZE 86000006 BYTES pop edi

push  ebx pop edx
pushf pop e Dp

push  esi

push  ebx pop ebx
push  ebp A
push  edx pop esi
push  edi

push  eax popf

push  ecx

push  duord ptr ds:g_HemoryProtect pop ebx
push 3 delt,

nou esi, [esp+30h] ; unmdata retn

nou ebp, esp

sub esp, 0CON

nou  edi, esp 3 um_context 16T FFHAHAL

loc_ue81F8:
add esi, [ebp+0]

un_loop:
nov al, [esi]

nouzx  eax, al

inc esi

imp dword ptr ds:dispatch_thl[eaxxs]

e = e = s = e = s = ZIE] e =
un_push_inm6: un_push_inm16_2_inn32: un_sh1d: un_add_duord: lun_pop_addr_push_addr_duord:| | |un_pop_addr_pop_uord_mou_ss_addr_uord:| | [un_save_context_word: un_set_esi: un_pop_addr_pop_uord_nou_ss_addr_uord_2_byte:
movzx  ax, word ptr [esi]| [movzx  ax, word ptr [esi] mou eax, [ebp+0] nov eax, [ebp+0] nov eax, [ebp+0] nov eax, [ebp+0] mouzx  eax, byte ptr [esi]| | |mov esi, [ebp+0]|| |mov eax, [ebp+0]
sub ebp, 2 cude mou edx, [ebp+s] add [ebp+4], eax nov eax, [eax] nov dx, [ebp+h] nov dx, [ebp+0] add ebp, nov d1, [ebp+s]
nou [ebp+6], ax sub ebp, 4 nou cl, [ebp+8] pushf nov [ebp+0], eax add ebp, 6 add ebp, 2 inp loc_ue81Fs add ebp, 6
sub esi, OFFFFFFFER nou [ebp+0], eax add ebp, 2 duord ptr [ebp+o]| | |imp un_loop nov ssi[eax], dx nov [eaxsedi], dx nov ss:[eax], d1
imp un_checkstack add esi, 2 shld  eax, edx, cl un_loop imp un_loop esi imp un_loop
imp un_checkstack nou [ebpeu], eax un_loop
3 END OF FUNCTION CHUNK FOR un_entry pushf
pop duord ptr [ebp+0]
imp un_loop
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Intel I VMProtect
Eax | vEax
Ecx | vEcx
Edx I vEdx
Ebx I vEbx
Esp | vEsp
Ebp | vEbp
Esi I vEsi
Edi | vEdi
Eflags | vEEx
| vEix
I vErx
I vEtx
| vEnx
| vEex

VMProtect—ILH 14N EAF
52 (B FI6/ME T-(slot)7F
WEAT, A 22/ 41
DIPEFRIR % 1728, fetk
iR 161 F R,



| FHCRIE
Intel¥5 45 (Intel Instruction) 1 VM¥$& 4 (VMRecord)

Intelf5<LEINtelHSiCIRIg< | EVMProtectiytHRER , 152

mall VMRecordHpgZHI , tban

add eax.ecx vm_push imm32 OxT

XOr eax,eax ... vm_get context dword slot_offset

Inte 8 S TmFEAE BRI M AY—4HVMRecord |
Eban mov  ecxeax;
vm_get context dword VEax

vm save context dword VECX
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mov
mov
mov
cmp
jnz

il e

push

=

sub_5A8158 proc near

arg_8= dword ptr 8

ebp

ebp, esp

edx, [ebp+arg_8]
eax, [ecx+4]
eax, [edx+4]
short loc_5A816B

A (BasicBl

; Attributes: bp-based frame

ock) 1 VM

FEZE

mov eax, [ecx+8]

cmp eax, [edx+8]

jnz short loc_5A816B

A A

FIZIE]
xor eax, eax
inc eax loc_5A816B:
jmp short loc_5A816D eax, eax
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sub_5A8158 endp

FAR B (VMBIock)

BasicBlock & 2H ik Intel & B i2e 1l
T KA AT, FEVMProtect
i, VMBlockFl'E —— X M [F]
HARFVMBIlock 2 VMRecord
Bk, i HIAEAH S F A 7 6]
1) (st & e e KICF G
TEVMBIlock:Z [8] —— X} M,

1078DCLF: -a572:

vm_save_context_dword 20
vm_push_imn32 GEE4BFCD

vm_save_context_dword 10

v_push_esp

vm_pop_addr_push_ss_addr_dword

vm_save_context_dword 08
v_push_esp

: vB_yop_sads_pish_ss_uads_swora
\_not_ne

: vm_save_context_ weed 34

1078DBF4

vu_push_iun3z SCIFSABA
v_not,_not_and_dvord

vu_save_context_dword 3

1078DEEF:

vm_push_ian32 ZFADFOFS

v_push w32 39B90BSZ
ush_imn32 D7011404

vn_add_dvord

: vn_save_cantext_dword 20

word 18

Aoy, aar.puch. add_svord

m_add_du

\_save_context_dword 18
vu_push_iun3z DESDCEGF

vn_get_context_dvord 04
v_push_esp
v_pop_sddr_push_ss_addr_dword
vm_not_not_and_dvor:
vm_save_context_dord 08
vm_push_imn32 4C2FEBEZ
vm_not_not_and_dwor:
vm_save_context_duord 20

R eve_concext_dwozd 20

vm_get_context_dvord 34

et context_dvord 20

ity



g T
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yek A By =
VMProtect/Z&: @i NOR (8 FE1 1) FIADD (10321 ]) sk sk Blintel 8 5 BIZE S8 4,
NOR(a,b) = NOT(OR(a,b)) = AND(NOT(a),NOT (b))

A TNORMERE, MR S 3 s Hfth 3o 5 (ol an:

NOT(a) = NOR(a,a)

AND(a,b) = NOR(NOT(a),NOT(b)) = NOR(NOR(a,a),NOR(b,b))
OR(a,b) = NOR(NOR(a,b),NOR(a,b))

XOR(a,b) = NOR(NOR(a,b),NOR(NOR(a,a),NOR(b,b))) a_et context Gword  vEc
SUB(a,b) = NOR(ADD(NOR(a,a),b),ADD(NOR(a,a),b)) o ees comeedt fward | wEex
tbanVMRecord (3 7kand eax,ecx vi_ger_context_duord - vEwx

vm_not_not_and_ dword
vm_save_context_dword  vEex
vi_not_not_and_dword
vm_save_context_dword vEfx
vm_save_context_dword vEax
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| VMProtect?s fa # R FE

vim_get context dword
vm_get _context dword
vm_not_not_and_dword
vi_save_context_dword
vi_get _context_dword
vi_get_context_dword
vm_not_not_and dword
vim_save_context_dword
vm_not_not_and dword
vm_save_context_dword
vm_save_context_dword

vEcx
vEcx

vEex
vEax
vEax

vEex

vEEx
vEax

i SEand eax,ecx , WIS, Ak T FEIFIVMRecords

thtnvEax JF G IR B8 B, £idand

N

i85

VLR, PRIFRda 45 R 1)

e, NSRS R BEHLEC— A R (Fean275), & vEax M1 S8+ 5%
BER25HF B, M52 T SRR
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sl 2 A M A HEARA LA AT SR AR — 2B AT 38 2 Frd
VEEC R TE AR T e 2 R 45 R AT W1, IR B BN ARG .
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1.Control FlowHJifs J5

2.Intelfi5 ik JR
Intel$i5 4 5-VMRecord %t v
H/ERF (opcode)id Ji
#/ES (operand)if &



Control FlowHJif J&

List recoverControlFlow(ulong uVMEntryCode)
{
List AllBlocks:
List Workspace;
VMElock® pEBlock = createVMBlock (uVMEntryCode)

AllBlocks.push _back(pBlock):
Workspace.push_back (pBlock):

while(!Workspace.enpty()) // ¥ Workspace 3%
{
VMBlock® pWork = Workspace.pop_front():’
fori(int i=0;i<pWork->succrnum;i-++)
{
if (pWork->succ[i] not in AllBlocks) F/U0R S HBlock iR 2H B
{
VMElock® pSuccBlock = createVMBlock (pWork->succ[i]):
AllBlocks.push _back(pBElock):
Workspace.push _back(pBElock):
}
}
}
/AR B S AT VMBlocks

return AllBlocks;
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| Intel{5 &)

0040B244:-4: wvm_get_context_dword 0OC

0040B249:-8: vm_push_imm32 DCOF9048
0040B24E: : vm_push imm32 FFEF4435

: vm_get_context_dword 04

: vm_push_esp

: vm_pop_addr_push_ss_addr_word
¢ vm_push_imm3Z 79014035

¢ vm_push immd 2_imm32 00000004
: vm_push_esp

: vm_add_dword

Intel¥54 5-VMRecord# %] v

list  divideVMRecords(VMBlock® pVMBlock)

: vm_save_context_dword 08 List IntelRecords:
/\ JJ:[:J : vm_pop_addr_pop_dword mov_ss_addr_dword
V M B I 0 Ck% ﬁ I]%Ig 0040B2SE: : vm_save_context_word 38 removeBlockEntryAndExit (pVMBlock) ;
0040B25! : vm_not_not_and_dword /B EVIBLock 1A\ QA AVIRecords B AX 4 & ViProtect G200 £, B FAIBLE M Intel 18 &

/SR AT {2 FpViBLock <P AT 4 1 VMRecords
if (pVMBlock->VMRecords.size())
{

: vm_save_context_dword 00
¢ vm_get_context_dword 20

VMRecordssn‘r“F 15 Intel+s

: vm_add_dword int Curldx = pVMBlock->VMRecords.size() - 1: 748 BB T VIRecord
/\ :[Z g E‘ 5[6% ‘{j% ’ }:E, : vm_save_context_dword 10
—I—J T\E ﬁ ¢ vm_pop_addr_push_addr_dword while (Curldx>=0)
) L—F : vn_add_dword «
N N vn_save_context_dvord 10 J/ch int stackoffset = pVIBlock->VRecords[Curldx]. offset;
[/ }_L A D'ﬁ‘ 7\E l | y H : va_push_esp 7esp int Firstldx = FindFirstViRecord(Curldx,stackoffset);
~ .
3 _ ¢ vm_push_imn32 DIDDE7AD i (Firstlax==-1) JIRTEARE), WA RVIRecOr AR f Tntel
N2, L 2 A = A \ : vm_push_inn32 ACBES02 ¢
-[/ b n e \ \_A : vm_get_context_dword 34 IntelRecord® plevIntel = createIntelRecord();
IN J
: vn_push_esp pliewIntel->AddViRecord (pViBlock, Curldx) ;
Curldx--; 7"

: vm_pop_addr_push_ss_addr_byte_2_word
¢ vm_push_imm8_2_immlé 0039
¢ vm_push_imm32 S5674CB26

IntelRecords.push_front({pNewIntel);

EI’JVMRecords}E HEFHL I HERR

else
; SMZ Q/\ : vm_push_esp :
_[‘_[//(ZE I :IX ¢ vm_push_imw8 2_imm32 00000008 IntelRecord®  pNewlIntel = createIntelRecord():
: vn_add_dword plewIntel->AddVNRecords (pVMBlock, Firstldx, CurTdx) ;
: vm_save_context_dword 10 Curldx = Firstldx - 1; //

IntelRecords.push_front(pNewIntel);

VMRecordeDL /\%Ex, 2%?
HATESS, fHXTTVMBlock A 1
HAHER (WAL . B I 5K HE
Fe IS 1) 22 A0 KA 32 o

: vm_pop_addr_pop_dword mov_ss_addr_dword

: vm_save_context_word 38

: vm_save_context_word 10 )
: vm_add_dword

¢ vm_save_context_dword 38§

1 vm_get_context_dword 20 return IntelRecords;
: vm_add_dword }

: vm_save_context_dword 38

: vm_pop_addr_push_addr_dword

¢ vm_add_dword

: vm_save_context_dword 00 /74

¢ vm_add_dword

: vm_save_context_dword 00

12: vm_add_dword

0040E29. vm_save_context_dword 38

0040B292:-8: vm_pop_addr_push_ss_addr_dword //[esp+0Ch]

0040B293:-4: vm_save_context_dword 08

00408290
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BERF (opcode)id &

|
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- BERRIER, AR AU, B e
SR EE, W), XN EA SRR R,
2 F BT T 145] Fand eax,ecx, FHEILHH
VMRecords, @i IRA], 1RE S HiEE 7T
H, X —Aand 8cE & testiplE, BERES

T, BEBOR/INEdword, @i BARETH 74T
KOS RAE B, € s2and B/,
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| IntelifH it
#/EH (operand)if J&

AT T e B ERIE R, X2 VMProtect 3 i i HfE
WSy, JERifI 4R T R3], VMProtect 24~ 1 H #7725 Fl
1 VEexh Ik 574, FEHEH S AN A Famion iz, A
SEEESCRINLE, TR MZEN BHE— RGN, R
DLAEAR 25 B e 2 it AR R JRAI

SF T nr{E, thtnadd,xor,and,or’:, WILLFERAR
result = lhsop rhs, X&—AHRIF) = Kb AEG,  [KoNIntel
FORS G, IX PR S TEIntel T i s W L HE G, result F
lhs A T, 0T ot lEmfEN, RE S B IREER,
SEREXT N H H A E EUE Intel T I T A7 45
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vm_get context dword
vi_get context dword
vi_not _not_and dword
vn_save_context_dword
vi_get_context_dword
vm_get context_ dword
vi_not_not_and dword
vIm_save_context_dword
vm_not_not_and_dword
vm_save_context_dword
vm_save_context dword

vEcx
vEcx

vEex
vEax
vEax

vEex

vEEx
vEax
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(B2 1H LAEmov eax,ecxiX Ml {5, FNARFFIRBET. B XY
VMRecords &:
vm_get context dword vECX

vm_save context dwordslot id

T BRAN I AN R save i slot_id Xt B K] F& WS 27 17 2%
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