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— Codesys

— ProConos

IREHAE RS

— Linux

— Vxworks

— WinCE

i%’f—_‘éfj}i/j( ¢none> login: root

18 H
- L usyBox v1.1.3 (20086.12.24-23:23+8000> Built—in shell <{ash>
[Enter 'help’ for a list of built—in commands.
 Modbus

- A

ErrorInfo.35A ahbus . ko rta_server

S7 ErrorInfo.35A.hak get_pid.ko rts_client

. ErrorInfo.35B hss.ko rts_server
Omron FINS ErrorInfo.35B.bak meml.txt s3tty.ko

rrorInfo.10A ErrorInfo.36B mkdosfs sdcard.ko
rrorInfo.168A.bak ErrorInfo.9B ntp startsh
rrorInfo.16B Gateway.cfg persist.dat ver
rrorInfo.18B.bak IPConfig route WO o yun

rroriInfo.11B InitGateway rta
rrorinfo.11B.bak LKRTS rta_client_socket
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# Internet Protocol Version 4, Src: 192.168.1.209 (192.168.1.209), Dst: 192.168.
# Transmission Control Protocol, Src Port: 34407 (34407), Dst Port: 502 (502), S
= Modbus/TCP

Transaction Identifier: 0

Protocol Identifier: 0

Length: 6

Unit Identifier: 1
= Modbus

Function Code: Write Single Coil (5)

Reference Number: 7

Data: ffo0

Padding: 0x00

0000 00 Oc 29 62 23 63 00 00 00 00 O1 40 08 00 45 00 ..)b#c. e..E
0010 00 40 15 40 40 00 40 06 00 00 cO a8 01 di c0 a8 .G.G@.Q. ........
0020 01 16 86 67 01 6 30 0d ea 14 f7 cd c3 b4 80 18 ...g..0. ........
0030 40 f7 84 6a 00 00 01 01 08 Oa 00 f3 64 5Ff 00 00 @..3.... .... d_..
0040 14 de 00 00 00 00 00 06 01 05 [ FF 00  .eeeeees .. M.
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1] PLC CPURER R ER A 11+ £ (1)

o [ FHS7EMY(TCP/102)%) BBk AT F F H|

— http://www.zoomeye.org/search?q=port%3A102

— https://www.shodan.io/search?query=Module+po
rt%3A102

o REREYE (Fe DN AR S A S 1 2 )
— ZoomEye - 1446
— Shodan = 2749
— Plcscan.org =2 2215
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[1']-F-PLC CPUBLER = BRGTiT4lk 77 (2)

o ¥ HSTHRN(TCP/102)5%] H IR FEAT 4R M
— Nmap =2 s7-enumerate.nse(TSAP:0102)

Pl

— PG mode . .

Nmap scan report for 192.168.1.20600

Host is up, received arp-response (0.0013s latency).
— Racko Slotz Scanned at 2015-88-16 14:39:36 EFFHERTE for 1s
PORT STATE SERVICE REASON
182/tcp open iso—tsap syn—ack
s7-enumerate:
Module: 6ES?7 313-5BGA4-0AABA
Basic Hardware: 6ES?7 313-5BGB4-0BABA
Uersion: 3.3.10
System Name: SIMATIC 380<{1)>
Module Type: CPU 313C
Serial Number: S Q-EOUA?72842014
Copyright: Original Siemens Equipment
Blocks Name: Count{(Num)
OB: 2
FB: 5
FC: 1
DB: 10
SDB: 12
SFC: 64
_ SFB: 17
MAC Address: BA:1B:1B:CC:E4:52 (Siemens AG.>
Service Info: Device: specialized
Final times for host: sptt: 1250 rttvar: 42580 to: 1006000
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X H AT

— f5E 350
— ijﬁﬂ 255
- E£E 179
— @fﬂ:?* 146
— THH 124
— P 113
—vAE 108
— w74
_F% 67
— B 64
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» PRERDT 5 HRAT

— 6ES7 214-1AG31-0XBO 145
— 6ES7 214-1AE30-0XBO 142
— 6ES7 212-1HE31-0XBO 129
— 6ES7 315-2AG10-0ABO 129
— 6ES7 151-8AB01-0ABO 121
— 6ES7 315-2EH14-0ABO 120
— 6ES7 315-2AH14-0ABO 38
— 6ES7 214-1BG31-0XBO 74
— 6ES7 314-6EHO4-0ABO 74

— 6ES7 313-5BF03-0ABO 73
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— Version:3.0.2
— Version: 2.2.0
— Version: 2.6.0
— Version: 4.0.0
— Version: 2.6.11
— Version:3.2.10
— Version: 3.2.6
— Version: 3.3.8
— Version: 3.2.3
— Version:3.2.8
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472
142
113
96
76
76
69
59
59
55
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1S7 M (TCP/102) % B Bk X 34 T+ R M

— Nmap =2 s7-enumerate.nse(TSAP:0100)
— Rack:0 Slot:0

o G BRECIE (FE DY e AR BT 5 ) 2 )

— Plcscan.org —> 486
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o % FHS7HRIN(TCP/102)%F HIK A BEAT F 40 FR M
— Nmap =2 s7-enumerate.nse(TSAP:0100)
— PG mode
— Rack:0 Slot:0

Pl

Nmap scan report for 192.168.1.200
Host is up. received arp—response (B.0020s latency).
Scanned at 2015-08-16 14:4@8:11 [FEF7{ERT(8) for 1s
PORT STATE SERVICE REASON
102/tcp open iso—tsap syn—ack
s7-enumerate:
Module: 6GK?7 343-1CX10-0XEA “xACxDBuG
Basic Hardware: 6GK?7 343-1CX180-BXEB “xAC\xDB
Uersion: 3.0.23
Blocks Name: Count{(Num>
OB: @
FB: O
FC: @
DB: @
SDB: 3
SFC: @
_ SFB: ©
MAC Address: BB:1B:1B:CC:E4:52 (Siemens AG.,>

Service Info: Device: specialized
Final times for host: sptt: 2000 rttvar: 3750 to: 1000080
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o BB T AT

— 6GK7 343-1CX10-0XEO 305
— 6GK7 343-1EX30-0XEO 70
— 6GK7 343-1CX00-0XEO 19
— 6GK7 343-1EX11-0XEO 18
— 6GK7 443-1EX20-0XEO 16
— 6GK7 443-1EX11-0XEO 14
— 6GK7 343-1EX21-0XEO 14
— 6GK7 343-1EX20-0XEO 13
— Unknown 4

— 6GK7 343-1GX21-0XEO 3
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a4 W A AT

— Version:3.0.23 104
— Version: 2.3.2 /79
— Version: 2.0.16 60
— Version: 2.6.0 56
— Version:2.1.14 31
— Version: 2.2.20 22
— Version: 1.1.5 15
— Version: 2.5.0 14
— Version: 1.2.3 9

— Version: 1.0.26 8
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— Serial number of module: 88111222

o BRI
— ZoomEye - 48
— Shodan - 61
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1115 PLC EHESL 1T 7 (2)

Q‘. SHODAN B8111222 port:102

*% Exploits * Maps <& Download Results Lt Create Report
TOP COUNTRIES Showing results 1 - 10 of 6
153.222.88.168
’. Open Computer Network Locat%or desigrcjxtiorfu-' a rroduléz
- Copyright: Original Siemens Equipment
w A e Japan Module type: IM151-8 PN/DP CPU
Details PLC name: Technodrome
Module: v.0.0
Plant identification: Mouser Factory
United States 12 OEM ID of & module:
Japan 12 Module name: Siemens, SIMATIC, $7-200
Germany 5 Serial number of module: 88111222
Taiwan, Province of China 2
Netherlands 1
45.55.198.19
FOP ORGANIZATIONS ; Location designation of a module:
Details ] - ] ]
Open Computer Network 10 Copyright: Original Siemens Equipment
DigitalOcean 3 Module type: IM151-8 PN/DP CPU
Amazon 2 PLC name: Technodrome
iCare.com Ltd 1 Hotuis: 9.9
Viasat Communications 1 Plant identification: Mouser Factory

0EM ID of a module:
Module name: Siemens, SIMATIC, S7-200
erial number of module: 88111222

w
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2015-07-09 09:27:20 [71.6.167.142] Client added

2015-07-09 09:27:20 [71.6.167.142] The client requires a PDU size of 480 bytes
2015-07-09 09:27:20 [71.6.167.142] Client added

2015-07-09 09:27:21 [71.6.167.142] The client requires a PDU size of 480 bytes
2015-07-09 09:27:21 [71.6.167.142] Read SZL request, ID:0x0011 INDEX:0x0001 --> OK
2015-07-09 09:27:21 [71.6.167.142] Read SZL request, ID:0x001c INDEX:0x0001 --> OK
2015-07-09 09:27:21 [71.6.167.142] Client disconnected by peer

2015-07-09 09:27:25 [71.6.167.142] Client disconnected by peer
C:\Users\Administrator>nslookup 71.6.167.142

A 45 2% google-public-dns-a.google.com

Address: 8.8.8.8

A FR: census9.shodan.io
Address: 71.6.167.142
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2015-05-0619:53:49[5.61.38.11] Client added

2015-05-0619:53:55[5.61.38.11] Client added

2015-05-0619:53:58[5.61.38.11] Theclient requires a PDU size of 480 bytes

2015-05-0619:53:58 [5.61.38.11] Client disconnected by peer

2015-05-0619:53:59[5.61.38.11] Read SZL request, ID:0x0011 INDEX:0x0000 --> OK
2015-05-0619:53:59[5.61.38.11] Read SZL request, 1D:0x001c INDEX:0x0000 --> OK
2015-05-0619:54:00[5.61.38.11] Read SZL request, 1D:0x0132 INDEX:0x0004 --> OK
2015-05-0619:54:02 [5.61.38.11] Block of type OB list requested (start sequence) --> NOT AVAILABLE
2015-05-0619:54:03 [5.61.38.11] Block of type FB list requested (start sequence) --> NOT AVAILABLE
2015-05-0619:54:03 [5.61.38.11] Block of type FC list requested (start sequence) --> NOT AVAILABLE
2015-05-0619:54:03 [5.61.38.11] Block of type DB list requested (start sequence) --> OK
2015-05-0619:54:04 [5.61.38.11] Block info requested DB 1 --> OK

2015-05-0619:54:04 [5.61.38.11] Block info requested DB 2 --> OK
2015-05-0619:54:05[5.61.38.11] Block info requested DB 3 --> OK
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ST VIR 1123 R A% A ) 535 JI11 %45 (1)

LNTEernet Protocol VEersion 4, SrC: 19Z.108.1.Z3 (19Z.108.1.23), UST: 1YZ.108.L1.ZZ (L1YZ.108.L1.2Z)
Transmission Control Protocol, Src Port: 5277 (5277), Dst Port: 102 (102), Seq: 446, Ack: 862, Len:
TPKT, Version: 3, Length: 37
IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
S7 Communication
[+ Header: (Userdata)
= Parameter: (Request) ->(Security) ->(PLC password)
Parameter head: 0x000112
Parameter length: 4
Unknown (Request/Response): Ox11l
0100 .... = Type: Request (4)
.... 0101 = Function group: Security (5)
Subfunction: PLC password (1)
Sequence number: 0
= Data
Return code: Success (0xff)
Transport size: OCTET STRING (0x09)

DEE®E

Length: 8

Data: 6467021277670212
0000 00 Oc 29 62 23 63 00 50 56 cO 00 01 08 00 45 00 ..)b#c.P V..... E.
0010 00 59 42 c2 00 00 40 06 b4 5f cO a8 01 17 c0 a8 .YB...@. ._......
0020 01 16 14 9d 00 66 65 cb ed a4 ec 64 e2 eb 80 18 ..... fe. ...d....
0030 40 08 13 2d 00 00 01 01 08 0a 00 18 17 7d 00 01 @..-cece cceas T..
0040 41 69 03 00 00 25 02 fO 80 32 07 00 00 cf 1e 00 Al...%.. .2
0050 08 00 Oc 00 01 12 04 11 45 01 00 ff 09 0O OB [ & ........ e dl

0060 FEVEVEIEIEVEY g..wa. .|



STVMBORS -2 3 A i ) 95 I 45 (2)

A

Hydrat\£

Ji& 3 T ST LR 112 Bl i At

s

d

RegData-»>Ret =@xFF;
RegData->TS =TS_ResOctet;
RegData->DLen =Swaphklord(9x0eas8) ;

ReqData->Pwd[@]=cpData[@] *
RegData->Pwd[1]=opData[1l] *

for (c = 2; c < 8; c++){

ReqData->Pwd[c]=opData[c] " @x55 * ReqData->Pwd[c-2];

©
o
w

-

® &
[0

IsoSize=sizeof(TS7RegHeader)+sizeof(TReqFunSecurity)+sizeof (TRegDataSecurity);
Result=1soE ~(0,Is0Size);

\

if (Result==0)

if (ResParams->Err!=0)

Result=CpuError(Swapkord(ResParams->Err));

return Result;
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FB1
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BETA @)

@ IO BAD rc FRO® #EO BO® #Hw *AHEHR 2 [Tireshark 1.10.6 (v1.10.6 from master—1.10)]
2 @ . 17 S HHO 5 —
D= E | é‘ & @‘ € e ‘Gl'!‘l’ 8D ”G‘ 25 6 ‘ K H[D‘@l Lo ‘ Akt 0 L - File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
x| o ; 3 =
F: CHEED @ } -
= 0® AW BRXB| AT (BB QQaf|#
=@ &En &8
H 0 - gn
{Ejﬂ gggﬁé{ = & TENP ETEW Filter: |tep.port == 102 Ll Expression... Clear Apply S:
() HEEesd Ho. Info
oy HRB 166 4.60133200172.18.15.142 172.18.15.104 S7COMM 237 ROSCTR: [Ack_Dat
(1) 1HEss 167 4.60282600172.18.15.104 172.18.15.142 TCP 60 iso-tsap > arbo
(o) DB EA 168 4.60397100172.18.15.104 172.18.15.142 TCP 60 iso-tsap > arbo
(o] B 171 4.65702900172.18.15.104 172.18.15.142 S7COMM 89 ROSCTR: [Job
(a0 BERN 172 4.65719100172.18.15.142 172.18.15.104 COTP 61 DT TPDU (0) [CO
(2R 2SR i 173 4.65738800172.18.15.142 172.18.15.104 STCOMM 74 ROSCTR: [ack_Dat
=) #5h 174 4.65863200172.18.15.104 172.18.15.142 TCP 60 iso-tsap > arho
£ nove — 175 4.65974200172.18.15.104 172.18.15.142 TCP 60 iso-tsap > arbo
BFE 1:
=G0 2Rl 176 4.69531800172.18.15.142 172.18.15.104 S7COMM 97 ROSCTR: [Joh
<> —- (CALL TEST1 177 4.69676800172.18.15.104 172.18.15.142 TCP 60 iso-tsap > arho
O 178 4.72158100172.18.15.104 172.18.15.142 S7COMM 74 ROSCTR: [Ack_Dat
O 179 4.72171900172.18.15.142 172.18.15.104 COTP 61 DT TPDU (0) [CO
O 180 4.72312200172.18.15.104 172.18.15.142 TCP 60 iso-tsap > arho
© i Mo. 1 Q0.1 Parameter length: 2
<© -~ (RET a || {+— pata length: 162
., 1T | :
= () BAL/EF Error class: No error (0x00)
%S’m-l Error code: 0x00
SHR_DI cxsarees parameter: (pownload block
7 o B2 . * ‘ ’
£ sHe_w TESTZ : 009e00fh70700101020800010000009200000000046a7634. . .
g SHL_DW
SHR_DW
= nr =
e E4E F T £
= Mo. 2 Q0.2
L = X (—
Besrz [EBREA]
x|
Iz |
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e $7-300 PLCFE > HLfiditlr
— HZG (0B) (EREFHRATTIAFCIEFEMIE D
— PR (DB) (HTHAMA M AS e X EHH)
- R (FO (HAwmE R
— Djgetk (FB) (HHFPwEREHEHESD
— ARG (SFO)  CGRH RGF LT B ahtlaE)
— géﬁwﬁéﬁ% (SFB) (I H R F-Le s Dh e i B 3 A

— ARGl (SDB)  CHIZMAEEMT B 2h A2 pli I ZEA7 7K
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MC7 715 4 4 (3)

e 7070 //MC7IT4G k5 F5 &

e 0101

e 02 //HGI#)1E S hex:0x02 LAD (KOP)
e 08 //H:2H hex:0x08 OB

« 0001 //H%= hex:0x00,0x01

e 00000096 //HEKE

e 0000 0000 //+& 75 1 B &Y

e 0322 C82E 2C 20 //#Ht o1& LI ]
« 039D CBOC 11 4C // b A& B4 1H]
« 00 1C //WNBHEIERKE

« 0030

e 0014 //AHE IR K

e 0002 //MC7THATACHE K&
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MC7 73 NS4 (2)

[P U R Lemrny i st et e e e e
4 0.646.192.168.1.200 192.168.1.209 S7COMM 89 ROSCTR:[Ack_Data] Function:[Start upload]

5 0.646:192.168.1.209 192.168.1.200 S7COMM 79 ROSCTR:[Job 1 Function:[Upload]

6 0.648:192.168.1.200 192.168.1.209 TCP 60 102-10036 [ACK] Seq=36 Ack=61 Win=2048 Len=0

7 0.678.192.168.1.200 192.168.1.209 S7COMM 301 ROSCTR:[Ack_Data] Function:[Upload]

8 0.679/192.168.1.209 192.168.1.200 S7COMM 79 ROSCTR:[Job 1 Function:[Upload]

9 0.6811192.168.1.200 192.168.1.209 TCP 60 10210036 [ACK] Seq=283 Ack=86 Win=2048 Len=0
10 0.7037192.168.1.200 192.168.1.209 S7COMM 187 ROSCTR:[Ack_Data] Function:[Upload]

11 0.7041192.168.1.209 192.168.1.200 S7COMM 79 ROSCTR:[Job 1 Function:[End upload]

12 0.705.192.168.1.200 192.168.1.209 TCP 60 102-10036 [ACK] Seq=416 Ack=111 Win=2048 Len=0
13 0.722!192.168.1.200 192.168.1.209 S7COMM 74 ROSCTR:[Ack_Data] Function:[End upload]

< [ m

Protocol Data Unit Reference: 2816
Parameter length: 2
Data length: 226
Error class: No error (0x00)
Error code: 0x00
= Parameter: (Upload)
Function: Upload (0Oxle)
Parameter data: 01

: 00de00fb70700101020800010000014a000000000367c109. . .

>obobororobo: |
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// Word

L 2400000000 30
L 2#1111111111111111 30
L W#16%0000 30
L W#16#FFFF 30
L C#0 30
L c#999 30
LO 30
L 255 30
L 65535 30
L -1 30
L 'S’ 30
L 'ST' 30
[L ssT#oMs !30
L S5T#10MS 30
L S5T#1S 30
L B#(0, 0) 30
L B# (255, 128) 30
L D#1990-1-1 30
L D#2009-8-22 30

02
02
07
07
08
o8
03
03
03
03
05
05
ocC
oc
oc
06
06
oA
oA

00
FF
00
FF
00
09
00
00
FF
FF
00
53
00
00
01
00
FF
00
ic

00
FF
00
FF
00
99
00
FF
FF
FF
S3
37
00
01
00
00
80
00
05
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. ﬁjﬂgj@@iﬁv?}jﬁﬁ TR0 B EURE B s ) [
177

|7 CA\LSD.mc7 - Notepad++ [Administrator]

X REE BREG WAV HEXM ESO REN RO BER) BEE) SOW) 2
YT OQHTI“”“I” k| 2z REEIEELEED BB
[=] LSD. meT Ei|

Address Ol 234557819 a2 blieidie | £
Q0000000 70 70 01 01 02 08 00O 01 00 00 01 4c 00O 00 00 0O
00000010 02 52 41 bc 2d 18 03 9d cb Oc 11 4c 00 1lc 00 12
Q0000020 00 16 00 de 80 00 fc 06 al 00 30 Oc 00 24 00
Q0000030 00 00 00 00 00 00 00 00 f£8 00 41 60 00 14 00 &0
00000040 00 14 10 66 d8 fc 00 60 00 14 30 Oc 01 00 24 01
Q0000050 00 00 00 00 00 00 00 00 f£f8 01 41 60 00 14 00 &0
00000060 00 14 10 66 d9 fc 00 60 00 14 30 Oc 01 00 24 02
Q0000070 00 00 00 00 00 00 00 00 f£f8 02 41 60 00 14 00 &0
Q0000080 00 14 10 66 da fc 00 60 00 14 30 Oc 01 00 24 03
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o WIS THeBL
— FC5> “AG_SEND”
— FC6>> “AG_RECV*

o FHIAE T

o KL GiSocketiEAE
— SENDIj fig
— RECVISfE
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o MFEERT I
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7E X Socketif 15 Ll (1)

Em (H) 4R35 (E) ﬁA@ w:ﬂlt)ﬁ@@ ﬁDO ﬂ%w

> B | S B2 i AR 3 |
Ethernet (1) i’iﬁ‘_l’kﬁ‘- ©
Industrial Ethernet |E]{2] Eﬁﬁ‘u‘ﬁﬁ th

. E# - Tcr EE X
MPI(1) Xl
NPI 58 Wit | wem | s | teEE |

ey
‘ Al @A 1025 3] 65535,
CcFiRONBLZER , 155EEL8FEH)

KconZ2015

FH iTi2
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#RA (HEsD @) ¢ f2000 |
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e FC5STL:
CALL "AG_SEND"
ACT :=120.0
D :=1
LADDR :=W#16#100

SEND :=P#DB99.DBX0.0
BYTE 38

LEN :=38
DONE :=M99.1
ERROR :=M99.2

STATUS:=MW100

E X SocketiE{E S2HL(2)

4

* FC6STL:
CALL "AG_RECV"
ID :=1
LADDR :=W#16#100

RECV :=P#DB199.DBX0.0
BYTE 1024

NDR :=M99.3
ERROR :=M99.4
STATUS:=MW102
LEN :=DB99.DBW38
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£ X Socketif {5 =2 H)(3)

3‘&1'*@] ﬁ?z@) Hi)\(l) P RH@ B EmE #HOW #HEH
= o o | Ghodim || 8 &0 | 1< ! [T E (82

;Iz
m DB99 —— sTscanner\Kcon2015\CPU 313C
& = FaE
0.9 STRUCT
+0.0| |sendl BYTE B#16#47 G
+1.0| |send?2 BYTE B#16#45 E
+2.0| |send3 BYTE B#16#54 T
+3.0| |sendd BYTE B#16#20
+4.0| [send5 BYTE B#16#2F /!
+5.0| [send6 BYTE B#16#20
+6.0| [send? BYTE B#16#48 H
+7.0| [sends BYTE B#16#54 T
+8. 0| |sendd BYTE B#16#54 T
49.0| |send10 BYTE B#16#50 P
+10.0| |send1l BYTE B#16#2F /
+11.0| |send12 BYTE B#16#31 1
+12.0| |send13 BYTE B#16#2E .
+13.0| [send14 BYTE B#16#31 1
+14.0| |send15 BYTE B#16#D fr
+15.0| |send16 BYTE B#16#4 /n
+16. 0| [send1? BYTE B#16#48 H
3‘ +17.0| |send18 BYTE B#16#6F
+18.0| |send19 BYTE B#16#73 s
Ehsoss—= m
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= E

lA

=103

@DB199 —— TCP\Kcon2015\CPU 313C_ ONLINE

PalE

ENCY

=23

Beriz [EEREE]

0.0|Recv[0] BYTE B#16#0 # 16868 I & e =
1.0|Recv[1] BYTE B#16#0 B#16#51
2.0|Recv[2] BYTE B#16#0 B#16#3E
3.0|Recv[3] BYTE B#16#0 B#16#49
4.0([Recv[4] BYTE B#16#0 B#16#74
5.0|Recv[5] BYTE B#16#0 B#16#20
6.0[Recv[6] BYTE B#16#0 B#16#77
7.0|Recv[7] BYTE B#16#0 B#16#6F
8.0|Recv[8] BYTE B#16#0 B#16#72
9. 0|Recv[9] BYTE B#16#0 B#16#65
10. 0|Recwv[10] BYTE B#16#0 B#16#73
11.0|Recw[11] BYTE B#16#0 B#16#21
12. 0|Recwv[12] BYTE B#16#0 B#16#3C
13. 0|Recw[13] BYTE B#16#0 B#16#2F
14. 0|Recv[14] BYTE B#16#0 B#16#68
15. 0|Recv[15] BYTE B#16#0 B#16#31
16. 0|Recv [16] BYTE B#16#0 B#16#3E
17. 0|Recw[17] BYTE B#16#0 B#16#3C
18. 0|Recv[18] BYTE B#16#0 B#16#2F
0 [19] BYTE

F‘
||

Recv

TR

B#16#0

B#16#62
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o DiReB g AT 9 5 HE P
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— SDB 1001
o AR EHYE AL LML Tk
— M0.0->bit 0000
— M0.1->bit 0001
— DB1.DBX1~
o Ty S8k Py AT A /7 ZEREAT M 2S

— Foriin range(000000,001234)
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— Slot
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e S7 Fuzz Tools
— Get Module info
— Set CPU Run/Stop
— Fuzz Set Value
— Fuzz DB Data

— Fuzz Block
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