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Cookies Lack Integrity:

Real-World Implications
USENIX Security '15

Xiaofeng Zheng, Jian Jiang, Jinjin Liang, Haixin Duan,
Shuo Chen, Tao Wan and Nicholas Weaver

https://www.usenix.org/conference/usenixsecurityl5/technical-sessions/presentation/zheng
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Server:
Set-Cookie: user=bob; domain=.bank.com; path=/;
JS:
document.cookie=“user=bob; domain=.bank.com; path=/;";

T30 A /A5 T HTTP L &P
Cookie: user=bob; cart=books;
JS:
console.log(document.cookie);
- “user=bob; cart=books;”
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[name, domain, path]: ME—7 £ Cookie
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Set-Cookie: session=secret; domain=.bank.com; http://bank.com

&

path=/;

COOkIe session=secret;
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Cookie: session=secret;
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HTTPS

Set-Cookie: session=secret; domain=.bank.com; https://bank.com
path=/;

HTTPS

Cookie: session=secret; ‘
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CookieZ&fill: [A]YH T HE (SOP)

® Web SOP: [protocol, domain, port]
http://www.bank.com

http://www.bank.com AERIVE (ZSOPRE B fR4)
https://www.bank.com

® CookieSOP: [domain, path]
— ¥ Lhdomain/path{E A [F)JE [ ]
ANX 53 g I

Cookie: session=secret; domain=.bank.com; path=/;
://bank.com

://bank.com
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® {EXfCookiet 5}, LLmAl”H)T7 . HWrDomain& &5 A X

R
M THA http://www.bank.com F
Set-Cookie: userl=aaa; domain=.bank.com; path=/;

Set-Cookie: user2=bbb; domain=www.bank.com; path=/;
Set-Cookie: user3=ccc; domain=.www.bank.com; path=/;

Set-Cookie: userd=ddd; domain=other.bank.com; path=/;
BEHL:
7 1A] http://www.bank.com
Cookie: userl=aaa; user2=bbb; user3=ccc;

7 [A] http://user.bank.com
Cookie: userl=aaa;
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Cookiedi&fil: Path|n]

Set-Cookie: session=bob; domain=.bank.com;

Set-Cookie: cart=books; domain=.bank.com;

http://bank.com/
Cookie: session=bob;

http://bank.com/buy/
Cookie: session=bob; cart=books;

Jp

path=/;

path=/buy/;
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ME& . Cookie in HTTPS

Set-Cookie: session=bob; domain=.bank.com; https://bank.com

path=/;

HTTPS

//non.bank.com

@

@® Cookie: session=bob;
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<img src=* //non.bank.com’ />




Secure Flag

RFC: 1 Secure & 14 [f]Cookie X AELEHTTPS 2= 1% AL #i

@ Set-Cookie: session=bob; domain=.bank.com;
path=/; . https://bank.com

HTTPS

http://non.bank.com



Secure Flag: it = 58 2R3

RFC 6265:
Although seemingly useful for protecting cookies from active network attackers,

the Secure attribute protects only the cookie’s confidentiality.
An active network attacker can Secure cookies from an insecure channel,

disrupting their integrity.
Set-Cookie: session=attacker; domain=.bank.com; path=/;

Cookie: session=bob;
(domain=.bank.com; path=/; Secure)

https://good.bank.com/

http://evil.bank.com/




Secure Cookie78 &=

@ Cookie: session=bob; domain=.bank.com; https://bank.com
path=/; Secure;

HTTPS
® Cookie: session= : l
HTTP
Set-Cookie: session= ; domain=.bank.com; path=/; Secure;
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CookieyE N : Authenticated-as-Attacker
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BARTH, A., JACKSON, C., Robust De-fenses for Cross-Site Request Forgery
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Cookie 2 5f: XSS

Amazon Cloud

Set-Cookie: inject=abc”+alert(‘xss’)+”;
domain=.amazon.cn; path=/;

@ Amazon Cloud Drive X a view-source:https://www.: X

C 9 view-sourcs

7/ // customer
Media.session = {

-
~e

requestId:
customerId:
sessionId :
marketplaceld:

language: "zh CN",

country: "CN",
rootFolderId:
customerName:
bakedCookie :
accessToken
duration

authPortalUrl :

" ROOT " ,

" "
4

"session-id-time=208
I

nn
r

"https://www.amazon

inject=abc"+alert('xss')+"; csm-hit=0

.cn/ap/signin? encoding=UTF8&accountStatusPolic]
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"2 [ tacobookeom || 17 |vogspoteom |
3 [youtwbecom || 18 [wmaloom | v
"4 yahoocom | v |10 [somueom |
5 Jbaducom | v |20 [yahoowop |
o [whodaog | ot [yandorns | v
7 [witoroom || 22 [wkeom |
8 Jagoom | v |2 fvegeom | v
"0 Jtaobaocom | v | 24 [wordpresseom | v
10 [amazoncom | v | 25 [googleds | v
i1 [inkednoom | v | 26 [pintorestoom |
12 [wecom | v | a7 [obayeom | v
1o | googecom | v |28 [ssoen | v
14 [smacomen | v | 29 [googlewouk | v
15 [naotzsoom | ¥ | o0 |instagrameon | v
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TR 4E1: “T]{Z”H)Cookie

i N JCookie? ARZ%im or B2 =71
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J4t: Cookie: BA 0021=OLB
boaMboxCreate("***", ! vkt tx&%! inrofile.BA_0021=0LB',"***! H*xx! thxx1),

i1 yE: Cookie: BA 0021=0LB xss
boaMboxCreate("***", '***! tkk*i txkxi 1geafila BA 0021=0LBiixss', ***' 1***! k1),

ey =
function boaMboxCreate() {
var argStr = process(arguments); //¥ S H b N — A F AT H
eval(“mboxCreate( 1)

}

2434 : Set-Cookie: BA_0021=0OLB ; domain=.bankofamerica.com; path=/;
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Cookie #2414 ? name?

® CookieHH[name, domain, path]=JuZHME—# &

[name, domain, path] 7" #& Cookie H) £

B/ R IE BT
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B 4. ANME—FCookie

) Cookie: session=bob; domain= g https://user.bank.com
path=/; Secure;

= HTTP
A\ ! Cookie: session=bob; session= : l
€) Server i Hif% ?
HTTP
@
\ 4 Set-Cookie: session=attacker; domain= . path=/; Secure;
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http://non.bank.com
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RFC“ b ME” IR B -
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——RFC6265
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Cookie: session=bob; session=attacker;
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MIC ). Server & Browser

PHP
ASP/ASP.NET
Java/Spring
NodelS
GolLang
Python

JQuery
Angularl)S
ExtIS Wi
Dojo
YUI OEES

AN R ALECHT B 4% 1
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W I 28 XfCookie String HIHE/S JR I
- AF HJCookie & F£ Hi ;

o 1 Path K EHEE, H/Cookie B ZE FIf ;
——RFC6265

Cookie: session=bob;



H = /4> H- = I
femtocde: B KPath
HFrULH : https://user.bank.com/admin/index.php?type=1

Cookie: session= ; session=bob;

Server —> Set-Cookie: session=bob; domain=.user.bank.com; path=/;

- Set-Cookie: session=attacker; domain=.bank.com; path= !
Server —> Set-Cookie: session=bob; domain=.user.bank.com; path=/admin;

- Set-Cookie: session=attacker; domain=.bank.com; path= .

MAER K ? CookieRTT 2 —, 1572 T IH 2 [ IR A% 13

Server - Set-Cookie: session=bob; domain=.user.bank.com;  path=/admin/;

- Set-Cookie: session=attacker; domain=.bank.com; path= ;

(Firefox)

- Set-Cookie: session=attacker; domain=.bank.com; path=
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HARr LM : https://user.bank.com/

Server —> Set-Cookie: session=bob; domain=.bank.com; path=/;

- Set-Cookie: session=none; domain=.bank.com; path=/;
- Set-Cookie: session=attacker; domain=user.bank.com; path=/;

Server > Set-Cookie: session=bob; domain=.bank.com; path=/;

Cookie: session= ; session=bob; B B G 7

- Set-Cookie: session=attacker; domain=user.bank.com; path=//; | (Firefox)
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%Tgoogle}¥ A\ : Set-Cookie: session=attacker; domain= : path=

Ajax: https://www.google.com/search?pg=kcon

Cookie: ; session=bob;
https://www.google.com/ By ZEH B8R

Cookie: session=bob;

Google - W% SRR X

https://history.google.com/history/?hi=zh-CN
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GET/
Cookie: Session=Bob;

https://www.baiik.com

XXi%, Bob AGHE

Ajax: /message
Cookie: Session= ; session=Bob;

b RANR

Ajax: /friends

Cookie: Session= ; session=Bob;

HHITT

iframe: /orders
Cookie: Session=!i"11; session=Bob;

HTTPS

PUNART

iframe: /history
Cookie: Session= ; session=Bob;
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https://mail.google.com/
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https://gadget.google.com/chat

Set-Cookie: session=attacker; domain=
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NI ININY ank of Shanghal i L COMMIRCIAL BAN!

RESZAAR

1 jsonpl440239320356({"info":"<a href=\"http:\/\/home.jd.com\" target=\"_blank\" class=\"1link-user\

v passport.jd.com/new/helloService.ashx?m=Is&callback=jsonp1440239320356&_=1440239320428 (1 match) -
<\/a>

Set-Cookie: session=attacker; domain= ; path= ;
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“— R"HTTPSEEAE

C smmnns HTTPS
PEREM  SHRE BIZ{TJ‘—D? ﬁ/pay

Cookie: session=Bob;
5hH 1073

100000 100000

B4 1T ¥ /pay/order

Cookie: session=Attacker;

#3347 /chooseBank
Cookie: session=Attacker;

FEES: 30
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Browser = Cookie: user=bob;
R 55 28 TR 45 H Cookie ) EL A& domain/path

40 SR A B2 M B Bl BT .

Set-Cookie: user=bob; : €& Server
JC 12 %€ domain S path



Githubi\ A ...

) GitHub, Inc. [US] https://github.com/blog/1466-yummy-cookies-across-domains

The solution is pretty straightforward, albeit rather inelegant: for any given request URL, the

web browser would only send a malicious JavaScript cookie if its Path matches partially the
path of the request URL. Hence, we only need to attempt to drop the cookie once in each
component of the path:

HTTP/1.1 302 Found

Location: /libgit2/libgit2/pull/1457

Content-Type: text/html

Set-Cookie: _session=; Expires=Thu, ©01-Jan-1970 00:00:01 GMT; Path=/; Domain=.github.com;
Set-Cookie: _session=; Expires=Thu, ©1-Jan-1970 00:00:01 GMT; Path=/libgit2; Domain=.github
Set-Cookie: _session=; Expires=Thu, ©1-Jan-1970 00:00:01 GMT; Path=/libgit2/libgit2; Domain
Set-Cookie: _session=; Expires=Thu, ©1-Jan-1970 00:00:01 GMT; Path=/libgit2/libgit2/pull; D
Set-Cookie: _session=; Expires=Thu, ©1-Jan-1970 00:00:01 GMT; Path=/libgit2/libgit2/pull/14

i Wk L S BETR R [ Cookie
B, &HEITH.....

https://sub.domain.bank.com/admin/users/list.php?name=1#any

Domains: Paths:
.sub.domain.bank.com /
sub.domain.bank.com /admin
.domain.bank.com /admin/

.bank.com /ad (IE/Safari)
/admin (IE/Safari)
/admin/users/list.php?name=1 (Firefox)
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Set-Cookie: session=attacker; domain=.pay.jd.com; path=/payment/;
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https //pay.jd.com/payment/
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F 2 om B HIHSTS

HSTS: I % 28 X 4 7 18,44 FEATHTTPS 4

COO— strict-transport-security: max-age=15552000; includeSubDomains; | https://pay.bank.com

HTTPS

http://pay.bank.com



HSTS: [H] %} Cookie ')tk o

® HSTSFH-JE/yCookies B TE |

X T Web TiT 1]
NHUEL 3k fTincludeSubdomains i & B A]
Biangmail -

HEEE Email.google.comi#fTincludeSubdomains

Y FCookie
R
fFlgmail -
AT mail.google.comi#{TincludeSubdomains
W& B {h#Enon.google.com » JE A domain’/y.google.comiyCookie
1fFmail.google.comB %Y » o] H{TH

® Hi= IR
Full HSTS: 8/1000; 1252/1000000 (Alexa)
IE1LA FFAEST R



4077F NB 7. Pretty Bad Proxy

Pretty-Bad-Proxy: An Overlooked Adversary in Browsers’ HTTPS Deployments
Shuo Chen, Ziging Mao

@®
CONNECT bank.com:443
e
< _________
200: Connection established ‘
EQ7: Sarver not found m https://bank.com
Proxy

@

’Q é Fixed




A077E NM . Firefox

if (mTransaction->ProxyConnectFailed()) {
// Only allow 407 (authentication required) to continue
if (httpStatus != 407)
return ProcessFailedProxyConnect(httpStatus);

~77 IT proxy CONNECT response needs to complete, walt tO process connection
// for Strict-Transport-Security.
} else {

// Given a successful connection, process any STS data that's relevant.

rv = ProcessSTSHeader();

MOZ_ASSERT(NS_SUCCEEDED(rv), "ProcessSTSHeader failed, continuing load.");

}
MOZ_ASSERT( !mCachedContentIsValid);

ProcessSSLInformation();

// notify "http—on—-examine-response' observers
gHttpHandler->0nExamineResponse(this);

SetCookie(mResponseHead—>PeekHeader(nsHttp: :Set_Cookie));
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@
CONNECT bank.com:443 =

200: Connection established

Proxy Authentication Required m

-@-“-_I@I
[ Opera | © | @ ] ~va | @ | NA |

®: cookie injection with pop-up window.
@: cookie injection without pop-up window. CVE-2014-8639
@: cookie injection and script injeciton. CVE-2015-1229
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Bl RE: B HEZR/E M Web B 4 2
B % WordPressfJwp_vul_path/vul.php £ Cookielfi

http:// /wp_vul_path/vul.php
http:// /wp_vul_path/vul.php
http:// /wp_vul_path/vul.php

www.evil.com

[eoe 1
"' < = —
. Set-Cookie: vulcookie=evil; domain= ; path=/wp_vul_path/; m




i Hid: Blind Cookie Attack (Safari)

I L
Y r
DNS Query: com ~ N

DNS Response: 1.1.1.1

d B e e |

http://com/
= > E
Set-Cookie: vulcookie=evil; domain= ; path=/wp-vul-path/; | o—

http:// /wp-vul-path http:// /wp-vul-path http:// /wp-vul-path

YY) o000 000




% ;e 5. Cookie BREACH

e Cookie BREACH
phpMyAdmin(CVE-2015-2206)

Cookie: nickname=

>
< -
Hello, Gzip
Password:CaiBuDao
Cookie: nickname= .
<€
Hello, A
MK 1024
CaiBuDao
Cookie: nickname= :
<€

Hello,

aiBuDao

://bank.com

A L
\‘ -
A L
» L
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