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ModbusTiX

Master/Slavet& = master

slave

Initiate request

A

St E, & Mastera] Xt

func code{ data req

2471 Slave
B RSB RITMY AR
TS S4IAIE

Receive response " ,

Perform action
4 |nitiate response

[ func code gA data resp




ModbusTiX

Additional ] FImction Error

address code Data check

p
e

< >
< >

Modbus Frame




ModbusTiX

P TCP | TransactionID |ProtocollD| Length | Unit ID FUC”OC;E” Data
Packet | Packet 2 Byte 2 Byte 2 Byte 1 Byte 1 Byte 256 or ..
< > >
Modbus TCP Frame




ModbusTiX

Function Name F‘g”;;ig ;

Read Coils 0x01

Write Single Coll 0x05
Write Multiple Coils Ox15
Read Input Register 0x04
Write Single Register 0x06
Read/Write Multiple Register|  0x23




ModbusTiX

Function type Function name Function code

Physical Discrete Inputs Read Discrete Inputs
Read Coils

nternal Bits or Physical Coils Write Single Coil
Write Multiple Coils

Physical Input Registers Read Input Registers
Read Holding Registers
Write Single Register

nternal Reqgisters or Physical Output Registers

Read File

Write File Record

Encapsulated Interface Transport 43

WHER ModbusFra TIgE RS

-

http://en.wikipedia.org/wiki/Modbus



http://en.wikipedia.org/wiki/Modbus

ModbusTiX

Modbus/TCP
Transaction Identifier: O
Protocol Identifier: O
Length: S
Unit Identifier: 255

Modbus

Function Code: Encapsulated Interface Transport (43)

MEI t : Read Device Identification (14)
Read Device ID: Basic Device Identification (1)

Object ID: VendorName (0)

0000 00 Oc 29 28 1c ff 00 SO S6 cO 00 08 08 00 45
0010 00 3f 03 8a 40 00 40 06 Ob 55 c0 a8 dS 01 cO
0020 dS 87 fb 3e 01 f6 59 bS 6d 16 e0 bc 71 1le 80
0030 10 15 30 6f 00 OO0 01 O1 08 Oa 13 01 bc e6 05

0040 11 ce 00} (00 _00Y00 05 (FHE@HEe 01 00

TransactionlD  ProtocollD  Length UnitlD FunctionCode Data



ModbusTiX

RS-232/RS-485

Network T

Modbus TCP
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EEDRINT

[ModbusPal]

Slave T RITE&ZEH
http://modbuspal.sourceforge.net/

Link settings Proiect

Load  Clear

Run 4 ~
Mo ) Save  Save as

Learn Tools

TCP/IP | Serial Replay

Record

Enable all |  Disable all

il @



http://modbuspal.sourceforge.net/

XY 2% 43
Wweshark

https://wvvvv.W|reshark.org/
Modbus/S7/DNP3tiN fZ#T

Capturing from ethO [Wireshark 1.10.2 (SVN Rev 51934 from /trunk-1.10)]

sl @



https://www.wireshark.org/
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[mbtget]
PerlfIZxModbustiiy T B
https://github.com/sourceperl/mbtget

:~/1CS/mbtget# mbtget -rl -a 0 -n 8 127.0.0.1

. 1:modbus slave Lmodbus slave
values:
(ad GOOGG) :
(ad GGGG1) :
(ad GGEB2) :
(ad GOEB3) :
(ad GORA4) :
(ad GOOGS) :
(ad GOOGS6) :
(ad GGEB7) :
:~/1CS/mbtget# mbtget -r3 -a 0 -n 8 127.0.0.1

rs  Colls Functions Tur Holding registers Coils F
Unbind

Name

OO DLHWN -
QOO

values:
(ad GOOBG) : 23123
(ad GOOOGL1): 42323
(ad GGOO2) : 65535
60063) : 0 : ,
(ad GDOOG} : 44855 11 1:modbus slave
(ad GOBGS) : 0 '
(ad GOOGS) : 0
G0e0e07) : 0
:~/1CS/mbtget# mbtget -wS 0 -a 0 -d 127.6.0.1
x Add R oV Berx Jobnd A dd Remoge and Unbind

(97 GB GO GG GG 66 G1) G5 GO GG GG 06O

SNOOUODLH W -
(%)
Q

o0
"
Q

Ws Functions Tur Moldng regifters Cods Functions Tuning

(97 GB GG 60 OGO 66 G1) G5 GO GO 66 GO

bit write ok
:~/1CS/mbtget® mbtget -w6 65535 -a 0 -d 127.0.6.1

[46 14 GO 60 00 66 01] 66 60 0@ FF FF

[40 14 GO G0 OO G5 G1) 66 G0 OGO FF FF

word write ok


https://github.com/sourceperl/mbtget
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[Metasploit Framework]
auxiliary/scanner/scada/modbus_findunitid
auxiliary/scanner/scada/modbusclient
auxiliary/scanner/scada/modbusdetected

nsf auxiliary( ' ) > info

Name: Modbus Client Utility
Module: auxiliary/scanner/scada/modbusclient
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
EsMnemon <esm@mnemonic .no>
Arnaud SOULLIE <arnaud.soullie@solucom.fr>

Available actions:

Name Description

READ_COIL Read one bit from a coil

READ REGISTER Read one word from a register
WRITE_COIL Write one bit to a coil

WRITE_REGISTER Write one word to a register

Basic options:

Name Current Setting Required Description

DATA 1 no Data to write (WRITE_COIL and WRITE_REGISTER modes only)
DATA_ADDRESS © yes Modbus data address

RHOST 127.0.0.1 yes The target address

RPORT 502 yes The target port

UNIT_NUMBER 1 no Modbus unit number

Description:
This module allows reading and writing data to a PLC using the
Modbus protocol. This module is based on the 'modiconstop.rb’
Basecamp module from DigitalBond, as well as the mbtget perl script.
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Linux 24.x
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KRR A B PR

[INmap]

modbus-discover.nse
modbus-enum.nse

I:/usr/share/nmaﬁ/scripts#’nmap --scan-delay=1 -p502 --script modbus-discover.nse

Starting Nmap 6.47 ( http://nmap.org ) at 2015-08-07 18:17 CST

Nmap scan report for 90-25-187-213.wifidall.it (213.187.25.90)

Host is up (0.76s latency).

PORT STATE SERVICE

502/tcp open modbus

| modbus-discover:

| Positive error response for sid = 0Ox1 (ILLEGAL FUNCTION)

| DEVICE IDENTIFICATION: Schneider Electric TM258LF42DT4L V02.00.31.15

Nmap done: 1 IP address (1 host up)_scanned in 9.85 seconds



RREZIETR

I
TCP/502 TCP/-

021

cscan]

PLCIRAI TR

code.google.com/p/plcscan

l“ll?uli:~/l(g/bl(8(dn# python plcscan.py -h
Usage: plcscan.py [options] [ip range]...

Scan IP range for PLC devices. Support MODBUS and S7COMM protocols

Options:

-h, --help
--hosts-list=FILE
- -ports=PORTS
--timeout=TIMEQUT

Modbus scanner:
--brute-uid
- -modbus -uid=UID
- -modbus - funct ion=NOM
Use modbus function NOM for discover units

show this help message and exit
Scan hosts from FILE

Scan ports from PORTS
Connection timeout (seconds)

Brute units ID
Use uids from list

- -modbus -data=DATA Use data for for modbus function

- -modbus -timeout=TIMEQOUT
Timeout for modbus protocol (seconds)

S7 scanner options:
--src-tsap=LIST
--dst -tsap=LIST

Try this src-tsap (list)
Try this dst-tsap (list)

(default: 0x1060,0x
(default: 0x102,0x

ot@kali:~/ICS/plcscan# python plcscan.py 127.0.
Scan start...
127.0.0.1:502 Modbus/TCP
Unit ID: ©
Device: Schneider Electric BMX P34 20620 v2.
Unit ID: 255
Device: Schneider Electric BMX P34 2020 v2.
Unit ID: 1
Device: Schneider Electric BMX P34 2020 v2.
Unit ID: 2
Davice: Schneider Electric BMX P34 2020 v2.
Unit ID: 3
Device: Schneider Electric BMX P34 2020 v2.
Unit ID: 4
Device: Schneider Electric BMX P34 2020 v2.
Unit ID: 5
Device: Schneider Electric BMX P34 2620 v2.
Unit ID: 6
Device: Schneider Electric BMX P34 2020 v2.
Unit ID: 7
Device: Schneider Electric BMX P34 2020 v2.
Unit ID: 8
Daevice: Schneider Electric BMX P34 2020 v2.

0.1 --brute-uid


http://code.google.com/p/plcscan
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[ModTest]

Fr XfModbus 3 i/« EHE\ XLJJJ Fuzzing. ER7IZE1
https://g|thub.com/ameng929/l\/lodTest

Usage: ModTest.py [options] [ip]...

fP?F'E't

Scan IP range for PLC devices, Support MODBUS and...

Options:
-h, --help show this help message and exit
--host-1ist=FILE Scan hosts from file
--ports=PORTS Scan ports
--timeout=TIMEQUT Connection timeout (seconds)

Modbus Tester:
--brute-uid Brute units ID
--modbus-uid=UID Use uids from list
--modbus-function=NOM
Use modbus function NOM for discover units
--modbus-data=DATA Use data for for modbus function
--modbus-timeout=TIMEOUT
Timeout for modbus protocol (seconds)
-f, --func-fuzzing Modbus FunctionCode Fuzzing
-d, --debug Debug-verbose mode
-1, --device-info-scan
Scan Schneider PLC for more device information



https://github.com/ameng929/ModTest

KRR A B PR

[ModTest]

I\/Iodbus Vl‘)?ﬂ] W
https://github.com/ameng929/ModTest

gmwang@acBook-Pro:~/Documents/workspace/ModTest% python ModTest.py 192.168.213.135 -d
Scan start...

192.168.213.135:502. ..
send package:
0000 00 00 00 00 20 05 20 2B

00
6C

00
6
34

1 03 00 14 ..... 2otennnnnns
5 63 74 72 Schneider Electr
0020 33 20 32 30 1ic ..BMX P34 20
0030 20..v2.2

None

192.168.213.135:502 Modbus/TCP



https://github.com/ameng929/ModTest
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[ModTest]

I\/Iodbus Fuzzing
https://github.com/ameng929/ModTest

Scan stort, ..
B e Tl

2000 00 00 90 20 @0 @5 0 28
None

H‘t PUBLIC function codes S

2010 53 63 68 6E 6

s : 110 D o 32 0 & o 76 :
XfyFunction Code 100 User Defined Function codcs one »

R0 WRVVVWBSWZB O

-XfDiagnostics Code e oo

PUBLIC function codes OOV
\Eﬂ @000 00 00 00 00 00 32 00 28
j_, T2 00T oo s3 63 68 6F 65 69 64 65
User Defined Function codes| ®» 66320 2001 e 4240

90/91/991}] 65 %0 3230 62 04 76 2 % 2

Prertertererrertesend

RAIT R & sEitte.

e eV

?Eéﬁﬁijj 0000 00 00 00 B0 00 0 01 81 00 00 03 00 14
- - xR0 5363 bkt 65 722045606563 74 72

PUBLIC function codes 1

7%

Hr o B

R0 963202200 S8 20 S0 33 34 20 32 30
2030 32308204

Q€ @1 83

Q€ 01 81 ¢
72 20 45
58 20 50 33



https://github.com/ameng929/ModTest
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https://github.com/ameng929/ModTest
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http://www.schneider-electric.com/

UNEIFE

Umty Pro XL
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Services

rTf‘ server (VxWorks 6.4) ready.
L 11 ed.,
u-.u‘. commands are
STRU REST (nD ‘*Y“Y
RNFR
TR M\T\}

SNMP

LN

BMX NOE 9100 REVO2B80 Modicon M349 Ethernet

71 4o MO .
/_I_\. V4 \—LX : 111 :\“*x"w:mc' Electric BMX NOE 0100 v2.80
7N : _carg: BMXRMS O P

jon: JR GILLAM PS S va.e UNITY-8 \\vboxsrvi\WShare\MCCAYSVI

"LAPTOP\ TR
: 0.0.7
fied: 2015-03-27 15:18:56

]
Identification: Schneider Electric BMX NOE 0100 v2.80
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conpot

M
https://github.com/mushorg/conpot

# conpot --template default

Version 0.4.0

Glastopf

2015-@5-27
2015-@5-27
2015-@5-27
2015-@5-27
2015-@5-27
2015-@5-27
2015-@5-27
2015-@5-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-05-27
2015-@5-27
2015-@5-27
2015-@5-27
2015-05-27
2015-@5-27

Project

16:05:@8,355 Starting Conpot using template: /usr/local/lib/python2.7/dist-packages/Conpot-0.4.0-py2.7.egg/conp
16:05:08,366 Starting Conpot using configuration found in: /usr/local/lib/python2.7/dist-packages/Conpot-0.4.0-
16:05:08,428 Starting new HTTP connection (1): www.telize.com
16:05:08,861 Fetched »ox.xxx.xxx.xxx as external 1ip.
891 Conpot modbus initialized
,893 Found and enabled ("'modbus', <class conpot.protocols.modbus.modbus_server .ModbusServer at @xb4fle3
,898 Conpot S7Comm initialized
,899 Found and enabled ('s7comm’, <class 'conpot.protocols.s7comm.s7_server.S7Server'>) protocol.
, 992 Found and enabled ('http', <class 'conpot.protocols.http.web_server.HTTPServer'>) protocol.
, 995 Found and enabled ('srmp', <class 'conpot.protocols.smp.snmp_server.SNMPServer'>) protocol.
S Conpot Bacnet initialized using the /usr/local/lib/pythond.?7/dist-packages/Conpot-0.4.0-py2.7.eqq/
6 Found and enabled ('bacnet', <class 'conpot.protocols.bacnet.bacnet_server.BacnetServer'>) protoco
2 IPMI BMC initialized.
3 Conpot IPMI initialized usmg /usr/local/hb/pythonz 7/dist- packages/(onpot -0.4.0-py2.7.egg/conpot
,923 Found and enabled ("ipmi', <class 'conpot.protocols.ipmi.ipmi_server.IpmiServer's) protocol.
,003 No proxy template found. Service will remain unconfigured/stopped.
@15 Modbus server started on: ('0.9.0.0', 502)
,017 S7Comm server started on: ('0.0.0.0', 102)
,018 HTTP server started on: ('0.0.0.9', 80)
,285 SNWP server started on: ('0.0.0.0', 161)
,286 Bacnet server started on: ('0.0.0.0', 47808)
2
2

91
,91
74
92
92

’

:105:
:105:
105

:105:

:105:

:105:
@5:
@5:
@5:
@5:
@5:
@5:
@5:
@5
@5:
:05:
:05:
:05:
:05:
:05:

p—t

86 IPMI server started on: ('0.0.0.9', 623)
,287 connecting to hpfriends. honeycloud net : 20000

,006 Privileges dropped, running as nobody/nogroup.

-

Pk ek ek ek bk ek ek huk ek ek hud ek ek ek e pd ek ek ek
G\G\G\G\G\G\G\O\O\O\G\G\G\G\O\G\O\O\O\O\

08
08
08
08
08
@8
@8
@8
08
08
@8
@9
@9
7
75
9
s
S
s
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https://github.com/mushorg/conpot
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SCADA Honeynet
http://www.digitalbond.com/tools/scada-honeynet/

Management
Via Cellular Modem., Router, FW. elc

oy . - &

i

i
M Bridas 7
9

3
Virtual Management o
172.16.1.0/24 o . -

Host-Onl i
e S i br0

@

M -

. A
f y f

Real Device

Physical Server PLC, RTU, HMIelc.


http://www.digitalbond.com/tools/scada-honeynet/
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Modhoney
f£PyModbus5Z-onehi A< L #1771 et 5Ltk
https://github.com/ameng929/Modhoney

Received = array('B', [33, 0, 0, O, A 1, 0, 0, 0]

ID= 2, Fun.Code= 4, Address= 20302

Received = array('B', [33, 0, 1, 9, 0, 0]

ID= 2, Fun.Code= 4, Address= it . o
Received = array('B', [33, 0, 1, 90, 0, 0] e J"c. nelser Blecrric BT by w2
ID= 2, Fun.Code= 4, Address= . -

-- Meno ard: B 00
Received = array('B’, (33, 0, 1, 9, 9, 9] Project information: Progetto - V5.0  MASSIMOURBA9S62 \\psf\Dropbox\PLC\HOFMANN\POV
ID= 2, Fun.Code= 4, Address= 1, S

ed: 2015-05-21 14:32:04

n: Schneider Electric BMX P34 20302 v2.2

B0 7 Xt FTransaction DEVIR Bl 5 V&
A0 7 XN FIEEASQ0IIR Bl 5 &
Al & conpotER Z ML RS | LI



https://github.com/ameng929/Modhoney
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I\/Iodhoney
f£PyModbus5Z-onehi A< L #1771 et 5Ltk
https://github.com/ameng929/Modhoney

GET request from ('103.233.194.106', 60811): ('/phpMyAdmin/scripts/setup.php’', ['Host: 103.56.112.82\r\n"'], None).

response to ('103.233.194.106"', 60811): 404. 95710883-e1b9-4ba8-a2d8-9f381b57161d

GET request from ('103.233.194.106', 61029): ('/pma/scripts/setup.php’', ['Host: 103.56.112.82\r\n'], None). 9571088

response to ('103.233.194.106", 61029): 404. 95710883-el1b9-4ba8-a2d8-9f381b57161d

GET request from ('103.233.194.106', 61257): ('/myadmn/scripts/setup.php’', ['Host: 103.56.112.82\r\n'], None). 95
se to ('103.233.194.106", 61257): 404. 95710883-el1b9-4ba8-a2d8-9f381b57161d

HEAD request from ('60.177.39.7', S5835): ('/2.php', ['User-Agent: Mozilla/S5.8 (Windows NT 6.1) AppleWebKit/535.19 (KHTML, like Gecko) Chrome/18.0.1025

103.56.112.82\r\n"], None). 3f679959-b61d-42fb-8fb9-8752f11a546a
response to ("60.177.39.7', S5035): 404, 3fo79959-bold-42fb-8fb9-8752f110546a
HEAD request from ('60.177.39.7', 55035): ('/odmin.php', ['User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/535.19 (KHTML, like Gecko) Chrome/18.9.
st: 103.56,112.82\r\n"'], None). 3f679959-b61d-42fb-8fb9-8752F11a546a
response to ("60.177.39.7', 55035): 404, 3f679959-b61d-42fb-8fb9-8752f110546a
HEAD request from ('60.177.39.7', 55835): ('/login.php', ['User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/535.19 (KHTML, like Gecko) Chrome/18.9.
hst: 103.56.112.82\r'\n"'], None). 3f679959-b61d-42fb-8fb9-8752f11a546a
response to ('60.177.39.7', 55855): 404, 3fE79959-bo1d-42fb-8fb9-8752f1105460
HEAD request from ('69.177.39.7', 55035): ('/@2nfdiy.php', ['User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/535.19 (KHTML, like Gecko) Chrome/18.
Host: 1083.56.112.82\r\n' J, None). 3(67’?959 bb1d-42fb-8f9-8752F11a546a
5 ' : 404, 3f679959-b61d-42fb-8fb0-8752f 1105460
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https://github.com/ameng929/Modhoney
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198. 20. 70.114  Shodan

/1. ©6.216. 34 Rapid7/
169. 54.233.119  Credit Suisse Group / CANA
185. 35. 62. 11  Switzerland Group

85. 25.185.112 BGSB-Service GmbH Germany

62. 75.207.109 Intergenia AG Germany
178. 19.104.138 Livenet sp. z 0.0.
141.212.122. xxx  University of Michigan College of Engineering
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Protocols

BAChet: 19,530

DNPY: 588

EtherNet/1IF: 3,90
Mocbus: 13,945

Niagara Fox: 23,394
Niagara Fox with SSL: 159
Siemens 57: 2,700

About

The Shodin sedrch engine Mo

Sarted 10 crawl the Intervet for

rotooels that provide raw, direct

S00ees 10 Industrial contrel

m- (1), lhl. -lu]lmla
the location of

Indstrial ocentrol mn- " the
l‘:‘a:nﬂ " owll s sther related

o SHODAN

BEYIAVIC
i _,—’/:m"‘\_ Soatem
GI s ) < & » ’
a Fri o o LR — @
_,|\ //‘_... e
R, e
SN PHOENIX T =7 T
-~ -
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Honeypot Or Not?

Enter an IP to check whether it is a honeypot or a real control system:

ICS device
@ Shodan crawler
& moneypn

Contact

For all Gnpeirion rels
Shoden or the ICS Rader pleam
comtact:

g LhANGler Lo
Tedtter: fatodatg

Looks like a real system!
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Function code 1 Byte 0x2B
MEI| Type* 1 Byte Ox0E

Read Device ID code 1 Byte 01/02/03/04
Object Id i| 1Byte 0x00 to OxFF

Scan start...
++++++++send

0000 00 00 00 00 00 05 00(2B)(0E 04 80)
None

-+ recv

0000 00 00 00 00 00 03 0 AB 02

None

recv.functionld != 43

Read Device Identification Error, error code:'\x@2'

Scan start...

+++++++++++send.
0000 00 00 00 00 00 0S 20 2B OE 04 80

ecv
00 32 00 2B OE 01 81 00 %0 0
S 69 64 65 72 20 45 6C 65 6

o 14 ..... P S

3
3 74 72 Schneider Electr

6
01 @C 42 4D 58 20 50 33 34 20 32 30 ic ..BMX P34 20
76 32 2E 32 20..v2.2

- 43(0x2B) THAETG h i) R R A R %
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Function code

Starting Address “2Byies | 0x0000 o OXFFFF |

Quantity of coils 1 to 2000 (0x7DO

gmwangiMacBook-Pro: ~/Document s/workspace/ModTest¥ python ModTest.py -f 1 -d '\x%\xlil\x\xw\x%' 24.159.192.236 -v
Scan start...
24.,159.192.236:5@2. ..

000 NVRVWMWMOABWSEL B 00 e
None

gmwangBMacBook-Pro: ~/Documents/workspace/ModTest¥ python ModTest.py -f 1 -d "\x@@\x13\x0\x13\x00' 192.168.213.135 -v
Scon start...
192.168.213.135:502. ..
send packoge:
Q000 00 00 00 00 20 @7 00 01 @0 13 20 13 @0

recv packaoge:
0000 @0 00 00 00 00 @6 0@ 01 03 55 56 57

T01(0x01) THEEFE R i S/ SR IE R N &
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Snort for ICS

RN EN

https://www.snort.org

http://www.digitalbond.com/tools/quickdraw/

Message

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

502

Modbus TCP

Modbus TCP

Modbus TCP

Force Listen Only Mode

Restart Communications Option

Clear Counters and Diagnostic Registers

Read Device Identification

Report Slave ID

Unauthorized Read Request to a PLC

Unauthorized Write Request to a PLC

lllegal Packet Size, Possible DOS Arttack

~-Modbus Communication on TCP Port

Slave Device Busy Exception Code Delay
Acknowledge Exception Code Delay

Incorrect Packet Length, Possible DOS Attack

Points List Scan

Rule: 1111015

SID 111

Schne r Modicon Function Code 90 - Download Ladder
Message
’ Logic Started

s 502 (1
2Ue

LICP any any ->
- 100 Sa 013 D C ms
on Code
Started”;sid:1111
track by_src, count 1, seconds 60;)

ow:. established. to_server

UnityPro wil
upon connection to the PLC. This can a
oit Module

on about the PLC

he PLC later

jownload the Ladder Logic !

This would al
n change it to

PLC brand that is re
ic. The PLCs utilize the M«
proprietary function code (FC 90)
e ———————————————————————————————
Affected A on PLCs
Systems

—— -
Attack
Scenarios

d by Schneider

Detailed
Information

us protocol with a

Ease of Simple. There are multiple tools that can be used to
Attack orm this task.

False

= None known
Positives

False

None known
Negatives -

Corrective wtify If this host Is allowed download the Ladder

Action

Contributors | Stephen Hilt



https://www.snort.org
http://www.digitalbond.com/tools/quickdraw/
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[ModbusSec]
TﬁJ Dé%iﬁu%ﬁa\wﬁ

http://www.digitalbond.com/tools/basecamp/

{Ethernet | TCP | Modbus}

{Ethernet | TCP | Tunnel | Modbus}

{Ethernet | TCP | Modbus | Tunnel | Modbus}


http://www.digitalbond.com/tools/basecamp/
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