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Agenda

● VPN exploitation

● VPN post-exploitation

● What can we do about it
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Ori David
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Background in red teaming & threat hunting





Why VPNs are appealing to attackers?

VPN

Internal Network



Why VPNs are appealing to attackers?



“Classic” VPN exploitation

Abused mainly to gain initial access to the network

VPN

Internal Network



VPN Post-Exploitation?



VPN post-exploitation

● Persistency
● Credential Access
● …

Windows VPN

?



Implant based post-exploitation

© Mandiant “Cutting Edge part 4” report



Implant based post-exploitation

● Run a custom implant on the underlying device OS 

● Modify system files or hook functions 

Full control over 
device functionality

Expensive to develop 
and maintain



Living off the land
VPN



Living off the VPN



Our test subjects



Abusing Remote 
Authentication Servers



Local user authentication

1. Provide username & 
password

2. Approve/Reject
authentication

VPN 



Remote authentication servers

Auth
Server

1. Provide username & 
password

2. Validate user credentials

3. Approve/Reject
authenticationVPN 



Abusing LDAP 
Authentication 



Fortigate LDAP authentication 

LDAP
Server

1. Provide LDAP 
username & password

2. Validate user credentials

3. Approve/Reject
authentication

Fortigate



CLEARTEXT LDAP authentication

Fortigate



● Leaks 2 sets of credentials:
○ The configured Fortigate LDAP service 

account
○ The credentials of the authenticating user

● LDAPS is supported, but not used by 
default

CLEARTEXT LDAP authentication

Fortigate



Ivanti LDAP authentication

● Two types of LDAP authentication servers:
○ LDAP
○ Active Directory

Ivanti



LDAP authentication server

● The default setting uses TLS

● When LDAP is used - a simple bind is performed

Ivanti



Active Directory authentication server

Uses Kerberos authentication

Ivanti



Capturing LDAP credentials

● If LDAPS/Kerberos is used -
downgrade to LDAP 

● Use the built in packet capture 
utility to intercept passwords

Ivanti

Fortigate



LDAP authentication summary

LDAP credentials sent to a 
compromised VPN can be trivially 
captured

Ivanti

Fortigate



Abusing Multiple 
Authentication Servers



LDAP 
Server 21. Provide username & 

password
2. Validate user credentials

LDAP 
Server 1

Fortigate

Fortigate multiple authentication servers

● Authentication is managed using user groups
● Each user group can include multiple authentication servers

● Authentication is performed against all servers



Auth 
Server1. Provide username & 

password

VPN

Secondary 
Auth 

Server

● Only one authentication server per group
● A secondary authentication server can be configured

Ivanti multiple authentication servers

2. Validate user credentials

3. Validate user credentials on 
secondary server

Ivanti



Rogue authentication server

Auth
Server

1. Provide username & 
password

2. Validate user credentials

2. Validate user credentials

VPN

Fortigate

Ivanti



Rogue authentication server summary

● Compromise any credential sent 
to the VPN 

○ Local VPN users
○ Remote LDAP users
○ RADIUS authentication
○ …

Fortigate

Ivanti



Extracting configuration 
passwords



Configuration file passwords

● VPNs store a variety of secrets in their configuration
○ Local user passwords
○ SSH Keys
○ 3rd party integration accounts

● Secrets are stored in an encrypted form (not hashed!)



Fortigate password encryption

● Configuration passwords on all Fortigate devices were encrypted using a 
hard coded key

● And it’s not a good one

Fortigate





Fortigate CVE-2019-6693

● Fix - allow users to specify a custom encryption key
● Disabled by default - same key is still used today

Fortigate



Bypassing Fortigate custom key

● The custom encryption key feature 
can be disabled by an admin

● Reverts password encryption to the 
default key!

Fortigate



How are passwords encrypted?

Ivanti password encryption

(Juniper last owned Connect Secure in 2015)

Ivanti



Decrypting Ivanti config passwords

● Same static key is used across all secrets
● Uses AES-based custom encryption routine

Ivanti





Decrypting Ivanti config passwords

LDAP
Server

Attacker Lab 
Environment

1. Insert encrypted 
password into LDAP 

config

Ivanti



LDAP
Server

2. Trigger LDAP 
authentication

Attacker Lab 
Environment

3. Password 
sent in cleartext

4. Capture decrypted password

Ivanti

Decrypting Ivanti config passwords



Decrypting Ivanti config passwords
Ivanti



Ivanti MDM passwords
Ivanti



Configuration passwords summary

An attacker with control over a VPN can easily obtain any secret from the 
configuration file

Fortigate

Ivanti



Fortinet’s response
Fortigate

● Updated documentation to strongly discourage plain LDAP usage
● Custom encryption key bypass fix (No CVE)



Ivanti’s response

● CVE-2024-37374: Static encryption key for configuration secrets
● CVE-2024-37375: MDM passwords saved in cleartext

Ivanti





Detection & Mitigation



Detection

Collect and analyze logs

Monitor configuration changes



Limit service account permissions

Mitigation

Employ Zero Trust Network Access (ZTNA)

Use dedicated identities for VPN authentication



Summary

● Threat actors are after your VPN

● A compromised VPN can provide much more than network access

● Do not trust your VPN - assume breach and attempt to minimize the risks
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Thank you 

Questions?

@oridavid123
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