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Two months ago, someone identified a GitHub Actions 
misconfiguration in a public repository owned by one of the largest 
domestic chip manufacturers in the United States - anyone with a 
GitHub account could have exploited it by creating a pull request. The 
vulnerability allowed them to obtain Enterprise admin privileges over 
YMFY HTRUFS^nX /NY0ZG -SYJWUWNXJ +QTZI YJSFSYc <MNX UWT[NIJI FHHJXX 
to some of that companies most sensitive intellectual property. They 
had the privileges to make every repository public or even delete their 
GitHub organizations, which would trigger an immediate loss of over 
120,000 repositories. Thankfully, this was not an APT, it was me, and I 
responsibly disclosed the vulnerability.

- Adnan Khan



Disclaimer

- All vulnerabilities mentioned during this talk have been remediated

- The views and opinions expressed in this presentation are solely our 
own

- The content presented is not endorsed by, nor does it represent the 
views of our employers

- All materials and ideas shared are independently developed and 
should not be attributed to our employers



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan lX: @adnanthekhan Website: adnanthekhan.com

John StawinskiAdnan Khan

Ễ Red Team Security Engineer

Ễ CI/CD Security Researcher

Ễ Enjoys anything outside, 
especially activities that lead 
to injury

Ễ Former Collegiate  Athlete

Ễ Nomadic (for now)

Email: jstan327@gmail.com
LinkedIn: www.linkedin.com/in/john - stawinski - 72ba87191
Website: johnstawinski.com

Ễ Security Engineer 
for Day Job

Ễ Security Researcher

Ễ Bug Bounty Hunter

Ễ Live in Baltimore, 
Maryland

X: @adnanthekhan
Website: adnanthekhan.com



Insert Adnan pic here
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Ok, but is it 

really that 

bad?



Yes.



There is a systemic lack of awareness

around self - hosted CI/CD agent security in 

§zw2ª¢¥~vù¦2 ¢¦§2sv©s¡uwv2§wuz¡¢~¢y{us~2

organizations, exposing them to critical 

supply chain attacks.



The tech community is uninformed of these attacks

These attacks are easy

These attacks could shape the course of the world
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The 

Progression 

Abused a Self - Hosted GitHub Runner  
on a Red Team Engagement

August 
2022

Developed GitHub Actions Attack 
Tooling

2022/2023

Disclosed GitHub Actions 
Vulnerabilities in Public Repositories 
with Bug Bounty Programs Using 
Self- Hosted Runners

July 2023 - February 
2024

Lightbulb Moment - Decided to Put 
Fixing a Typo to the Test Against 
GitHub Itself

July 2023
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ỄBuilt by GitHub

ỄUpdated on a weekly cadence

ỄAs of writing, covers:
Linux, Windows, MacOS
Multiple architectures

ỄAlways Ephemeral

ỄManaged by end users

ỄRuns the Actions Runner agent

Ễ;JHZWNY^ NX YMJ ZXJWnX WJXUTSXNGNQNY^

Ễp8FYM TK 4JFXY :JXNXYFSHJo NX F STS-
ephemeral self - hosted runner.

Github- Hosted 
Runners

Self- Hosted
Runners



Workflow Run Log Analysis
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Workflow Run Log Analysis

On public repositories, anyone can download the run logs

Every GitHub Actions workflow has a run log. 

Attackers can:

Learn about the self -MTXYJI WZSSJWnX HTSKNLZWFYNTSX
Plan a full attack before any malicious actions



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan lX: @adnanthekhan Website: adnanthekhan.com



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan lX: @adnanthekhan Website: adnanthekhan.com

Organization Level vs. Repository Level Runners

Requested Runner Labels

Runner Name / Group
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GITHUB_TOKEN Permissions

Ephemeral vs. non- Ephemeral Runner

Runner Architecture



Teach Me How to 

Hack Everyone.



Becoming a Contributor is 
Not a Security Boundary

People Tend to Use Default Settings

Anyone Can Fix a Typo



izs§2{¦2§zw2öh¨~¡w¥st{~{§¬÷Q

By themselves, 
these are gaps in 
pGJXY UWFHYNHJXo

Together , 
they could 
ruin your 

day

Over- permissive 
GITHUB_TOKEN

or Actions Secrets

Default workflow 
approval

Non- ephemeral 
public repo self -

hosted runner
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The Three Step Process

1. Become a contributor
2. Persist on the runner
3. Capture secrets and 

move laterally
Become 

Contributor
Implant 
Runners

Wait for 
Builds

Build 
Tampering

Move 
Laterally

Secrets 
Exfiltration

Pipeline
Privilege 

Escalation



Case 
Studies Perimeter



The tech community is uninformed of 

these attacks which can have critical, 

widespread impact

Case Study 1



Hacking 

GitHub, 

Through 

Actions

Case Study 1: GitHub 

Actions Runner Images

ζ³ŌĲνŵŭĲνƕŌėƕνƏƕėƈƕĲĭνőƕνėŦŦη
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How do I become a Contributor?

The typo
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- Account Created: 07 - 17- 2023
- Pull Request Submitted: 07 - 18- 2023
- Pull Request Merged: 07 - 20- 2023



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan lX: @adnanthekhan Website: adnanthekhan.com

- Account Created: 07 - 17- 2023
- Pull Request Submitted: 07 - 18- 2023
- Pull Request Merged: 07 - 20- 2023



Planning the Attack

Scheduled Nightly Workflows on Self -
Hosted Runners

GITHUB_TOKENwith full write 
access

Multiple Non- Ephemeral Self Hosted 
Runners

Nightly Builds Interacted with 
vCenter, Azure and had secrets to 
both

Images saved off
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The mission - Failure was not an option 

GO TIME:Friday, July 21st, 2023

CleanupImplantation

High Detection Risk 
Window

Runner Persistence

Scheduled 
Workflow

Capture 
GITHUB_TOKEN

Time

Timing Was CriticalOne Shot
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The payload - _¢v{x{wv2ö^{¡§w¥@¬ ~÷2{¡2X¢¥}2

For pull_request trigger, the 
merge commit is the source of 
truth!
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The payload - _¢v{x{wv2ö^{¡§w¥@¬ ~÷2{¡2X¢¥}2

Run payload on 3 runners in azure - builds group, 
3 in macos- vmware group l6 total
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The payload - _¢v{x{wv2ö^{¡§w¥@¬ ~÷2{¡2X¢¥}2

<MJ RTINKNJI \TWPKQT\ WJKJWJSHJI F pQNSYJWo XHWNUY YMFY UZQQJI
down a second stage payload from a gist and ran it.
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The payload - Runner on Runner



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan lX: @adnanthekhan Website: adnanthekhan.com

The payload - Runner on Runner

First, decoded a PAT hard - coded in the payload and 
used it to retrieve a self - hosted runner registration token

KWTR /NY0ZGnX )81c 
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The payload - Runner on Runner

Next, downloaded the Actions runner binary from GitHub. 
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The payload - Runner on Runner

Finally, configure d the self - hosted runner and ran it 
with RUNNER_TRACKING_ID set to 0. This prevent s the

parent workflow from reaping orphan processes.



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan lX: @adnanthekhan Website: adnanthekhan.com

{

{Subsequent 
Workflow Runs

Implantation 
Workflow Runs
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PersistencE on Self - Hosted Runner

GITHUB_TOKEN with actions: write

Un- redacted scripts from future workflows

Internal Network Access

GITHUB_TOKEN with contents: write

Interact with ongoing builds

Delete workflow runs via Github API [T1070]

Access to workflow secrets [T1552]

Move Laterally to Internal vCenter [T1210]

Pipeline Privilege Escalation via Repository 
Dispatch Event [T1546]

Supply Chain Compromise [T1195]

Access Result

https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1552/001/
https://attack.mitre.org/techniques/T1210/
https://attack.mitre.org/techniques/T1546/
https://attack.mitre.org/techniques/T1195/002/
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Webshell
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Clean 

Malicious 

Runs



Techniques

Base64 encode and print to workflow log on private C2 repo

Use actions/upload - artifact to exfiltrate larger files

Place post -HMJHPTZY MTTP NS cLNY(MTTPX FSI IZRU WZSSJWnX 
memory - requires root

Webshell and 

Secrets 

Exfiltration
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Impact - NEtwork Lateral 

Movement

Ability to pivot 
to private 
vCenter 
deployment as 
administrator
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Impact - Build Tampering

Legitimate 
Build Starts

Legitimate Runner 
Checks out Code

Swap Build 
Scripts

Build 
Poisoned
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Pipeline Privilege Escalation
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Pipeline Privilege Escalation

Use GITHUB_TOKEN and GitHub API 
to trigger repository dispatch event 
with script injection payload

The repository had another workflow with a valuable secret that
ran on a GitHub - hosted runner but used the repository dispatch

trigger. If we have a GITHUB_TOKEN with contents: write, then we
can trigger it.
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Pipeline Privilege Escalation

=XJ UF^QTFI YT IZRU WZSSJWnX 
memory and steal the 
PRAPPROVAL_SECRET, which is a 
PAT belonging to a GitHub 
employee.

Workflow used input from dispatch in 
F WZS XYJU G^ HTSYJ]Y J]UWJXXNTSĥ
Since we control the payload, this 

allows script injection.
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Pipeline Privilege Escalation

Use token to approve and merge
attacker fork pull requests into 
main.

1YnX UTXXNGQJ YT IZRU YMJ WZSSJWnX RJRTW^ FSI XYJFQ YMJ 
secret lwhich is a PAT belonging to a GitHub employee.
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Impact - Supply Chain 

Compromise

Modify code in 
main

Rapid release 
cadence

Malicious 
Changes

Main

Self- Approve 
+ Merge

Hack 
Everyone
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Attack Path Summary

Implant 
Runners

Become 
Contributor

Capture 
Secrets 

from Runs

Pivot to 
Mac Cloud 

vCenter

Tamper 
with Builds

Capture 
Employee 

Token

Modify 
Source 
Code



These attack are easy.

Case Study 2
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Case 

Study 

2 

Breaching 5NHWTXTKYnX

Perimeter



Breaching 5NHWTXTKYnX

Perimeter

Social Engineering 

Web Application Vulnerability

Fix a Typo
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Many public GitHub repositories that use self -
hosted runners for compute requirements

Engineers working on AI projects have high 
pressure to move very fast

Result: Developers take shortcuts at the 
expense of security
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ỄOpen- source deep - learning 
optimization library

Ễ33,000 stars on GitHub









Creating our Malicious WOrkflow

1. Create Deepspeed Fork

2. Add malicious workflow

3. Submit PR



Creating our Malicious WOrkflow
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Hello REDMOND



Opens the door to 
Active Directory 
lateral movement 
and privilege 
escalation - Red 
Teaming 101
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Case Study 2 - Microsoft Deepspeed

These attack are easy.

Implant 
Runner

Become 
Contributor

Active 
Directory 
Foothold

Lateral 
Movement  

with 
Developer 
Privileges
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Gato - x DEMO

Available at: https://github.com/adnanekhan/Gato - X



None have Seen 

what you are 

st¢¨§2§¢2¦wwí



These attacks could shape the course of 

the world

Case Study 3



Case Study 3

INSIDE
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