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• 9 years ago, I was a 

doxing victim.

• I had an online account 

with a rare username 

which they wanted.

• Ever since then, I have 

followed the subculture 

surrounding doxing and 

those participating.
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ViLE: Breaching a DEA Data Portal

• In March 2023, 2 members of a notorious 

doxing gang “ViLE” were charged for 

breaching a Drug Enforcement Agency data 

portal.

• This portal allowed them to search for 

anyone’s personal information across 16 

different federal law enforcement databases. 

https://www.justice.gov/usao-edny/pr/two-men-charged-
breaching-federal-law-enforcement-database-and-posing-police-
officers

https://www.justice.gov/usao-edny/pr/two-men-charged-breaching-federal-law-enforcement-database-and-posing-police-officers
https://www.justice.gov/usao-edny/pr/two-men-charged-breaching-federal-law-enforcement-database-and-posing-police-officers
https://www.justice.gov/usao-edny/pr/two-men-charged-breaching-federal-law-enforcement-database-and-posing-police-officers
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#ViLE
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ViLE: Doxing for Extortion

• ViLE used this access for “doxing”, which is slang for “dropping documents”, 

also known as dropping information which links someone’s public identity 

with their online username.

• The intention of doxing is to intimidate victims and make them fearful of “what 

might happen” when their personal information is uploaded on a website 

where it won’t be taken down.

• This is why adversaries choose to use websites like Doxbin.
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Doxbin

• Doxbin is a doxing website that offers adversaries, or their users, a place to 

upload doxes where they won’t be taken down. As per their website it says: 

“if your information goes up, it won’t come down unless it breaks our terms of service”

• A feature Doxbin offers upgraded users is the ability to publish private doxes.



Doxbin Account Upgrades

1941 – 302 =
1639 “Private” Doxes
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Doxbin

• This means adversaries can upload a victims dox, and then send them a 

private link to it on Doxbin.

• Next, the adversary will attempt to extort the victim by threatening to release 

their personal information publicly and to the Doxbin community.

• Due to this simple functionality, Doxbin has become the largest doxing 

community online and amassed 300,000 users and over 165,000 published 

doxes.



ViLe MembersDoxbin Admins

brenton kt ego cain

weep convict
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Doxbin & ViLE

• Doxbin was founded in 2018 by two actors, called “Kt” and “Brenton”.

• “Kt” is one of 5 members of the doxing gang “ViLE”. The other members are 

“Ego”, “Cain”, “Weep” and “Convict”.

• “Weep and “Convict” were the members charged by authorities, with the 

remaining members wanted for their involvement.

• To get better insights into the doxing techniques they used, I personally 

conducted an interview with “Ego”, a member of ViLE that wasn’t 

apprehended.



ViLe MembersDoxbin Admins

brenton kt ego cain

weep convict



who is Ego?

ego

Member of wanted gang “ViLE”.

Doxed key LAPSUS$ member “white”.

Earns $100k+ from doxing and extortion.

Schizophrenic and emotionally detached.

Started out in XBOX Live ISP Doxing scene.



Do you ever use private sources to enrich your 
data for doxes?

ego

Yes, nearly every time.
I’ve taught loads of people to do the same.

Text

• Private databases, 
• TLO lookups, 
• Social engineering customer service,
• Insiders at mobile carriers, and 
• Fraudulent Emergency Data Requests to 

social media companies.
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What is an Emergency Data Request?
• A procedure used by law enforcement in emergency situations.

• Information provided by service providers in less than 24 hours.

• Circumvents the need for a subpoena, due to an immediate threat.

Social Media Platform

Email 
Address

Mobile 
Number

Residential 
Address IP Address Full Name
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Social Media 
Platform

Emergency Data 
Request

Law Enforcement 
PortalEmail Verificationemail@usdoj.gov

Government or 
Law Enforcement
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Emergency Data Requests (EDR)

• Before an Emergency Data Request can be submitted, an identity 

verification process is required. 

• For most Law Enforcement panels, this simply requires a Government email 

address to receive an authorization link, as shown in the previous slide.

• There are also aggregator platforms which offer Government workers a 

single portal to lodge multiple requests, against a variety of service providers 

simultaneously, as shown in the next slide.
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Fraudulent Emergency Data Request

• Given the depth of information service providers have on users…

• If a fraudulent Emergency Data Request could be completed, it would be the 

fastest and most efficient way for an adversary to obtain highly accurate 

and sensitive data on a victim.

• Submitting a fraudulent request, only requires access to compromised 

Government email address, as this allows the adversary to verify themselves 

on Law Enforcement panels by receiving the authorization link.
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Fraudulent Emergency Data Request

Social Media 
Platform

Emergency Data 
Request

Law Enforcement 
PortalEmail Verificationemail@usdoj.gov

Government or 
Law Enforcement

Hijacked 
Gov Email
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Fraudulent Emergency Data Request

• Government emails can be easily purchased on underground forums and 

Telegram communities, for the cheap price of $70 USD.

• They are typically obtained from information stealer malware logs, hijacked 

cPanels, and phishing.

• I went undercover and infiltrated invite-only communities where threat actors 

both sell Government emails and provide the service to submit fraudulent 

Emergency Data Requests.
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Law Enforcement Portals

$70 each

Government Email Access
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*****.gov.mz

email accounts
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Hijacked US Gov Mailsn***l@usdoj.gov
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Fraudulent Emergency Data Request

• Once a fraudulent Emergency Data Request is completed the adversary will 

attempt to compromise the victim’s personal accounts, to get other 

sensitive information they can add to the victim’s Dox.

• Historically simply the fear of “what might happen” when a victim’s personal 

information was released online, was enough for them to meet extortion 

demands.
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Emergency 
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Violence-as-a-Service

• This was because adversaries had no way to intimidate their victims in real 

life, and it was just seen as a virtual threat.

• However, due to new “Violence-as-a-Service” marketplaces, digital conflicts 

now manifest physically, with real life consequences.

• In my interview with “Ego”, I asked if Doxbin members pay for their targets to 

be intimidated physically, and he shared that even some of the members 

provide these services.



Do Doxbin members pay for their targets to 
be bricked or intimidated physically?

ego

Those who have the means often go for it, 
and some of the members even provide 
these services.

The range of offerings is quite extensive, 
from bricking, to firing shots at their homes 
from the outside.

These acts are usually driven by the motive 
to acquire cryptocurrency.
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Violence-as-a-
Service



ego

There’s those who take it a step further, 
and break into the residence, torturing 
these individuals with anything from 

cutting their fingers off to killing them, all 
to take the crypto currencies they behold.

Things get pretty wicked online, much more 
than people realize.





#BHUSA @BlackHatEvents

Violence-as-a-Service

• Cutting off someone’s fingers is quite different to throwing a brick through 

their window, however it is happening, and recent arrests prove this.

• In June 2024, a Florida man was convicted of doxing and extorting victims 

for their cryptocurrency, just like “Ego” said in the interview.

• He broke into victim’s homes, and took them hostage, even threatening to 

cut off their fingers and toes.

• This brings to life the doxing and extortion tactics used by gangs like ViLE.
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Doxbin & ViLE

• ViLE disbanded within months of “Weep” and “Convict” being charged.

• “Kt” also went into hiding and decided to part ways with Doxbin.

• Doxbin was sold to “Operator” in June 2023, and “Reiko” stepped in as a 

new system administrator and developer.

• With an interest in wanting to better understanding the legality of Doxbin, I 

was able to organize an interview with “Reiko” to shed some light.
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ViLe MembersDoxbin Admins

kt

ego cain

weep convict

reiko operator



who is Reiko?

reiko

Involved in SWAT’ing attacks on women.

Leader of doxing gang called “Valhalla”.

Developer and system administrator of Doxbin.

Started Doxing in 2016 when he was a minor.



Bulletproof hosting is not necessary.

How do you ensure operational security with 
Doxbin infrastructure?

Doxbin is not illegal.
This is due to Section 230 of the 
Communications Decency Act

Do you rely on bulletproof hosting?
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Legality of Doxbin

• In the interview “Reiko” shared that “bulletproof hosting is not necessary” 

because “Doxbin is not illegal”.

• However, this didn’t seem to be correct, as Doxbin runs a service called 

“offshore.cat” which recommends offshore hosting providers.

• The website includes reviews that specifically mention Doxbin’s experiences.

• It’s clear that offshore hosting providers are used by Doxbin operates in a 

legal gray area.
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Communications Decency Act

• “Reiko” also shared that the reason Doxbin is not illegal, is because of 

Section 230 of the Communications Decency Act (CDA).

• The CDA is a US federal law which applies immunity to platforms which host 

or republish user’s content.

• This means that Doxbin, and other websites which republish user’s content, 

cannot be held legally liable for what user’s say and do.

• A case example of this, is Gamergate.
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Communications Decency Act

• This was a case from a female game developer Brianna Wu, against Twitter.

• She sued Twitter, as Twitter users were sharing her dox and death 

threats on the platform.

• Twitter won the case, as they could not be held legally liable for what 

user’s uploaded to their platform, under the Communications Decency Act.

• Like this, Doxbin takes the stance, that even though user’s upload victims 

doxes to their website, which can be used for harassment, they are not 

responsible or legally liable.
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What other laws relate to Doxing?

US Interstate Communications Statute, section 875(c).

• Criminalizes any communication containing a threat to injure a person.

• Threatened party does not need to receive the threat.
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What other laws relate to Doxing?

US Interstate Stalking Statute, section 2261A(2).

• Prohibits the use of any interactive computer service in a ‘course of 

conduct’ that places a person in reasonable fear of death, or serious bodily 

injury, or causes substantial distress to a person.



Content that is not allowed on Doxbin:

Direct threats for physical harm

Terms of Service
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Circumventing Legal Liability

• I shared earlier that Doxbin prides themselves on being a platform where 

doxes are not taken down, unless it breaks their terms of service.

• Doxbin, aware of the laws discussed, has constructed their terms of service 

to circumvent legal liability, by disallowing doxes to include direct threats 

for physical harm.

• Whilst direct threats are not allowed, I spoke to a prolific Doxbin member 

called “Joana”, who shared more insights.



Do you believe Doxbin users might leverage 
a person’s dox for intimidation or threats?

joana

Doxbin disallows *direct* threats for acts 
of violence.

There is no doubt that information posted 
on Doxbin can and has been used to harass 
the people it pertains to.
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Circumventing Legal Liability

• “Joana” mentioned that simply sharing a victims dox could have the intention 

of intimidation and be used for threats.

• However, if the published dox doesn’t include a threat, it could be seen as 

technically complying with all US laws.

• This creates an ambiguous stance, as there is nothing remaining under 

US law that prohibits Doxbin from running.

• Whilst Doxbin will take down a dox if it violates their terms of service, they 

don’t proactively review any published content to see if it complies.
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Circumventing Legal Liability

• Instead Doxbin maintains a Transparency Report, which is a public record 

of all Government agency requests to take down information on the site.

• Since inception, Doxbin has received over 141 Government requests from 

27 different countries worldwide.

• However, only 43% of these request have resulted in a dox being taken 

down. This means only 60 out of a possible 165,000 have been removed.
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Doxbin Responses Verdict
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Circumventing Legal Liability

• It’s clear that Doxbin uses the Transparency Report to masquerade as 

running as legitimate website that complies with Government requests.

• However, they are operating in a legal gray area due to gaps in U.S. policy. 

• They’ve carefully constructed their terms of service to exploit these gaps and 

avoid legal liability.

• Due to these gaps, policy changes are required to better protect victims, 

by persecuting doxing platforms and perpetrators.
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Required Policy Reform

Doxing Platforms:

Doxing Perpetrators:

The sharing of personal information without an individual’s permission, should 

be reasonably accepted to have the intention of causing substantial stress, or 

a threat to harm and be disallowed under stalking policies.

Hosting of doxing information, should be reasonably accepted to have the 

intention of malicious dissemination and be disallowed under communications 

policies.
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How to help protect yourself from Doxing?
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US Department of Homeland Security

1. Turn on privacy settings on social media.

2. Set unique and complex passwords.

3. Use two-factor authentication on all accounts.

4. Limit personal information that you share 

online, even if temporary.

Make a habit of searching for yourself online, to see 

how much of your information is accessible.

https://www.dhs.gov/publication/resources-individuals-threat-doxing

https://www.dhs.gov/publication/resources-individuals-threat-doxing


ego

• Identical email addresses across all online 
accounts, with password re-use.

What are the common mistakes you see 
people make that lead them to get doxed?

• Using consistent or similar usernames 
across various platforms.

• They choose not to use VPNs.

• Sharing complete names and general 
location on social media platforms.

• Post personal pictures of family members, 
compromising privacy and security.
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Recommendations

• Earlier I shared a diagram which shows that an adversary's primary objective 

after completing a fraudulent Emergency Data Request is to compromise the 

victim’s personal accounts.

• Unfortunately, there isn’t anything that can be done by you to protect yourself 

from a fraudulent Emergency Data Request, as this requires industry changes 

which will take time. 

• Instead, you can focus on disrupting the attack chain which is used to 

compromise your personal accounts, after the fraudulent request is completed.
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Recommendations

• When the fraudulent Emergency Data Request is completed, the adversary 

will obtain your email address and mobile number and use this to compromise 

your account through the account recovery forgotten password process.

• They will perform a sim swap attack on your mobile number, to port forward it 

to a sim card they control, so they can receive a One-Time-Pass (OTP) code.

• This OTP allows them to change the password to your account and disable 

multi-factor authentication, compromising it for them to harvest additional 

information for the dox.
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Email Account 
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Emergency Data 
Request

Email 
Address

Mobile 
Number

Account Recovery 
Process Initiated

OTP Sent

Sim Swap
Password Reset 
OTP Captured

Email Account 
Compromised

To disrupt the attack chain, you need to make sure the adversary can’t receive your OTP code. 
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Recommendations

• Remove SMS-based authentication from all your online accounts.

• If a sim swap attack occurs, your mobile number can’t be used to hack you.

• Your MFA must always include an Authenticator-based application, or a 

physical token.

• Try to never use SMS-based authentication, except in exceptional 

circumstances where nothing else is offered. However, the mobile number 

used cannot be linked to your identity in any way.
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Emergency Data 
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Account Recovery 
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Break Glass Mobile
(not linked to identity)

UserPhysical Token

Authenticator App
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Protecting Residential Address

• Use P.O. boxes and mail 

forwarding services.

• Blur your home, vehicle and 

persons on google maps.
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Personal Safety

Physical deterrents:

• CCTV

• Intrusion alarms

• Floodlights

Self-defence:

• Baseball bat

• Licensed firearm
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1. Doxing is no longer just a virtual threat; it has evolved into a tool used 

for real world extortion.

2. Limit the personal information you share and make the habit of 

searching for yourself online. 

3. Never secure your accounts with SMS-based authentication.

4. Blur your home on Google Maps and implement physical deterrents. 
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Read full chat 
transcripts with 

“Ego” and “Reiko”

larsencyber.com

https://larsencyber.com/blog/2024-08-07-blackhat-interviews-extorters/
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