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WHOAMI

• Computer security researcher at CENSUS

• Finding and exploiting bugs professionally since 2013

• Reversed A LOT of VMware’s code

• Gave a few talks about VMware exploitation in the past
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HOW EVERYTHING STARTED

• Goal: Develop guest-to-host escape exploit for VMware 

Workstation 12 (on Windows host)

• Skills:

• Developed a fair number of exploits

• Experienced with low-level stuff

• Disadvantages:

• Basic knowledge of how virtual machines work
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FIRST STEPS

• Map the attack surface

• It’s early 2017, the VMware boom era has not yet started

• Useful resources:

• Cloudburst by Kostya Kortchinsky

• First public attempt for SVGA exploitation

• Out of the Truman Show: VM Escape in VMware Gracefully

• RPCI guest-to-host escape exploits

• Decided to go with SVGA
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VMWARE ARCHITECTURE
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SVGA SPECIFIC RESOURCES

• What is SVGA ?

• Communication with the guest OS (SVGA FIFO)

• Useful resources:

• GPU Virtualization on VMware’s Hosted I/O Architecture - Micah 

Dowty, Jeremy Sugerman

• Mini operating systems for SVGA testing

• https://sourceforge.net/projects/vmware-svga/

• Messed with them to understand how graphics work

https://sourceforge.net/projects/vmware-svga/
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SVGA THREAD

• VMX host process

• Polls for SVGA commands 

from the guest

• Communication with the 

guest using SVGA FIFO 

(shared memory)
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SVGA3D PROTOCOL

• Objects

• MOB (Memory OBject)

• Surface

• Context

• Shader

• Screentarget

• Operations

• Define

• Destroy

• Bind

• Readback

• More…
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SVGA PROTOCOL EXAMPLE
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THE FIRST BUG
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BLIT CUBE
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SMELLS LIKE UAF
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ANALYSIS OF THE DEALLOCATION
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ANALYSIS OF THE DEALLOCATION 2
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BUT WHY IT CRASHES ?
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HOW TO REACH CacheView_Get()

• Meet all the requirements to trigger 

it from Windows VM

• DrawPrimitives requirements:

• Context (Define context command)

• Vertex declarations

• sub_140287B10 requirements:

• Render Targets (SetRenderTargets)

• Texture State (SetTextureState)

SVGA_ThreadRoutine

SVGA_UpdateDisplay

SVGAFifo_ProcessFIFO

SVGACmd_DrawPrimitives

sub_140287B10

CacheView_Get
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BUILDING THE EXPLOIT
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DEVELOPING A REAL-WORLD EXPLOIT

• BlitCube vs Windows guest OS

• Hardware compatibility

• SVGA3D API changes

• DrawPrimitives is deprecated

• Use SVGA_3D_CMD_DRAW instead

• SetTextureState, SetRenderTargets are also deprecated

• Use SVGA_3D_CMD_DEFINE_GB_CONTEXT
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MEETING THE REQUIRMENTS
1. Context
2. Vertex Declaration
3. Render Targets
4. Texture state
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TRIGGER THE BUG FROM WINDOWS



#BHUSA @BlackHatEvents

INTERESTING USE



#BHUSA @BlackHatEvents

NEXT STEPS

• Wrote a kernel driver to trigger the free

• Forced the execution to go from an interesting use

• Everything was straightforward so far

• Need to discover a way to spray the heap to reclaim the 

region
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HELLO SHADERS

• SVGA_3D_CMD_SET_SHADER

• ShaderBuffer contents are controllable from guest

• Not freed until SVGA_3D_CMD_DESTROY_GB_SHADER
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ALMOST THERE

• Windows kernel driver can

• Trigger the free

• Spray the heap with controllable data

• Use the UAF chunk contents into a call instruction

• Need an information leak

• Where to look ??



#BHUSA @BlackHatEvents

MORE BUGS
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READBACK MECHANISM

• Mechanism for reading back to guest the contents from the 

SVGA objects (contexts, surface, etc)

• Surface readback is complex because of the huge number 

of surfaces formats

• Code full of mathematical operations with surface 

dimensions => prone to errors
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SURFACE BACKEND OBJECTS

• On Windows host surfaces are represented at the backend 

with ResourceContainers objects

• RC has a buffer that will store surface contents

• On VMware 12.5.7, 9 different RC types depending on 

surface format.
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RC9 INIT
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INFORMATION LEAK
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DEFEATING ASLR: SPRAY WITH RC

• Spray with RC

• Type is irrelevant; all of them have funcptrs
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DEFEATING ASLR: FREE

• Spray with RCs

• Type is irrelevant; all of them have funcptrs

• Free the RCs
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DEFEATING ASLR: ALLOC RC9

• Spray with RCs

• Type is irrelevant; all of them have funcptrs

• Free the RCs

• Allocate RC9

• Surface dimensions affect the data buffer 

size

• Data buffer size must be equal to RC
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DEFEATING ASLR: READBACK

• Spray with RCs

• Type is irrelevant all of them have funcptrs

• Free the RCs

• Allocate RC9

• Surface dimensions affect the data buffer 

size

• Data buffer size must be equal to RC

• Readback!
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ALL TOGETHER

• Defeat ASLR

• Leak a RC; they have function pointers

• Trigger the free

• Spray with shaders, reclaim the heap chunk

• Execute and pwn!
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EVEN MORE BUGS
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VERSION 14

• All bugs were patched 

• Urge to rewrite an exploit

• Now I’m familiar with the code

• Better understanding of where to look for bugs

• More experienced with exploitation techniques/objects
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SHADER MODEL 3

• Few blogposts and CVEs for SM4 bugs in VMware

• While reversing SVGA_3D_CMD_DRAW  handler for the 

previous exploit I discovered the SM3 parser

• Confirmed I can reach it

• Started reversing the parser
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NEW BUG FOUND!
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WHAT TO CORRUPT ?

• Heap memory corruption bug with semi-controlled data

• Used LFH metadata attack to leverage the bug 

• Out of topic; won’t get into details here

• Outcome: write data in a heap chunk of my choice

• RC are again quite interesting

• Have data buffers copied to/from guest memory

• Have function pointers

• Multiple allocations
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INFO LEAK

• Spray with two different RC types 

• Different RC types have different sizes

• Placed in different LFH userblocks

• Calculate data buffers of RC1 to be equal 

size of RC0
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INFO LEAK

• Spray with two different RC types 

• Different RC types have different sizes

• Placed in different LFH userblocks

• Calculate data buffers of RC1 to be equal 

size of RC0

• Use the bug to modify dimensions of RC1

• Readback to leak function pointers
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ARBITRARY CODE EXEC

• We know VMX base address

• ASLR is defeated

• Use the bug to corrupt function pointers of 

RC0

• Pwn
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BLACK HAT SOUND BYTES

• Targeting a complex software can be frustrating in the 

beginning

• Having something concrete (such as bug) can be a huge 

motivation

• The more time you spend, the more efficient you become 

to find bugs

• Recognizing robust and reusable exploitation primitives will 

be extremely rewarding in the long run
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REFERENCES

• Bringing Virtualization to the x86 Architecture with the Original VMware Workstation – Bugnion, Devine, 

Rosenblum, Sugerman, Wang

• Cloudburst Hacking 3D and Breaking Out of Vmware - Kostya Kortchinsky, Black Hat USA 2009

• Out of the Truman Show: VM Escape in VMware Gracefully - Lei Shi, Mei Wang, Blue Hat 2017

• GPU Virtualization on VMware’s Hosted I/O Architecture - Micah Dowty, Jeremy Sugerman

• Straight outta VMware: Modern exploitation of the SVGA device for guest-to-host escape exploits – Zisis 

Sialveras

• Wandering through the Shady Corners of VMware Workstation/Fusion – Nico Ralf

• Linux vmwgfx - https://elixir.bootlin.com/linux/latest/source/drivers/gpu/drm/vmwgfx

• Special thanks to Nick Sampanis for triggering the blit-cube bug.
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THANK YOU!
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